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® WinPoop 4.1.2 Setup =k, 3]

Welcome to the WinFcap 4.1.2
Setup Wizard

Thits wizard will gude you through the entre WinPoap

inst=llation.
For more nformation or support, please visit the WIRPcep

hame page.

kit f s, winpeap. org

[ = Back ]E kext > 1|[ Carcel ]

E ¥FinPcap d_1_2 Scetup

E\U . It lling
' | n MP Please wat while WinPrap 4, 1.2 s baing nstalled.

DOutpat folder: C: WY INDOWS syst=mI2

B vinFPcap 4_1_F Sotup |" =R |

Completing the WinPcap 4.1 .2
Scltup Wizard

WinFcap 4. 1.2 has besn installed on your compiuatenr.

Click Finish to Closs thils wizard
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2. AppServ
(1) “Z3& AppServ
JA 3l AppServ “LEECAF G,  HELANE BT IR BB IR 55 4 (5 B S I -
1F Server Name P A1 44 localhost
Administrator’ §mail Address % AMEFGHEHE: 694046703@qq. com

WS T i 1% 4 8080




1":.1'- AppSerw

Apachs HTTF Server Infformation
Flesce &=nt=r vour server's informaton.

Server Mame (2.0, Wy appeer vnebwark, com)
|I-:-c-a||1-:mt |
Adminstratar’s Email Address (=.0. webmaster 8gmail. comd

| E5404670 3Eqq. com |
Apacke HTTP Port (Default @ 80}

ana0|

| =gack || pest= | | cancel

iy next HEANN—HtH:

£ LA A R AN S (123):

“Character Sets and CollatiddtfSGB 2312Simplified Chinese”,
FEPR:

™ ippServ 2. 5.9 Setup [Z“_,E]
m My 550G Server Configuration
—onfigure the MysQL Server instance.
Mysol -

Pleas= enter Root password for MyS0L Server,

Enter root password

| S |

Re-enter root pasaword

| E == o |

My3QL Server Sethng

[ old Pagswerd Support (PHP MySQL AP function.)
[] Enable InnochE

| = Back || Install | | Cancel
SR Gl Instal BEA 22360 7, HiIL M-
%\ AppServ 2.5.9 Setup [TH_IE

Completing the AppSeaerv 2.5 9 Setup
Wizard
AppSery 2,59 has been installed on your computer,

Click Finish to close this wizard.
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mzﬂiar'l: Apach

[+] Start MySOL

waW ., appsarvnebyerk . oo

[ Finish ] [ Cancel ]
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%JAEE.HE]' RS A5 Fah
%mt omatic Updatas 496, . . =zh
[ T - = m=FA
%He::mgnr = =R
B MC Sofivers Sh . B Fh
%;H:P-:-wus'rc gEﬁIl
iy MEIOLSERVER EE=r H=b
B MESH Server ALK
4 rmysql
%]ht:innal Tnety . .
%Hﬂlmnﬂ. In=tr .. Loc .. ==h
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ARG T U E (MySQL  Ja s FED

Enter passwopds e

Welcome to the HySEQL monitor. Conmands end with i orx
Your HyfQL connection id ds 1

Sepwer vercion: S .8 45-—community-—nt—log MySGL Community Editiom CGPL>

.

Type "help;' o *sh" for help. Tupe "+c' to cleaw the buffew.

OLTES Vi

EX A4 A 8080 L
The AppServ Open Project - 2.5.9 for Windows

L.‘_-E. phpkMyAdmin Database Manager Yersion 2102

4 J PHF Information Yersion 5.2.3

AppSens s ameging open source software installer packace for Windows incudes

Apache 'Weah SernvyerYarsion 224

FHF Scrnipt Langquage ~arsion & 2.3

My =LIL Dhatabase warsion 5. 0. 4%

phpMywAdmin Database Manager “ersion 2.10.2
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Change Language : ) e
=+ Easy way to build Webserver, Database Server with AppServ :-)
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(2) Mk AppServ
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Syt wiindows MT PC-2010041 11407 5.1 build 2600

Buiild Date May 31 2007 092530

Configure Command csoript fnologo configurads "—anable-snapshot-build" "—with-gd=sharad"

Sesrwrer API Apache 2.0 Handler

Wirtual FHrecDory S peoeT anahlad

Configuration Fle {phpani) COHVVIND OV S

Path

Loaded Configuration Fike CHWMTHNDOWSY ph o ind

FHF AFIL 20041225

PHPF EXUTE&nSon 200680613

Fand Extenshon 220060510

Dre=buag Buald na

Thiread Safaby anablad

Fand Moamory Manaogesr anablad

TPwh S eaorT anablad

Registered PHP Straams php, fie, data, htep, ftp, comprass.zlib

Registered Stream Socket tep, udp

Transports

Ragistarad Straam Filtars convart.iconw.™, string.rotl 2, string.touppar, string.tolowear,
grring.etrip_tags, conveart.™, consumead, zlib,™

Al UL T fi# php I—2845 L.
WG FT T es, i\ :8080/phpMyAdmin/index. php,
KD B4 rootRIE g, ] DA Yo B 4 9 2%

localhost phphyAdmin - 2.10.2
phptds s @ EFBIEE 5045 communiy-nideg » NpSOL chent version: 5.0.57
+ Protacal version: 10 k Lispd PHP etaraions meag)
O =EIE @ FFB ocahos wa TCRIP £ Lagege B F3 - Chirese smpifcd .
proves v BF roctiitocahos: & LK/ R [ongna -
e « [ waoL =R UTF-S Unicode k) b Font size 100%
- i1 MySOLIERRT: D unicade o = @ B phptsdmin 2
WEREIER b S EORER o B phgamvadmin wis
T *[(Bnk | & phptadmin BRI

¥ 27 wooL HiETe v [ChangaLag] [Sutrarsen] [Lists]

B B7weoL nEFEEE @

s

B *rmiogE
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(3) F'E AppServ
H—, Yl Apache RF-#s B XM $TTF Apache2. 2\conBCAFH Y httpd. cordfy £ AH M [
— LBy

2 mrad X

g oo
litraries HF [FATR.

H@ Kinte k -
O BHEES .
D Sne _ _ BE =50
@ Add-Remeors Windows Sorvice b S LB EE R
E Hiofoap d G Confiooration Server ", fpeche Bdit the htipd conf Configuwation File

@ Contrel Serwer by Mamoal k ! fpeche Test ihe htipd conf Configuratien File

r@ Comtrol Serwer by Serwies B U Mef0L Fdid ths my an Confrgorstion File

7 Bevier Server Log Files  +

FHF Edit the php. ini Confipuration File
Bl Y50l Coarand Line Cliant '
2, Beset WSEL Eoot Passwerd
{3 Uninstall hppSecw 52.5.3
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LoadModule php5 module C:/AppServ\php5\phpbapache2 2.d11

# ServerName gives the name and port that the server uses to identify itself.
# This can often be determined automatically, but we recommend you specify

# it explicitly to prevent problems during startup.

# If your host doesn’t have a registered DNS name, enter its IP address here.
ServerName localhost:8080

# DocumentRoot: The directory out of which you will serve your

# documents. By default, all requests are taken from this directory, but

# symbolic links and aliases may be used to point to other locations.
DocumentRoot “C:/AppServ/

H 00, %4 phpMyAdmin  FPSRBESCAE. 4TJF C:\AppServ)\ H
3¢ FHY config. default. g

W B phpMyadmin HJ URL , $cfgl’ PmaAbsoluteUri’ ] ="

Jofe [ Pmadbsolutellri’] = "http://localhost : 8080/ phpmyadmin ;

$cfgl’ blowfish secret’ ] = 123

Fofz ["blowfish secret™] = 1237 ;

$cfgl’ Defaultlang’ | =~ zh-gb2312’

fofz [ Defaultlang’ ]

" Eh—gb2312°

A om rs - - - = k| 2 -

$cfgl’ DefaultCharset’ ] = ’gb2312’

cfg ["DefaultCharzet’ ]

$cfgl’ Servers’ J[$i][  auth type ] cookie’

e[ EEZT'EZ’E: 1[52) [ auth type’ ]
Scfel Servers 1 [31] [ user’ |
Jcfel Servers’ ] [31] [ pregword ]

"conkie
o0t ;

=0, MR, R Mysql 223 5 BRI any@% . any@localhostfl root@%
WK%O

r AR mysq 5T SOLEH @

pkelete from userwhere user="and hosi="%

EEMINHAER

9, FHHE _
:r-' delete Erom wmser mhers mer= ' ad boshs T

CE %]
[ Delbriter | [v] Eﬁtﬁﬁﬁ%ﬂfﬂ Elid




o BHE localhost » 5 $EEE: mysql
S#E M50 B GEE L9E Do $BE SER AN

(@ CHETE: oSS 0061 i)

-SOLEE:
DELETE FROM user VIHERE user = AND host=%
[ 595 | [ B PHP 14 ]

delete from db where user="" and host=" %’
delete from tables priv where user="" and host= %
delete from columns priv where user= " and host="%
delete from user where user="" and host= localhost’
delete from db where user="" and host="localhost’
delete from tables priv where user=" and host= localhost’
delete from columns priv where user=" and host="localhost’

delete from user where user="root’ and host="%
delete from db where user= root’ and host’ = %
delete from tables priv where user= root’ and host= %

delete from columns priv where user= root’ and ’host’ =%

R, _BIHP BRAAERG S IR G5 . XFER SR rooth\ localhostE

“EHERE mysg E7 SOLEW: @
dedete from db where user=" and host="%' a
delete from tables_priv where user=" and host="%
delete from colmns_pny where user="and host="%’
dedete from user where use=" and host="bcdhost
dedete from db where user=" and host="bcahost
delete [IEIITI[HHE:S_H]'I.' where user=" and host=1ocalhost
delete from colurrns_pv where user="and hest=localhost ¥

Deimiter: | @ EAERETHEN L |

#0920, BCHE php. ind £T7F C: \WINDOWS | php. ini 3Cff. s E M N
;open_basedir =C:\AppServiwww

magic_quotes gpc = Off

:File_uph::a ds = Off

N —

BhA, X Mysql #3470, EICTFEFEE S SnortizfT U751 Snort EF Snort archiviée:




ype 'helps:’ or '“h' for help. Type '
yzgl> create database snopt;

Query 0K, 1 row affected <B.73 secd

yzgl» create database snort_archive;
Query 0K, 1 row affected <B.34 secd

vzl

INDEX

b:

# INDEX

“c' to clear the buffer.

create dbZ — create _mssql E“‘-.. -:reate_rnj.-'sql
223 | JOPF 23l | ILI 223l | OTPY
5 Kb 10 KB R
= create oracle ;| create postgzresgl ; Makefile. in
== | =S4l Script File aaal | A aaal | LN LOfF
= 10 EE g Eb 10 EE
CEEATE TABLE sagnmaturc{ s1g_1d  INT UNSIGNED NOT NULL AUTO INCEREEMENT,
312 _name VARCHAR 253 NOT MNULL,
sig class 1d IINT UMNSIGHELDY INOT INULL.,
g priority IINT LUNEIGMELD,
sig rewv INT UNSIGINED.
sig sid INT TTNSIGINETD,
sig_gad INT UNSIGINED,
PRIMARY KEY (sig_id),
INDEX sign_idx (sig_nmama{200),
INDEX siz_class_1d_adx (s1z_class_d)d);

(&l

CREATE TABLE signature { sig 1d INT UNSIGNED NOT NULL AUTO INCREEMENT,
S1Z name VARCHAR(255) NOT NULL,
sig class 1d INT UNSIGNED NOT NULL,
sig priority INT UNSIGNED,
s1g eV INT UNSIGINED,
sig sid INT UNSIGINED,
sig gid INT UNSIGNED,

PRIMARY KEY (sig_id).

sign 1dx (s1g_name( 207,
sig class 1d 1dx (s1g_class 1d)

BEHUR

-Run S04 quenyiquenes on server keahost @

[ Deimier

CREATE TABLE 'schema’ {vsaq T UNSIGNED NOT MULL, A
ctime  DATETIME MOT HULL,
PRIMARY KEY fvszq):
INSERT INTO “schema’ (vzeq, cime} VALUES (10T, now()}
CREATE TABLE event (=i BT LMSIGNED MOT HULL
g NT  LIWSIGNET) NOT UL .
ARG %)




BGRB8l mysal, 35 UG D g, DRk T, BEUE I R

] EImon FE oo fEEhon

o ix | EfRerE | AR e | mE | ES
saL Fiff: B T A& el R
) ) WTLDE WS e, &t ETETERN an 5, ZE0 X
CREATE TAELE "schema’ { mvsgl. sxe fdminl strator B I
HOTEEAD. EXE Adminl steator an 2,804 K
- VEBQ UMSIGHED HOT MULL | IEXFLORE. EXE Adminl strator an 10, 628 K
= ctirm ¥ HOT MULL Fetion exe Admint strator an J5,. 656 K
PRIF-ME+ KEY | vooq | ! Fu¥ebBrowsar. exe  Admint strator on /=0 K
) L Q) THFlatEorm. exe fdmint strator an Z, 186 X
TASIMEE. EXE Adminl steator an 12,632 E
SVCHOST. FXE SYSTERN oo 5,648 K
WPE. = Adrint streator ol 44, TEO K
MySGL iEEI: SVCHOST . EXE ETETEN an 4, GEO X
y @ mysqld-nt. exe STEZTEN an S, T44 X
: . IEXTIORE. EXE Adminl steator an 9z, TS K
#104€ - Mo database selected EXFLORER. EXE Admini s trator oo 17,040 ¥
httpd sxs= ST=TEN (m]n] 11,924 X
I SES0EFS EXE ETETEN an d. 080 X

H iR

SOL i
CREATE TAELE signaiun|

g i UKSIGHED HOT AL AUTO_INCRENENT
=i Q_radrma 258 ) HOT RELL
sig_clazs_id LR SHGHED RCT HULL
sp_priody | T UHSIGHED,
@ wg_re 1T LINEIGHED,
s sd 117 LUMEISHED
sig_md LR SIGHED
PRIAARY HEY | @ig_id
RCEY sign_ie =ig_name 2001

MysoLER, &

&1 06id - Wou have an ermor in your 300 symax, check the manusl thal comesponds o your ByS0L server version for the nght synteoio use near 'Y al ine 10

Ligm | |

TP —IREATE E R T event® A schema #, TFEMERERIIR )G A GEEFAE £,

i B localhost » 3 WEFE: snort
B8 R J8F BT LY Dwen HHE S8R EER

S BE EFRD =R a# iy £
[ et = @/ = 3 §F X D WiSAl phZ13 chinesa o 10KB
[] shema = & x § X 1 NS P42 chinese g 20KB E
i1tE 2 1 MWSAM QB2312_chinese d J0KB 059

T =% =ffE T

5 TEPHE RuETA

- 4 FERHER snort PEIF—IE
A% Mumber of fiedds:

=| Open nesw phpkhebdmin window

o3 B3 localhost v o BUEF: snont
HEN msa Rk RN SRR pneen BRE SR FER

= i cREy =R =y X4 B
Pl ecema B F B 3 @ & 1 NAZAN  gbd312_chiness_d  20KR
118 it 1 WyiSaM gb2¥12 chimge i ZOWB 05
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CREATE TABLE signature ( sig_1d INT UNSIGNED NOT NULL
AUTO _INCREMENT,

sig_name VARCHAR(255) NOT NULL,

sig_class 1d INT UNSIGNED NOT NULL,
sig_priority INT UNSIGNED,

S10_T8V INT UNSIGNED,

s1z_sid INT UNSIGNED,

sig_oid INT UNSIGNED,

PRIMARY KEY (sig_id),
INDEX  sign adsx (s1g_name(207));
#IWNDEX  sig class 1d 1dx (s1g class_id)

» N p— N
o2 HEE, A TE TR
SOLEE
CREATE TAELE “schema’ | wseq NT UNSIGNED MOT HLLL, cbme DATETIME NOT RULL, FEMARY KEY isaq]}# Myl B T ET.  NSERT
phpkAdmin INTOD scherna’ fvseq, ctime) VALLES (107, now(])# S8 TI8: 1 CREATE TABLE even { id INT UNSIGHED HOT BLLL, cid INT LMSIGNED MOT MLLL. sigraturs
T UNSIGHED NOT NULL timestamp DATETINE BOT MULL, PRIMARY KEY [5i,cid), INDEX 53 (Soranre), INDEX tire (imestamp]| % MySaL EERE S S =@
F77). CREATE TAELE signature [ 5i_id NT UNSIGHNED NOT MULL AUTO_ INGREMENT, sig_rame VARCHAR255) MOT HULL, sig_class i INT UNSIGRED MIT
51 g
:”EE”: MULL, sig_priovity [N ]
5
st |16
[] dam FDEFX 0 Sl gl _mies=_d 1068 -
=rer O deil FEDHEX 2 oM im0
E:Erg [l encedng EEfExQR X 1 UM oMl ciess d  114E
o i [ ewm Ol = s 0 U#sAM a1l miessd 10 ER
:;F:I“ [] iemphee # DT X 0 UASAM Tl miessd 10 6B
B refsnanca I iphae I f X 0 UpS gD viess d 1068
g;ﬂ‘::_f-"‘”“ o g0k F X 1 U REMLmiesed 10
B asnen [] mkmms E D& X 0 UES I s 10HE
;::_'::; [] rRemespsem = & T ¥ §F X 1 WA RETLmnessd 106
Ellsﬂ_rwsme ] schema EEDxfx 1 VS gl s 106E
L]
EU?HL, [] saesor FEERER X 0 UpSH I3 thiessd  100E
[] sgean R = NE 0 UE I e d 108
[] sgdas = H§ X 0 Ul oo chimsa o 1008
[] s rekmce g EN X 0 UESMA ohT3N] thiesa d 10 4E

FoN, f#H C:\Snort\schemak] 3% T HJ create MySQL JHIAEEST Snortiz {7 Wi HIEHE % .

fEME, mrLLGETS MySQL #2545 T 134T SQL 1EA) show tableﬁ%iﬁ%@aﬁﬁﬁﬂﬁﬁ
Hrt ¢ \Snor¥y Snortf %2R Hax, T m2Henfy, s1TLh Hay
mysql —-D Snort —u root —p < c:\Snort\schemas\create_mysql

mysql —D Snort archive —u root —p < c¢:\Snort\schemas\create Mysql

FRRFRE 7M. rootf)Bh, i N A R AT 57 P 75 B R
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