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1. [# % ]Tactical security plans are BEST used to: kA% &4 it X & & & 4 k.
A)Establish high—level security policiesZ i & B KM% 4 K B

B)Enable enterprise entity-wide security management# AT/ B {1k B N &4 & E
C)Reduce downtimes /12 HL B [4]

D)Deploy new security technology®fZE #H A& A K A
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[EF—'LEL]TraVls LK RARERE B Microsoft # BitLocker &AM, WRALWET TPM FHEF 2 &
M LETEBAZMFERSW AT RL 2, T2 F RHE?

LENBAHTATH, HH R G2 NS #1717

U R G0 5 A A 7 o MR T oK A B

Lf1E A TPM &% 4 BB B s

L AT B o & 5T 4 e 2 T K A B

%:D

SRR RAEBAHECE LT TSRS, Beh# LW X & %L 4. BitLocker 7E6 BT RE F EME X

&:ﬁﬁnﬁg@@%&ﬁ“’;

RRE ARG S 5 J5 AT B (B DL [ U fr, AR R B P BT A U E AR RE RN EAETHERLT.

5. [BEA]IUTH— T FRAFERAIE AR ATB?
NEREE R

BAFERE BF

OfEZRSG (05) #H%&

D) R4 m&f XK

B EA
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6. [(REAMIUTHI R HRARAEREAREENAE?
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7. [E#% A IWhich of the following provides the minimum set of privileges required to perform a job
function and restricts the user to a domain with the required privileges? UL T TR E T HATHE L T4 F
R R R &, 8 R P RS 2 EA BT F AR B8 2

A)Access based on rules# T #LN#i7 |7

Access based on user's role T 7 & & #7714

Access determined by the system® 2 Zt# & B 17 3] AR

Access based on data sensitivity# T3 3E & &M 14

:B

Eagp S 2=
=M

8. [#3i& A |The overall goal of a penetration test is to determine a system'sBZNRWEEEFEHE RS

&

A)ability to withstand an attack. IKEIKFHIEE S .
B) capacity management. A& & &,

C)error recovery capabilities. 451K & 36k,
D)reliability under stress. £/ THIF &
AR

EAT:

=

9. [Bi& ] EFMER B/ TP (TCP/IP) A& F , WA ZE AT E A — A S AT R A o i 520
i B 2

MR R

W % &

16 &

£:A

A

2 8=
> [T

|

10. [H#& ] THHWITA KT & AT HHRE TR

MIRAZR, KEE

BB AR, e

O=mAR, KEs

D)RHE, HHEe

BE.C

FAHT: <p>The best programming uses the most cohesive modules possible, but because different modules need
to pass data and communicate, they usually cannot be totally cohesive. Also, the lower the coupling, the
better the software design, because it promotes module independence. The more independent a component

is, the less complex the application is and the easier it is to modify and troubleshoot</p>

11. [# 3% &1 The personal laptop of an organization executive is stolen from the office, complete with
personnel and project records. Which of the following should be done FIRST to mitigate future
occurrences? —HAAFEMNMABILAEMALNERE, EAFZTEMAZTMTEILRK, T EBRERNER
, RLE SEPAT UL T IR 2

A)Encrypt disks on persional laptops. M AZICARN EHHE.

B) Issue cable locks for use on personal laptops. # - AZE10 7 B fK 1% Bk e 48 41
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C)Create policies addressing critical information on personal laptops. AlZE kN AZiCAEN EXEEE
B A

D)Monitor personal laptops for critical information. Wi=/MAZICAEMFH <EE L,

BEA

AT

12. [# i 7 ]Database software should meet the ACID test requirements. Why should atomic transactions, one
of the ACID testrequirements, be performed when using online transaction processing or TP?

BT I B L 2 5 R ACTDIN R B B 5K, 78l BR AL £ AL FBOTTP AT, A4 4 $ATACIDIK E sk 2 — 9 B F I F 42
A)Establish integrity rules as specified in the database security policy

AL HHE B R P BT AL R T AL

B)So that the database performs transactions as a single unit without interruption.
BEEFEN—NETRPATES, T2 F W

C)To ensure that a rollback does not occur.

EHRERT 2K E

D)To prevent concurrent processes from interacting with each other.

W7 LB B #ATH E S-SR 2 B oA B T4

BB

AT

13. [#2# A ]As a design principle, which one of the following actors is responsible for identifying and
approving data security requirements in a cloud ecosystem? 7EX&itEN, UTH—AN%5F f 7w < fadg
TEBRETHBELLFKR?

A)Cloud broker= 3%

B)Cloud provider= & Bt &

Cloud consumer=zvH 3¢ &

D)Cloud auditorz & it#

B C

A

\_/\/\_/

C

=%

14. (26 A %E EQEF T4

A) AT #R T T

B) A T R R EBIEE & B 5 5 v E R
C) A T T HHE E  IR&A 7 7 7 # 45
D) A 7 & 4w it IR ER

BE.C

AT :

15 (2] EHEBETEEETRNFENNRES, BEAFARTEEZGFHEE.
B REBAT A5 BRBAGRAFA &0 LK

A) FAT I AR AL (ARA)

HAT LA WA

EERA—RIRFEHNE

Dﬁﬂ%%%ﬁﬁﬁ%ﬁﬁﬁ

A E:B

FRAT -

(@)

A)
)
)
)

16. [# 3% & ]1n order for evidence to be legally admissible, it must be true, complete, sufficient and
reliable. There is a reasonable relationship between evidence andfindings. Which property is it?# 7 ikiE

BEHAERN, EELTEEEL, T, ROHTEN. EESAIANERT —NMEHEAEN KR BHUEH —MEE?
A)Complete & %
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B)Reliable™ %
C)Authentic E 52
D)Sufficient 754
BE.C

FEAT:

17. [# 4] n RFAR #7 FRR#F TeER i R HA N FRATRb EX WM AT, M1z & AM?
A) B AR AR & B REUE .

B) Vi H At A 1R A R G LS AT BB

C)#3% CER.

D) 4 FHE FRR K E.

K ZE B

e

T S C

18. [ A ] v 4% 42 M 3+ X)) (BCP) # T
A)—N. BERETFH.

B) 3k B 2 fil 4 4 By I A BCP.
OFENFHREMET,

D) BT % T B fn B AR B AT R IE £,
BE.C

FRAT:

19. [## ] R 7 T HH RH G V] 8% 6 F BOK (ALP) T4 % 8, LU T 0 I & K ey 2
INEEE-C

B) Internet 4 4] H &

0) REILE

D) #AF 1k

BEA

FEAT:

20. [ 18 7] 4 w1 B8 A8 KX 77 8 3R B0 A% % 22 4 bR, 20 ZHRAT LU T A T2
Which of the following MUST an organization do to effectively communicate is security strategy to all
affected parties?

ML ENXBHRATBENREHS 5%

Involve representatives from each key organizational area.

B) 1] % = & 4% & B E #7

Provide regular updates to the board of directors
O)frlms R FHm R T

Notify staff of changes to the strategy.

D) VK [ v e 1Y 7 18 [R5

Remove potential communication barriers

BE.C

AT

21 [ AR EXWHFERRAGHE, HERAANC T AP RELRLAER, UTH—MERTRHEE?
ARBEHZEA &R,

B) ARG, Z2ERKLAET BN .

O) Bt BRI A FRAEZ2ELYAR

D) M ZaBERNELR TH TS,

A %D

AT
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22. (B AM] 2 —MEXNMLF LM EAE T EER Pt A EER v AT RBERT 2R, & —HXMLAEZE
, HOASISH &, Al R EAFARZ R HAF . RIEMBRFH-AEE R

A) FR %6 B AFIC W & (SPMIL) , ®¥ & ¥4 8] 45 % PR 1018 & (XAGML)

B) T4 B I 5 = F AR 10 7 & (XACMAL) , AR %6t iz 471018 5 (SPML)

C) ¥ ¥ B Bl R #IAF1L1E 5 (XACML) , &4 Wi & #Fi01E & (SAML)

D) &AW = 4710 5 (SAMML) o R %6 B 471015 = (SPML)

BB

RN T H B A 42 H 4710 % S Extensile Access Control Markup Language, XACML) & — Fb 72 XML 5 52 46 09 7 BH 14 177 |5
EMF o E = AL EER, A wAEELeRY ., RE5EEITICIES (Service Provisioning Markup
Language, SPMAL) & — FXMALZ AE 22, H0ASTS FF &, Al R EAFHRZ B fl ). REMRSHENE L.

23. [ AU TH—MNEF AR A ELHE (0ST) BEA B & B 15172
N HEL TR

B) 3 B AR % U

C) W2 ik

D) ki Bl A2 7 37 8] 15 ]

BZ:A

REAT:

24. [###]A system has been scanned for vulnerabilities and has been found to contain a number of
communication ports that have been opened without authority. To which of the following might this system
have been subjected? EXf RAMTIREFAHE, XIAEFECLEAEBERERPAITANEGHK T, ZALTRHLSZEUT
o Ao 1 T o R R ?

A) Trojan horsef#&F AL

B)Denial of Service (DoS) FE4 AR % (DoS)
C) Spoofing B F # ¥

D)Man—in-the-Middle (MITM) = & A (MITM)
A

FRAT:

25, (B A | BRI AT E Z WAt
A BEFNFRES

B) RV & % By & A 31

O RETME & HE

D) & 4 T E FF & it X

A %:B

FEAT: B

= EF1K202201

26. [RHAEENHBZAMT EFHRERMRELE, ROFEFEA LD NEETH?
A) 14
B) 24~
C) 34~

T2 L
xS
=

27. [ 3k R A % L BtE - K REA 42
NBF/ EE oK EMBE L/ EHT 0 RT R
B) /N A AR B I
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C
D

K 2
&

EAE T F e PR T

WY S

ZF:A

REAT: EE (RBUF) AT (RBFL) 2R E RHEEL KT E.

28. [ ] wHFEFTUTHAH 0SI/IS0 B, BT
INLCE Y

B) 13 &

C)2iEE

D) # & 4k ¥ B

A %:B

FEHT: <p>The Physical Layer describes the physical properties of the various communications media,<br />

As well as the electrical properties and interpretation of the exchanged signals. Ex: this layer<br />

Defines the size of Ethernet coaxial cable, the type of BNC connector used, and the<br />

Termination method. You cannot encrypt nothing at this layer because it&#39;s physical, it is not<br />

Protocol / software based. Network, Data link and transport layer supports encryption</p>

29. [# # 7 |Checking routing information on e-mail to determine it is in a valid format and contains

valid information is an example of which of the following anti—spam approaches? # 2 B FHi4 b E &1z &

D BB R ARECERRER, X&UT ARSI A % my — A6l ?

A)Simple Mail Transfer Protocol (SMTP) blacklist fs B {5 £ ##1 (SMTP) E & %
Reverse Domain Name System (DNS) lookupR M3 4 &% (DNS) & #,

Hashing algorithm® % & &

Header analysis#r# 44T

:D

Egp 2 2=
RO

30. [ A YT eFEAHBE LY EFIATHEER, DUT A K E & 682 A Th i 2
INEE - &

B) 1B % &

OfesIRFRE

D)’k F AL B H

BZE.C

FRAT -

3L [ A AT Fh e 2 WL 3R B T IR B AF AR T AT Y J b 77 2
A ETAENE =S (RBAC)

B) & 4R B 77 Bl 5

OFeameEE (IDM)

D) LAl AL

BZEA

FRAT -

R [ BEAMIAM L2AERMNERRARIFRRLEE 2T ERENRRR?
NE AT REEE#HIRA CNE K E.

BEANCMNEEXTRARFY, EXAZZEKE,

C) B A AT A gER A R EAT N o

D) BT AP ARG IEEAT HER T R A

%D

FRAT -
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33. [###]A large bank deploys hardware tokens to all customers that use their online banking system.
The token generates and displays a six digit numeric password every 60. seconds. The customers must log
into their bank accounts using this numeric password. This is an example of KB BT HEHEW LHITES
TR ZEFHERMRT, AEE0E K BT — M AUENEFEH, P B LHEA ST HEEFTELRTKRF
o W

A) asynchronous token. ##5 4,

B)Single Sign-On (SSO) token. # B &3k (SS0) A-#E.

)

)

C)single factor authentication token. # [ & H1p3iL 4k,
D) synchronous token. [ 4,

BZED

AT

M [2HAIUTREERXERF X AN R EARN K EH?

NN &

B) 1R B i

O) M %3k

D) BRI E

A

M A<pBRBRRMNAWRZEFERK S, RNTUEHER TS E, BHYECEERLBTLES . FRZHZ % <Dr
RE

THENIHWEEZ —, EAEERFHEEKR. /P

Na N2

O OR 9

35. [## # IWhen using Security Assertion markup language (SAML) , it is assumed that the principal
subject Y& F X AW 5 A/FICE S (SAML) B, BIXEHRK
A)accepts persistent cookies from the system. # % %k B R ZHI# A cookie.

B)allows Secure Sockets Layer (SSL) for data exchanges. NFZAEHEFE (SSL) #HATHEX#,
C)is on a system that supports remote authorization. L T X HILBE M A% £,

D)enrolls with at least one identity provider. EJ | — &0 R HEEFIEM.

Z%E:D

FRAT:

36. [ K B F AN AR B F = 77 AT BB BT, R HUE B AT 40
A) BREART 2 UEE 7 RARIDHR LR

B) #7141~ U - 47 27 7] gE &L & GUR datA BYELLR.

C) M3 LR ¥ B B SR BB AR 2
DEF=ZFBITATZLRE BAENERFE.

%D

FRAT -

37. [ 3% A ] AR P A £ B X E AT — T2
A) AN, BB # 2B W aE B AR

B) BT H & 437 AR B RE A1

C) BTl # F % H Ak sy AXF

D) Fr A # 5 W 22 A8 77 AW AA

%D

FRAT -

3. [HHEA] —MEEXERE X T —ANAKRNEYE, TENRIE?
A) AR

B)Biba £ ¥ # A

C)Clark Wilson # 4
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D)Bell-LaPadula A k&%
BZE.C
HEAT

39. [## #]The use of proximity card to gain access to a building is an example of what type of security
control? £ ##H FHNERAMEZMF 2 KB WL 2ER B — M T2

A) Legal &%

B) Logical #h#&

Physical ¥ iy

Procedural 2 /¥

:C

N

BEgx S C
=M

40. [ %] Tin FAE AR E L L HIDaaS Mk FE, ER T LB BHEAR?

A) & i BUAR %

B) 5 TIDE 4 Mk %

C) # T =HRADIUS

D) OAuth

A

fRAT: A B % (IDaaS) EH AR EEF &R BERE =ZF M F. EHDaas BaUTXEME R EREMSE. BOER
A E G R AR EF . AT, AREHEE EARF SR EEEE =75, A& 0 RIERH T 70 Eak
T, X B BT A R E A

Identity as a Service (IDaaS) provides an identity platform as a third-party service.This can provide
benefits, indduding integration with ddoud services and removing overhead for maintenance of traditional
on—premise identity systems, but can also create risk due to third-party control of identity services

and reliance on an offsite identity infrastructure

41. [# % & Jppp MR T A 2 FIRL?
A) VR gt A 5 1 BB A 19 AR

B) #f & 7 b W Hy W 3 A i E (5] AR
C) fR ik 7 IPHHE T 2

D) f# 5 T b An 2 Y 1E] AR

A %:B

REAT - o

FH: EUERK202201

42, [BH AN T RS RER R, X F T8 LT — M T LUE MR R E R =it E R E P R B RL?
A) % A B

B)# 4 e

C) Xt A% MR

D) & E =H

K ZE.B

#r:

Fgy 2 C

43. [RHAMIFAKRGEEE OSHERNTNER N T HALEAFERTZ FEEEENELE?
A)

B) & #

C) &%

D) %k ¥E 4% 8

BE.C

FRAT:
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44. [R &AM ERBETREEARNEERS, RARFARNEHNUKNET L, wESR A D EXE H. IPSec
KEXE B, PPIP ImEXRAE E. @B WEREE B E.

NMRRF. Fh, BOESEE. KESE. WE

B MR F. . W&, HEsE. miE

C) R FIARTF, W%, K\, SEatE. &

D) W% . 4. BiEats . HESE. wE

BE.C

FRAT S An 2 K AR AR A, IPSec MK AEEMEE. PPTP A £ E#ERHEE. BT X £ ELHE
B R

45, [BS A # REM T AW, LT H—AF RHErE &/~
A) W% ¥R

B)H EME

CHV%%F

D) # 4 TEM

BZE.C

FRAT:

46. [ BT 2 BN Bk R4 F P 5% & TAE BT S0 B AR ?
A) B A AR

B) % & 4F AR N

C) 7 A ke AR
D) & /N AT R
BZE:D

AT

47. [ A — ML IR R L 2T X B, (R AR & R T B D T 30%. 24T, 1R A RERBR D L2 ERK, A
SR ] B R LA A IR O R IRk A R AR

A) BB

B) k&

C) B

D) #i A=

KE.C

RRAT:

48. [ A 4t X4 ) R A B B R E &8 R R HE k= AT A2
NN

i&#%

C)
>®%%mum<mn
BZE A

RREAT:

49. [H & A T F A Z &£ Wil € 5 7 G0 B 5 K B BN R AE?

IVEE:&:3

B) & # M

O FLE

D) ¥ 4 1+

BB

FAHT: <p>We don&#39;t agree with the original answer, which was throughput. Granted throughput is vital
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but Krutz lists accuracy is most important. In addition to the accuracy of the biometric systems, there
are OTHER factors that must also be considered. These factors include the enrollment time, the

throughput rate, and acceptability. </p>

50. [## #1 ]Unused space in a disk cluster is important in media analysis because it may contain which of
the following? HMHEMAEFREANZHAEN o FREE, BHCTREAEUTH—I?

A)Residual data that has not been overwrittenk K& &= #% & %5 #E

Hidden viruses and Trojan horses[& & o /E = R F AL

Information about the File Allocation table (FAT) & %k X4 B %k (FAT) BIfE K

Information about patches and upgrades to the system® * 2 Z 6 #Me F i+ H #9115 &

:A

Eagp 2 8=
=M

51 [B#f ] — KA WEELL AN WLAN) FEIF LT FAmENIMTFT L HELL4FE (PCI-DSS) FHARE
FEAE, WEHE WLAN X4 hEF I kIEEFREE& TG a2 EHEN LW A ERNFAERNEH ¢ ard
A& BX, PCI-DSS 3% B 7y A 0 26 4 42

A) BN W4 Kb

B) FH X 4&. LAENEM border W%,

O #4smiksg. RAENE. WAN, #iL. EEER &/ I kK.
D) &gk &, TEBANE. WLAN, X#Ef., EEEHER THK
A %:C

FRAT:

52. [ %1% 71 ISDN AL A e A1 2 B 0 FF A2 /7 18 3 APT 5k 1% 14 %4 % JR 09 7 K2

What layer of an SDN implementation uses programs to communicate needs for resources via APIs?

A) B HEF

The data plane

B) =%+ &

The control plane

C) AL F

The application plane

D) k=¥ &

The monitoring plane

BE.C

RRATT : B X P4 (SDN) B9 B2 ] 7 T = oL B A2 7 1B ATHY 77, 1x 2 fy R AR 5 B B Rl S A2 82 0 (APT) 5 SDNgt AT 3 7 R
T, BHTEERELAHEELEI NG, R MAETEREELR S,

The application plane of a software—defined network (SDN) is where applications run that use application
programming interfaces (APIs) to communicate with the SDN about needed resources. The control plane

receives instructions and sends them to the network. The last common plane is the devices themselves

53. [# /%5 £ Visual Basich AR FiES (VBA) FWEREL — M EMNEM, EHHY

A) B ] LU B X A e &

B) X B & 7] LR FF £ KA IR

C) 7 2 H1 H =] ok M B o & R D

D) X m & JLF R P AR E RS

BZED

FRAHT:<p>VBA is typically Windows OS base, so Unlikely many types of environments, but impact the OS (need

a real reference source to justify this though).<{/p>

54. [#3% # ]Who would be the BEST person to approve an organizations information security policy? =4
BARE RR 2 KGR EAL?
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