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F1¥4: LMBEM, #1008, FHARA—NMERER, FRRDEHTRL.
L [ ) DUT B — TR 68 8 20 Al 4 A T L1 4558

A) A B 2 18] Wi S B BOHE T RE R T B B AT
BAZBHUTEERAZTHER, EAFEEMIGHA - FE

=

C) B 377 & BT 7 B9 35 9)| e RUFe 0 1R 5 2>
DHETAEFEREMEINTEY, FEKER MR/, FHMWE
AZE:D

AT

2. [BEAMITHEEY, B—TREIEELTLAMNEILT B & XM 5L
A) FRIT I SR FE A

B) 1B A2 7 S bk B

C) MR AT ST 1 &

D) A &4 H Tk &

A %D

FRATT:

3. [## A IRivest-Shamir—Adleman (RSA) 5 %% i& A& DL T # ## €2 The Rivest-Shamir-Adleman (RSA)algorithm is
BEST suited for which of the following operations?

A) & A An R 55

Bulk data encryption and decryption

B) FI Tl P A0 8 B & IR iE B % 1) 2 2 R T

One-way secure hashing for user and message authentication
C) X Frfm 5 By &2 2 B A A

Secure key exchange for symmetric cryptography

D) 78 R 7T B A B H T AR Fn

Creating digital checksums for message integrity

Z%:C

FRAT -

4. [¥ % ]A web-based application known to be susceptible to attacks is now under review by a senior
developer. The organization would like to ensure this application Is less susceptible to injection
attacks specifically, What strategy will work BEST for the organization's situation? —fIE&IF &K A RIE
EHRE-NCHGZRENETwebWEARTF. ERAFLEHELMEARTFI G ZEENSE, BEKR, +2AKER
& A HERMIEN?

A)Do not store sensitive unencrypted data on the back end. ~E 7 &3 FE SR B K In B HIE

B)Whitelist input and encode or escape output before it is processed for rendering. B % 2 % \ fo 4 65 =% 4
Xz, eRAEEI,

C)Limit privileged access or hard coding logon credentials. [R&|4FAX 77 |7 807 A0 B K E 1B .

D)Store sensitive data in a buffer that retains data in operating system (0S) cache or memory. ¥ & /& 4% 1%
FEbHRREERFEAR S EFRAFFHEFRX F,

A %:B

FRAT -

5. [# 4 # IMandatory Access Controls (MAC) are based on: FR#|7[El#=4] (MAC) # T
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A

g

Security classification and security clearance. &4 4 EFoL AT,
Data segmentation and data classification. KB4 E|F#KIE L%,

Data labels and user access permissions. ZKIEAREAH F i A AR .
User roles and data encryption. P A& FEIEME,

:A

Eagp 2 2=
=M

6. [##% A ]In software development, which of the following entities normally signs the code to protect
the code integrity? EHHEF X T, ATH AR EEE RGP RAD T EME?

A) The organization developing the codeJF & XA #4247

B)The quality control group/ & =&/ N4

The data owner#(IE Fr & &

The developer7F & A &

=B

C

~—

o &

=
=R M

7. [## & ] In which process MUST security be considered during the acquisition of new software? 7E143F3T
WIS, 2AE RN LR T2 M

A)Contract negotiation@-[7 3 #

Request for proposal (RFP) ##x+H (RFP)

ImplementationsE #i

Vendor selectionft iz By ik #

Z=.B

Eogl SRS AR
=%

8. [B&A] UL T A KA Wy B H W K B IPH IR, ICMP ECHO A W 35 R #
A) TPk B 2%

B) Smurf %

) SYNIX

D) Teardrop X% i

A E:B

FRAT:

@)

9. [##% A What is one advantage of deploying Role based access control in large networked applications?
EARBWEAR L, 3 FET A EF 0 —AMME 82442

MHigher securityE B« 4 M

B)Higher bandwidth® & # 7

C)User friendliness/f P ZiF ¥

D)Lower cost FKHY A A

BZED

AT

10. [BEA]EBN M FEEEENRERERAOS), FREREE, EE AN FEHEAEAEFLA 7 A HE
SO B9 T (B AR IR 2

A—N. ENEMNBEARFZEZR

B) Sk EBAE R Gy F 45 4

C) E AL WAL 5] 4% 1

D) REBERAFHZERE

A

FRAT:
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11, [ AR AT A R A [ AR AR 8 A BUE A & BRAR AR 37 1F & B AR 4P AL 2

A)HIPAA

B) DMCA

C) GLBA

D) ECPA

BB

AT (BFTERREE) OMCA) BH T E TR, W EERBERNRPRET FERE, EEERAAAEUZE
A K F R, I iE 3 A 35 B fF 37 . The Digital Millennium Copyright Act (DMCA) prohibits attempts to

circumvent copyright protection mechanisms placed on a protected work by the copyright holder.

12. (B A] AR AR EFIHHE LK EH#HFA L Web FLEMAT RN IR, KT REHEREZT A2
A) FR %5 = AL ZE 44 (SOA) ¥y 1~ 4 30 &

B) 5k /b A7 F %7 b (BL) ik 77 %

C) BAEBA R

D) FR % AL TR

%D

AT

13. [BHA]UTH— TR T 50 RIS R EL LI E?
A)JavaScript *f % &% (JSON)

B) £ 3% V7 7] 5 1 # 17 5] 4= % % 4t (TACACS)

C) AW E/mICES (SAML)

D) WAZ NIEHK N~ MR % (RADIUS)

Z.C

=m oy 2 C
St
=

14. [# 3% B A hacker can use a lockout capability to start which of the following attacks? 2 & ®] LAfE & 4
e BB LT K2

A)Denial of service (DoS) FE#AR % (DoS)

Dictionaryld #

Ping flood% A& BT

Man—in-the-middle (MITM) # & A (MITM)

Eagp 2 2=

15. [ % A ISDLC At AT ER M Z Tt H R Z & F K
A) TR ATHIN

FH . EUERK202201

16. [T IELBEFHEXRFNEL, UTH—TEERE EFZoHRKENRTHRNRE?
ANE# IE

B) H #

O®% #ARE

D) #7 2 B #n

BE.C

FRAT:

CISSPH &k > (3] /i%:12) 3/21



RERH: CISSPHRL: ]

17. [ B8 /] & A A Bk RN R RIP IR K5 BBV E RN F#ATRE, LT — RS 85X —TE WX Bk
EwmE?

A security consultant has been asked to research an organization's legal obligations to protect privacy-
related information. What kind of reading material is MOST relevant to this project?

A) HLAG E BT SRR A AE R Z A BUR

The organization's current security policies concerning privacy issues

B) 1 & FE ALY T ] B 1R F T AL B AR K R AL i AL

Privacy-related regulations enforced by governing bodies applicable to the organization

C) B/ A B & A AT v L 2R BT 0 A B9 X TRAA Y A S B

Privacy best practices published by recognized security standards organizations

D) AL It HY B AR IRAELWAAE

Organizational procedures designed to protect privacy information

BB

AT

18. [## A IWhile performing a security review for a new product, an information security professional
discovers that the organization's product development team is proposing to collect government— issued
identification (ID) numbers from customers to use as unique customer identifiers. Which of the following
recommendations should be made to the product development team? ZEX /= m#FTEZAFENR, EEALLET LA
REI, ZARGF GBI LXANZIANEF LRERFAANAFIR (ID) 5, URAEE—NEFPAFRE, BE~ &K
H A 4% s DA T B X 2

A)Customer identifiers should be a variant of the user's government—issued ID number. & P #RiR& N Z =2 H
FBUFA BIDS B R AR

B) Customer identifiers that do not resemble the user's government—issued ID number should be used. M {£
F 5 FL P BOR A B9 1ID5 A A8 i & P AR RS

C)Customer identifiers should be a cryptographic hash of the user's government—issued ID number. & F #r
WA RLAZ A P BRE AR B 1D 5 B A 55 96 A o

D) Customer identifiers should be a variant of the user's name, for example, "jdoe" or "john.doe." & F #r
W R ZAZ R P& B R, #lto, “jdoe” 5 “john. doe”

Z%:C

FRAT -

19. [B#A]EERARFENEFRMERRXITRERA LB FEREE. T2 B THEA R RE 67 F EHE 8= H

FRAHT: <p>Understanding the business requirements is key in defining the service levels. While each of the
other entities listed may provide some definition, the best choice here is the business unit manager,
because of the broad knowledge that this person has over the related requirements of the

organization. </p>

20. [## 7 |Vulnerability scanners may allow for the administrator to assign which of the following in
order to assist in prioritizing remediation activities? JWEHBEF AT EE R WL THT, LU BI# <4
HE B LR ?

A)Definitions for each exposure type&#r & HE KA E X

B) Vulnerability attack vectorsiGiwFE¥ & M &

C)Asset values for networks M £ 893 = &

CISSPH &k > (3] /i%:12) 4/21



RERH: CISSPHRL: ]

D)Exploit code metricsf|H R4 E &
AZE.C
AT

21 [ AW — AR AR KIHE?

A) AT VE 7 Ok I

B) KRB k3

C) L E#Z

D) WL E# A2

BE N

AT <p> BT KIE - REEETIR IP (SIP). B#H <br /S

IP (DIP). VB HAnE Wytism Doy 1P %48 @, AT UDP Ao TCP, B RMAEFA IP <br />
PARAE G EER K. <br S

</p>

22. (B ]) HE EZWREXERABFNMNEE, EF—THWTRERZHMbN L F2E., ML ZEHETRE
HUR?

Florian receives a flyer from a U.S. federal government agency announcing that a new administrative law
will affect his business operations. Where should he go to find the text of the law?

A) X E & H#

United States Code

B) & & v [ By A

Supreme Court rulings

C) B A i AL

Code of Federal Regulations

D) EBNE

Compendium of Laws

BE.C

AT :

23. [ 516 AR ] 7 VR R0 VP £ A 18, DL 0 46 7 5 5 R T R A AT 2

Which of the following activities is MOST likely to be performed during a vulnerability assessment?
A)ETRVTHE SRR FERIEA P &R

Establish caller authentication procedures to verify the identities of users
B) i it 548 X 77 #ATE K R AT E

Analyze the environment by conducting interview sessions with relevant parties
C) 84 & H 77 A7 9 B B ANE DL AT T A K

Document policy exceptions required to access systems in non—compliant areas
D) % 2 i i VP i B A sk B R 7 B W AE

Review professorial credentials of the vulnerability assessment team or vendor.
%D

FRAT -

24. [ EFIMEG KEWNE—F £
NABRIEKEERINACTTE

B) & UK (R 32 B K 3% SR e e T 2 A% o

C) #4 & 35 o F BURHIALH .

D) AT P AT, LR & E MR F A
%D

FRAT -
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25, (B M ME R BEL FHNBAYE A RB L 2T FH— N F2
A) kg

B) %% %

C) E

D) %2 7

BZE.C

e

Fgy 2 C

26. [ ] A LI ELEARF, Jack HESEBETM 1S0/IEC #RAE?
A) ISO/IEC 27002

B) ISO/IEC 27004

C) ISO/IEC 27005

D) ISO/IEC 27006

B ZE.C

FEAT:

27. [# & f]Isabel led& B # 1 LA LR &K P AL NR AR E. UT WAL 2 EZEKE G X E I Isabelle
wants to prevent privilege escalation attacks via her organization&apos;s service accounts. Which of the
following security practices is best suited to this?

A) B A 56 BE AR IR

Remove unnecessary rights.

B) 2R MR A P R EXEX

Disable interactive login for service accounts

C) PR 1 5 #] LU 5 oy it o]

Limit when accounts can log in

D) A AR -tk P R T B X REEALH & F

Use meaningless or randomized names for service accounts

REREFRZBRANFE B I R LW KA, & P @485 e A P K-S (User Account) fn & B E AALH#ATE K. A
WRHANA “RERER” A “AHER” HEZXZHEN, “REAER” TEF “BKFTER” I “RHEX
PRRT “ARIKSER  RAEXAN, FEHATRANA P 2 FL, TEESTFE.

A

AR RE K 22N REEN— T EARCNRAFTZRER T ESMFENEIRNR. BARIABEFHLRE
B XBRT—MRELE: . RAEWK, oo UEFIFE R BN TR XK, 28, £ X LB T RaF AR, 2
AL EE,

28. [## 7 ]The use of private and public encryption keys is fundamental in the implementation of which
of the following? Fh# Fu/A 3t Am 55 55 47 09 66 A & S 3 DU T 0 Ty 2 A 2

A)Diffie-Hellman algorithm Diffie—Hellman& i

B)Secure Sockets Layer (SSL) &4 E#HFE (SSL)

C)Advanced Encryption Standard (AES) & & iwZE4r7E (AES)

D)Message Digest 5 (MD5) V4 EHHES5 (MD5)

BB

RREAT:

29. [/ |Charles EAF X —FHHAXRLLHAED MR XBESNALR.

BfEfn AT EH TR G EE, L TREER MM ZEFEUT TG LT E?
A) giiE

B) FF&EE
C) ¥k

D) & A
ZZE:D

CISSPH &k > (3] /i%:12) 6/21
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FRAT: RE ¥F % 434 1w 88 . DevOps =R L ftuwm o B b oy T & 77 ik, 1B 24 BF o B Bl A A0 AR R B 7 K 5 [ A B [ Ao /& AT
HERME M, B NAZEFRTF AL B MY T - RBAINEEFE

30. [ %A ] LT BUS 20 RAEWR BT R R ik & M B2

A) BTE A LB hh R

B) & A IE 3 5% % 7 B

C) & K S5 B AR B
D) # & % X

A %:B

FRAT:

3. [#%/] B mARE FEH (DAC) RE

A BRASK A
BREAZFFHNTEAE .
O&TRAFAZA .
D)&E# i\il.

BZE.C

FRAT:

32. [#3%#1] (04013) Which of the following rules is less likely to support the concept of least
privilege? T T H AN AL & A~ ¥ 86 X FF T s /NME B A

A) The number of administrative
B) The number of administrative
The number of administrative

)
D) The number of administrative
BE.C

=
St
=

accounts
accounts
accounts

accounts

should be
should be
should be
should be

kept to
kept to
kept to
kept to

a minimum® 2 JIK P WK E N LR FR DM
a minimum®& % RUK P B E N L RFR DA
a minimum® #Z RIK P WK E N L RFR DN
a minimum®& % RK P B E N S RFR DA

33. [ 3k AR R VP HIE X ST & A AR P O B T R R 2 R

A) BT E =S (MAC) o
BT #EE NI,

O RBATA H T =4,
D) F B B #HEAEH (DAC) o
KE.D

FRAT:

34. [ &AM E| —Murl http://xxx. xxx. com/product. sap? id=1 or 1=1

A) sqliE A

B) XSS

C) CSRF

D) & it

BE N

REATT - s

= EWE1K202201

35. [ At 4% AlH RAID #0874 B 18 A J0 o £ 4 7 112

A)RAIDO
B)RAID1
C)RAID5
D)RAID10
BZE:C

CISSPERZE ] (2] @4 12)
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FEAT:RAID & A5t A B F B s i 5 o

RAID O #F M BEAE &4 . RAID 1 R W HEAH & .

RAID 10 # A H & 4.

RAID level 5 is also known as disk striping with parity.

RAID O is called disk striping. RAID 1 is called disk mirroring. RAID 10 is known as a stripe of

mirrors.

36. [t ke b, 2V Mt BEALESE LA T 7 T2
INECE AR E

B) Jm A5 L Y
C) fE 51y
D) A8 > By
D
FRAT:

37 [HH A AR R EEXRFEIUTH—I?
A=A FraEH EZIZ TR

B) BT # 437 A I RE A

C) T # = % H A E A A

D) FT A # 35 il 2 AF 77 A AL F

BZE:D

FRAT:

38. [## 7 IWhich testing method requires very limited or no information about the network
infrastructure? AN R 7T EFEEFFRIBARTHNEERMEENEL?

A)While boxH &

B)Static## it

C)Black boxZE&

D) Stressi® i

EZE:C

AT :

39. [#E AU THIBEKE Internet Wil (IP) v6 & 3 EfE 4 BBy H &2
Which of the following is a method of attacking internet protocol (IP) v6 Layer 3 and Layer 4°?
A) Internet ¥ AL (ICMP) iz

Internet Control Message Protocol (ICMP) flooding

B) AR A 424 (MAC) iz it

Media Access Control (MAC)flooding

OB4LMR%%E DNS) ZHF+&E

Domain Name Server (DNS) cache poisoning

D) [l # 7 5|5 (SYN) iz 3

Synchronize sequence numbers (SYN) flooding

%D

FRAT:

40. [# % Steven's staff has asked for funding to implement technology that provides Mobile 1P.
Steven's staff has asked forfunding to implement technology that provides Mobile 1P.which of the
following would be a reason for employing thistype of technology? ¥ X TEA RBELERIEMH- XS UL
REBRIHIPE A, T 7T K F X 0 3 A B R H 2

A)Employees can move from one network to another & TH LI — ML sh 2| 7 — AW %

B) Peer—to—peer networks would not be allowed £ ¥ %t & W 4

CISSPH &k > (3] /i%:12) 8/21
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C)Security staff could carry out sniffingZ4 A R 7] LA#EATE

D)Users would not be allowed to move theirwireless devices and still stay connected to the network/d F ¥
THAFBEAMATRN LR EE, TR RFEBEE L

BEA

AT

41. [ FLIBCP Y 43 S M R & T2
A) X T KRR E ERETA N %K
B) [E 47 Ak BYBCP Mk 45 3% 42 1 3t R 52 &,
C) 7 4 Fn LA F At

D) *F b 4 A2 Ao LS B AT

KE.D

REATT - s

= EWE1K202201

42. [##% #with byte-level PRAIDEY FE K Al k2 T ¥ ARAIDR S F X AMENEA . TEHNMEAE FH R FIHE %
B?

A)RAID Level 0

B)RAID Level 3

C)RAID Level 5

D)RAID Level 10

A E.B

FRAT:

NN NG O

43. [ 3% A ] DU — DU 2210 A% W F A 8 At 4R 18 o 7T B A R 2 BRI R B e (R 472
AR E BIOS MBERS A

B) Am 55 ¥ LLAF i AL 25 S B9 JE AR o 2

C) EM—TNBEF R K, AT HRUEAEFHELITAREM L, M REFEELME L
D) /i 25 AL A, AE — R B9V E 2R K B IR A

B 2D

A

Fgy 2 C

44, [ A ]A security engineer is required to integrate security into a software project that is
implemented by small groups test quickly, continuously, and independently develop, test, and deploy code
to the cloud. The engineer will MOST likely integrate with which software development process'Z4 T If
FERZ2BEEXE - MREIE Y, ZWE d/NAEE, hE, 8 BT R. MEAREAFETZERN R, T8
Vi H ] R 5 AN T R AR R

A)Service-oriented architecture (SOA) T [ AR %84k £ 4644 (SOA)

B)Spiral Methodology#e % =;

C)Structured Waterfall Programming Development % 14 1t f R 4 f2 JF &

D)Devops Integrated Product Team (IPT) DevopsE & 7~ & FIFA (IPT)

BE.C

AT

45, [BHEMIERGT X £ BT, EZaf#T RAWESFRRD?
A) R G F KX B

B) % ik it &

C) B F I AW Be

D) 22 7 A B B

4 %:B

AT
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46. [ 36 A ] A AR B AQ B 8% o XE SO AR SR AT v A B, AR DL T8 — T2
A) ¥ A

B) I8 7%

COIFFH

D) IR EHLH E

BZE:C

FRAT:

47 (RS A] TR R FNRE L o, AREAERE T —F. GREAIDIEARNAE —HEEX - KRFERS
o HLRERT IAAGE, NI ERRRE. IT IO EMERS BB Y TESENRA, FHET K
FERENR,

A E &E AN IT A RAFE#HAE 52

A F e N k% (PaaS)

B) &1 1 MR % (IDaaS)

C) XEMR% (DaaS)

D) # A E A IR 4 (SaaS)

A E:B

FRAT:

8. [B A ER Es N ARFZ2NR T AN EERHEM A0
A) R R AR JF VT LU A PR IR P AR BUR AP .

B) A & e R AG F] UG D o IR AT IR

O) Ll x & T AH#ATIRA, KA FHRESED

D) % £ FH A3 g MR T UL AT

A %:B

AT :

49. [ B4 7] 5 B 22 2 G009 70 2b oy 68 A S 7 B U 5] ST B R B PR AR T Rk AR fe i B R 2
ANRE HfRIE

B) #ANEF (SS0)

ORF BERE

) T E 18]

BE.C

FRAT:

=

50. [ &AL AP S AR X BAXWEM T RFD AR 28R LMIF?
Which Radio Frequency Interference (RFI)phenomenon associated with bundled cable runs can create
information leakage?

A) P& W i

Covert channel

B) & #f

Cross—talk

C) I 1

Bleeding

D) Transference

A %:B

RRATT:

51. [## M ]An application developer is deciding on the amount of idle session time that the application

allows before a timeout. The BEST reason for determining the session timeout requirement isizf 7 FIF 4

CISSPERZE ] (2] @4 12) 10/21



PLEAB AR SRR TS, AW RSB —FEHNE.
B RREMAER4A, BiA: https://d. book118. com/14801414313
1006036



https://d.book118.com/148014143131006036
https://d.book118.com/148014143131006036

