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Preface

The purpose of this guidelines is to provide a reference for the plug-in developers and

encourage the standarization of the different kind of plug-ins: C, shell, perl, python, etc.iX{*
[m] S0 H RN o tRE —F0 HOAFRSEREME (4n: C, shell, perl, python

F) gy — i
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Permission 1s granted to make and distribute verbatim copies of this manual provided the
copyright notice and this permission notice are preserved on all copies.

The plugins themselves are copyrighted by their respective authors. i [ i ABUHA H A& F A

N

Table of Contents

1. Development platform requirements

2. Plugin Output for Nagios

2.1. Print only one line of text

2.2. Verbose output

2.3. Screen Output

2.4. Plugin Return Codes

2.5. Threshold and ranges

2.6. Performance data

2.7. Translations

3. System Commands and Auxiliary Files

3.1. Don”t execute system commands without specifying their full path
3.2. Use spopen if external commands must be executed
3.3. Don”t make temp files unless absolutely required
3.4. Don’’t be tricked into following symlinks

3.5. Validate all input




4. Perl Plugins

5. Runtime Timeouts

5.1. Use DEFAULT SOCKET TIMEOUT
5.2. Add alarms to network plugins

6. Plugin Options

6.1. Option Processing

6.2. Plugins with more than one type of threshold, or with threshold ranges
7. Test cases

7.1. Test cases for plugins

7.2. Testing the C library functions

8. Coding guidelines

8.1. C coding

8.2. Crediting sources

8.3. CVS comments

8.4. Translations for developers

8.5. Translations for translators

9. Submission of new plugins and patches
9.1. Patches

9.2. Contributed plugins

9.3. New plugins

1. Development platform requirements

Nagios plugins are developed to the GNU standard, so any OS which is supported by GNU
should run the plugins. While the requirements for compiling the Nagios plugins release are
very basic, developing from the Git repository requires additional software to be installed.

These are the minimum levels of software required: T [ /& B HE A SRAE A B 5K

GNU make 3.79
GNU automake 1.9.2
GNU autoconf 2.59
GNUm4 1.4.2

GNU libtool 1.5

To compile from Git, after you have cloned the repository, run: M Git Zwi¥, MEFEH] T

tools/setup
/configure
make

make 1install



1. Plugin Output for Nagios

You should always print something to STDOUT that tells if the service 1s working or why it
is failing. Try to keep the output short - probably less that 80 characters. Remember that you
ideally would like the entire output to appear in a r message, which will get chopped off

after a certain length. VRGN 2% H — L8252 STDOUT Kt BIRA S5 IEAE TAEEE
N AR« WA R R R - D T 80 NFAT. il IR e
AU e A RO R, A NEATREE E B R i

As Nagios does not capture stderr output, you should only output to STDOUT and not print
to STDERR. Nagios 4>l 3 STDERR % i, RN = H 4 H 2ISTDOUT i AN ZL4T B 2]

STDERR ',

1.1. Print only one line of text % —47 34

Nagios will only grab the first line of text from STDOUT when it notifies contacts about
potential problems. If you print multiple lines, youre out of luck (though this will be a

feature of Nagios 3). Remember, keep your output short and to the point. Nagios M
STDOUT ™ RANHEE — 47304, el s R A A RER) )@ o R vrf il 247, IR
HiAEIs T REIX A e ENagios3 BI—MFME) o 1d4E, ORIFIRA %0 fai ke Al )

il

Output should be in the format: FyH A& A0 F -

SERVICE STATUS: Information text

However, note that this 1s not a requirement of the API, so you cannot depend on this being
an accurate reflection of the status of the service - the status should always be determined by



the return code. B B IXAZAPI IER, FrURABIKEETE, SRAEDIHL K LRSS 1
RE—IRES ESE IR B A AT 1 .

1.1. Verbose output E /&%

Use the -v flag for verbose output. You should allow multiple -v options for additional

verbosity, up to a maximum of 3. The standard type of output should be: i/ —v txic i

At . ARRL G BRI RIRZAS-v I, &ZATLARIE 3 A PrdErfmih sk

AT P2

Table 1. Verbose output levels

Verbosity level Type of output

0 Single line, minimal output. Summary E&4T, f/DNaid,

1 Single line, additional information (eg list processes that
fail) BAT, MIEE (L5 RIS FE AL 2 )

2 Multi line, configuration debug output (eg ps command used) %17,
RO E = i (aniEREdr 10 )

3 Lots of detail for plugin problem diagnosis 1B % H4di 4 B A4 a] B2 W
&

1.2. Screen Output FE&E#iH

The plug-in should print the diagnostic and just the usage part of the help message. A well

written plugin would then have --help as a way to get the verbose help.  fdifFN 43T B2

WiEE, ©ReaHNRMERRN R, — W5 RIFHIETNZSH — -- help 1F 4

SR EARTE B — b

Code and output should try to respect the 80x25 size of a crt (remember when fixing stuff in
the server room!) FUAS AN 4 HY N i CE B 80x25 RST R/~ a8



1.1. Plugin Return Codes 4R FIAHS

The return codes below are based on the POSIX spec of returning a positive value. Netsaint
prior to v0.0.7 supported non-POSIX compliant return code of “-1* for unknown. Nagios

supports POSIX return codes by default. " [ 13% [A] ACAS /& J T-POSIX 4 M1 3R [A] — A~ 1E

. ZHIv0.0.7 BA L Finon-POSIX %, iR [AI-1 LSRR 78 — INUNKNOWN Bk

. Nagios BRI\ X FFPOSIX iR [FI4XAT

Note: Some plugins will on occasion print on STDOUT that an error occurred and error code
1s 138 or 255 or some such number. These are usually caused by plugins using system
commands and having not enough checks to catch unexpected output. Developers should
include a default catch-all for system command output that returns an UNKNOWN return

code.

gy 255 BiE S

oA 2

— N

N

. —UEH R (A B AE 7] STDOUT #rH, Z— " MERKAER, A2 138
EHT . XEEE EBRTHEH ARG S I HER SRR TR

MARRF A o TFACE N 20O R Gt an @4 B S — BRI IR ok R

UNKNOWN {8Hg,

Table 2. Plugin Return Codes #H{4i& [BI{{A%

Numeric Service Status Description
Value Status
0 OK The plugin wasable to check theservice and it appearedto be
functioning properly #if4n] CLRE 2 2l 57 3 H o] LAIE#H 23 D R
1 Warning The plugin was able to check the service, but it appeared to
be above some “warning “ threshold or did not appear to be
Working properly HGfFAI LI E ST, (H2® 20 H iy 7282
SR, BUE ARE IR TAE
2 Critical The plugin detected that either the service was not running or
it was above some “critical “ threshold F&M4-Fal 2% 57 1] gE
WA BT B E AR G FHE
3 Unknown Invalid command line arguments were supplied to the plugin or
low-level failures internal to the plugin (such as unable to




Numeric Service Status Description
Value Status

fork, or open a tcp socket) that prevent it from performing the
specified operation. Higher—-level errors (such as name

resolution errors, socket timeouts, etc) are outside of the
control of plugins and should generally NOT be reported as

UNKNOWN states. [R{f{FIEZE T ATFER 1T SEECE AR B A

IRII (AnASBE QAL F R B tep ) PHEY e ¥R E AR

VF EEER (b —UiRZE, socket HBNTEE) B EIEZ HMAIE
I A BERAR 5 BRD 7y UNKOWN RS

1.1. Threshold and ranges Il 5%F1[X |H]

A range 1s defined as a start and end point (inclusive) on a numeric scale (possibly negative

or positive infinity). X[AJ4ZE SCRIE A — kA e () HETGHE (e
AEINN PN

A threshold is a range with an alert level (either warning or critical). Use the
set_thresholds(thresholds *, char *, char *) function to set the thresholds. —/M&{H 2 —>
REJnP X [H] (warning BY critical) o {¥HPR%EL set thresholds(thresholds *, char *, char
¥R B H .

The theory 1s that the plugin will do some sort of check which returns back a numerical
value, or metric, which 1s then compared to the warning and critical thresholds. Use the

get_status(double, thresholds *) function to compare the value against the thresholds. ¥i¢
b, dfFa S s, XSk asiR el - EEEE, BEEEE, X8
4> [d] warning A1 critical WRJ{E 3 & tL#. {# F 2R Eiget status(double, thresholds *)>K 5 1%
{EHEfE LA

This is the generalised format for ranges: | [H 7& [X [8] 1918 & #% =

[(@]start:end

DL E BSOSO A T8, AR R B —F NS . ME TFHEREEE, ETH:
https://d. book118. com/148076001010006107
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