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C)SSDT ik #AT T 7

D) & BB Ik fr A — 26SSD E 2 A H K

A %D
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. A ATSSD &t LA, B HSSD AT, T A ZB#A . SSD &8 H 48 R # [5] #L

Research has shown that traditional methods of sanitizing files on SSDs were not reliable.SSDs remap

data sectors as part of wear leveling,and erase commands are not consistently effective across multiple
SSD brands.
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9. [ R0 | A Ab 2K A 4 i) 5 o % KPR B & AR R 2
A) yEekil
B) 6 ] 45 ]
C) Fl & #

D) AP 2
B C
FEMT: <p>Preventive controls deals with the avoidance of risk through the diminution of probabilities. <br
/>
Is like the example we read earlier about the dogs. Just to remember, Since we want to<br />
Prevent something from happening, we can go out and buy some Guard dogs to make the<br />
Job. You are buying them because you want to prevent something from happening. The<br />
Intruder will see the dogs and will maybe go back, this prevents an attack, this dogs are a<br />
Form of preventive control.<br />
&nbsp; </p>

10. [# £ 7 ]What type of database attack would allow a customer service employee to determine quarterly
sales results before they are publically announced? i LMK IEEX T2 A FEFAMERTIENGTEEHE
HERZH Eﬁ]mé}?{%%/p R?

A)Polyinstantiation% & & 5] #

B) Inferencef W7

C)AggregationiC &

D)Data mining#k #1518

A

FEAT:
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NEFARNICTHREHE.
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A %:B

FAHT: <p>The test environment must be controlled and stable in order to ensure that development projects

are tested in a realistic environment which, as far as possible, mirrors the live environment.</p>

13. [B#AMVET KW H R aet, HRRERCEE 7R, BETREZKAEMTA?
A) Identify vulnerabilities in each asset

WA & TUE = BRI

B)Determine the risks facing the asset

P e e A

C)Develop a value for each asset

TR =5 2 — M E.

D) Identify threats facing each asset.

R A B TR T I B

Z%:C

s ERFEEE, LEPEMoTERN Y SRR E. AT HAE AN TR EE K e

o

E: HEER202201

14. [BEAM]THRIEA T XFEL AN URRERET. FHAE T IT L2
Which of the following was developed to support multiple protocols as well as provide as well as provide
login, password, and error correction capabilities?

A) B A L (POP)

Post Office Protocol (POP)

B) & A3 IE L (PAP)

Password Authentication Protocol (PAP)

C) B & (PPP)

Point-to—Point Protocol (PPP)

D) ¥ ¥ FIAIE X (CHAP)

Challenge Handshake Authentication Protocol (CHAP)

%D

FRAT -

15. [# 3% A ]AL]l hosts on the network are sending logs via syslog—ng to the log collector. The log
collector is behind its own firewall, The security professional wants to make sure not to put extra load

on the firewall due to the amount of traffic that is passing through it. Which of the following types of
filtering would MOST likely be used? W% FHIFTH EHLAETsyslog ngl HEWERLEHZX, HEKEHLT
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HECHWHKEEE, 2T WARFLHRAIA 2 TEICHRETS 7 KEFRFI M AE . UTHMAERR N LHER
H B BE R ?

A)Uniform Resource Locator (URL) Filtering4t— % B = fr & (URL) ffit

Web Traffic Filtering Webift &1

Dynamic Packet Filtering#h 2 it &

Static Packet Filtering®# s & 3Tk

:C

Eogl SRS AR
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16. [BEAM] T AN ETEN THERE, MEHKELZL2RTNER

DEETHENEE - L& TEE

B) T H A — A2k £

C) & # fm 55

D) % EBIOS % #4

A %:B

FEMT: <p>Physical security of a computer is important but with strong disk encryption the data can be

rendered practically useless to an attacker who physically steals a computer or its disk drives.<{/p>

17. [# &/ Ton EAREZLEETA URDEERKINERYE, AIRERTRALEZRERZNZ2FH, Mk
RERGREANRAMEUTZMEL: £— A DHRTER KPP A LRETAM . ARERTHEL T Tonfe A BT A

Q

A) B8

B) %

C) Ik~ 9t =

D) Fl &

BZED

AT WERE—MANMEA, RAEEIRENBEE S A HER, C&—MEARNBHEL R, AT “#H” HEE— KN
A& RARBRETAT FEENTA2ERIDRATHREEK. RETZFEAAE. EERATERRARGLEEREE
RFHKPHE, B SRAL K,

Clipping is an analysis technique that only reports alerts after they exceed a set threshold. It is a
specific form of sampling, which is a more general term that describes any attempt to excerpt records

for review. Thresholding is not a commonly used term.

18. [##% & ]In the "Do" phase of the Plan-Do—Check-Act model, which of the following is performed? 7

Plan-Do—Check-Act# & & “Do” MrE, #ATLLTHI?

A)Monitor and review performance against business continuity policy and objectives, report the results

to management for review, and determine and authorize actions for remediation and improvement. AR¥E %
EEURKMEREERTESGR, BERREEGEEEFTE, HH S ZAN KA B2t 5 5

B)Maintain and improve the Business Continuity Management (BCM) system by taking corrective action,

based on the results of management review. RIBFEEBLIFHLEE, XM EHEHH, Frfogd VS E2 kT HE
(BOW £ %,

C)Ensure the business continuity policy, controls, processes, and procedures have been implemented. # %
Bl FESEHRE, B6. REREF,

D)Ensure that business continuity policy, objectives, targets, controls, processes and procedures

relevant to improving business continuity have been established. BHZENL T 5% EV S EEHHE BV 5E
SUHRE. BRF., 80, &%, REREF.

%D

FRAT -
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20. [ & FU] AP 57 3P A B, T 20 BUL 2 %7 B4 R oA 203 &L

Which of the following is not a valid issue to consider when evaluating a safeguard?
A) BRAR FE A AT

Cost/benefit analysis

B) fF & I & %

Compliance with existing baselines

O FBERESRRKE

Legal liability and prudent due care

D) 5 ITH At 4244 9 Fe 2 M

Compatibility with IT infrastructure

Z%:B

RRATT:

21. [# 3% B IS/MIME % 4 X #8447 7
A £EF
B)if #
C) IKE
mwAl

FH . EUERK202201

22. [BHAM 2R B MENRNBEEA BHEALEFERRRANEH?

A) £L4h

B) #h 3

C) BT

D) .2

BE.C

MR B AEE EEK AR R E RS, BB ERA E RN E S RN AENZH L, Wave
pattern motion detectors transmit ultrasonic or microwave 51gnals into the monitor area, watching for

changes in the returned signals bouncing off objects

23, [ ] A THELFDHME N —Foh e MR B A, T 7 HITE A £ EAH 2
AR TNREEHNELRF R,

B) EMAFE R ERH T LN HEZNTREATH.

C) Mkt N % = I REAAS B 5 B B E K F .
DAFEZAFRFH—NREERTUEBZENSK,

B %E:C

RRAT: (R3PS AT, #A RS, B2 R o, 28 /5 RN

S

24. [###1] (04063) An organization is considering implementing a Single Sign-On (SSO) solution using
industry best practice for key business applications— MHH AL EEZm— M2 S BEFK (SS0) #MEFE, FE
KA TR st 5N RSB ELE ., Which of the following provides the BEST security enforcement for

the SSO solution? T @ A HAR it T SSO77 £ #Y 5 4 4 B 5 7k ?
A)Policies requiring complex passwordsZ B & 2% 5% A5 ) 5 B8
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B)Policies requiring complex passwords® B & 4L 55 55y % 85
C)Policies requiring complex passwords B & Zu 5% A5 H 5 S
D)Policies requiring complex passwords® B & 4L 55 55y % Bk
%D

RREAT:

25 (2 MRV AFEEMY, #ERF, BETFHAL?
A) =

B) R¥

O AT

D) i &

K ZE B

REATT - s
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26. [ ] A2 LT KR Z R o, BT A B AL A — A2, 396 x4 37 32 B o B, (B SE I B IRR V8 (1T SK B R B 2

NFEFZ

B) 5 & # Wik

C) FAT MK

D) RE %3]

%D

AT EREA I HE, AR R SRE—RITE, MANEERRHTETER. FEFZE R DI KAEREZN
REA, EFLFZHE, HANRRECRFTFEREREFENAL, AR ARG FER L BAEWN . EHATNRH
8], W BA S BR b 87 KK B3 R AT IR, (8 =35 ST AR RFIEAT. &£ T2 PH NGRS E, B 2FR £33 8, HF 7

IR K B o 8 B AL AR AE . T2 P U lR & & 41 R B, (8 42 & B .

During a tabletop exercise, team members come together and walk through a scenario without making any
hanges to information systems. The checklist

Review is the least disruptive type of disaster recovery

Test.

27. [ A AT 55 5% 6 4 12 (T 4 2 R i (AU AR 3% T Bk & L P #k P 2
A) ET H 48 ¢ (1dP) & X HAT 8

B) £ T #t 77 (RP) #1 = B A7

C) BR A RAL A

D) B & i RAL KA

A

AT :

28. [ AT M AFREBAN 2 R ENF?

A)Flash

B) EEPROM

C) EPROM

D) RAM

BZED

REAT:RAM B9 52 7 R BT, X B R F CATRAE X 6 %4 7 i im B, JR B =] ], EPROM. EEPROM o [ 77 # 2 3E 57 Kt 1y
X R ok OB A T BB PR B L 2

The contents of RAM are volatile, meaning that they are only available while power is applied to the
memory chips. EPROM, EEPROM, and flash memory are all nonvolatile, meaning that they retain their contents

even when powered off

29. [REAMEA L2 WFEITRIA—H o, CERZ 2 LI A RAF F b -6 PN KR B AT LT g 1R
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30. [## A IWhich factors MUST be considered when classifying information and supporting assets for risk
management, legal discovery, and compliance? E ARG EIE. AT A ENE MM EEFEHERFHTH,E
B, SeUE R EER?

A)System owner roles and responsibilities,data handing standards, storage and secure development
lifecycle requirements. R AT H # A EMIRT ., KELAETE, FHALLAT L Ea BAHEX,

B)Data stewardship roles, data handing and storage standards,data lifecycle requirements. #x1E & ¥ f & .
BB AR E. RIEEGAHEK,

C)Compliance office roles and responsibilities,classified material handing standards, storage system
lifecycle requirements. EMENEANZTHW A GFINFT ., ML ESRE, FHEAZEG ABENK,

D)System authorization roles and responsibilities,cloud computing standards, lifecycle requirements. % %t
B AR, it EmE,. £ BAHEX.

A %:B

FRAT -

SLIEAAMIUTHHAKANRET RENANE MRS

NGt REE

B) X & & A

OFETRE

D) it & % A

BZE:C

M :co THARRETFI] —ANKEN “EF"ES. TEHHETIMHEE. Rt RHEMNE A “EF"ENBHA M
AR EMEAEXANAXFELRE, PR ERERREALARZAMERAND . REFFEFBELEFHNNERE.

2. [REMIEHXFEHN Karen K AU EHXHWAAFEEAWEA W EHRRE. Karen 7 4038 B 4 5 A2
NRGFFHT L% HEHE

B) RS EHERTRH E

O HEW T aE&HFEHELR

D) H E¥ R &4 & 1 #20MB H 5 % 4

BZED

MR 4 HA XA E20BH, RAKARFWHELFER B RIEWEZLE. 2AT2FREAMBEER, BACTALE
Fo BTRA2MHWEHE, WAGK T 2GEMAL HEHKE HEAREATHNEERE RERGHEELRARGHRESR
4 E ., The system is set to overwrite the logs and will replace the oldest log entries with new log
entries when the file reaches 20 MB. The system is not

Purging archived logs because it is not archiving logs

Since there can only be 20 MB of logs, this system wil

Not have stored too much log data

33. [##%#]In a quarterly system access review, an active privileged account was discovered that did not
exist in the prior review on the production system. The account was created one hour after the previous
access review. Which of the following is the BEST option to reduce overall risk in addition to quarterly
access reviews? EEZFEWA K FEFEF, KIA-NMEAWERKF, ZRKFAFELTNEFRENFEF L FE.
ZK P RAE LR EREE —/NEQEN, BT FEEFENS, UTHIREREARRNG R R EEEF?

A) Increase logging levels. #& HXILFA A,

B) Implement bi-annual reviews. SZ#WH4E— K H &,
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C)Create policies for system access. Z R %iF 7] FB&
D) Implement and review risk—based alerts. SEiEfn® & & T K 0E 4,
BZE:D

FRAT -

34. [ B3 FRARAT B 9 R 89 37 14 9% ] SR W = 527 T 5 A0 — s Ty ) 72
A) F Ty K e

T e ke
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Eogl SRS AR

35. [#3i% A ]The type of authorized interactions a subject can have with an object isEAET MG H#ATH
B ERE Y

A) control. #E#|

B) permission. “iF

C)procedure. &7

D) protocol. #riX

BB

AT :

36. [BAFAI T —NMEGEEREKBH - EERL?
A) # A5 B £ B KR gk
B) 5 R UK B #vH

C) T EIRAfE &

D) B b X W %o b oy L AR

A

BT <pDERARAKREZHRRTFERNER T, KETREHFRATE, WIARRFREN, RXELHHERT L
e, MAEEEE. CMNAER Z2tXREER, EARE XK TN MFa—8H#, /p

3T [BEAM] THHANRAEAER T BN RA g &Nl X 7] ?
NEaEREaNRWE S RHREFEENET RS

BEEMERNRAMET —MERANEISTFNAERE, THFREAAXRETEN
OBeMAMETHEmARE, M2 IFHEREEFEENE RS

D) BZEMKMETHENERYE, MERITHEAGEFEENE YT

%D

FEHT: <p>White box assesses the effectiveness of software program logic</p>

38. [## A IWhile reviewing the financial reporting risks of a third—party application, which of the
following Service Organization Control (SOC) reports will be the MOST useful? E® &% =7 N FEFH %
&R, DU AR S A EF (SO0 RE&AA?

A)SOC 1

S0C 2

S0C 3

SOC for cybersecurity % % 4-S0C

(A

Eogl SRS AR
RO

39. [#3i%# ]The PRIMARY security concern for handheld devices is the F#HiZX&H T E L4 5 E
A) strength of the encryption algorithm. W EEMRE,
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B) spread of malware during synchronization. [ #i8 BB R Ga1E#.

C)ability to bypass the authentication mechanism. %3t 53 EHLE AT EE 77 o

D) strength of the Personal Identification Number (PIN) . /M AiRAA (PIN) H5EE.
BE.C

FEAT:

40. [ 54 7B F W 4 8 2

A) — H 4 7R SCHT I 4

B) 4 W g R 2 8] B9 X 3k DMZ)

C) B o & 1 A~ g6 Al B A3

D) —H M= FIH, T d AR A
KZED

REATT - s

= EWE1K202201
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41. [## 7 ]Extensible Authentication Protocol-Message Digest 5 (EAP-MD5) only provides which of the
following? ¥[§ & & WALV H & E5 (EAP-MD5) (L3R HELL T 2

A)Mutual authenticationtd & IAIE

B)Server authenticationfig %% I\iE

C)User authentication/f F I\iE

D)Streaming ciphertext data®s XK IE R

BZE.C
FEAT:
42, (B A HAREERE - NMRSRER, UBBELS LM T HLE, BEFL. LHPFEIXFEMTENLZ %, 5

RARTE #0150 AZ S UL T 0 8 2

MNRFREFHHE KL 1S0/IEC27001 — 2, F EHIERKARSFREBH EEEBXLE R,
BRFREFHELEE,IFINLRG T, FHRFEEAN KM policiess,

OMRFRERH Lid R L RAEF ESFRY, FERFZELEY RiIE,
D) MR 4= LR Y BOSR B4 5 2L R L ar BUOK AR, 7] DAV R BTN sy B ok

Z%E:D

FRAT -

3. [RHFM]ERNARERRBEETL FTEHEL?
A EHE

B) # k2
C) A
D) ¥ A&
BZE:D

FRAT -

44, [ B DUT 90 20 40 0 £ 2 4D ) 31 6 U R 2
A) W%

B) % &

C)# 1

D) &4 hLA

BZA

FRAT -

45. [ # A ]Cathy WEF ERMAE = F RN ANKKAEFHATXHFE, ZHEBAZRIFHE T RE T
AT E R REA S RE P BENELRSE RBER, Cathy KA T HEEHHUATE R A, Flank g Z Kkt
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FrEBGEHTME, AAFAFEATEE D L RTLHE AN RIE. 44X — %I, Cathy MiZEAHK?
MNBEEHREFFEELSL CIO0.

B) 1€ & it 5L BT B9 ATO.

C) R ft i 7 F BT & A &1

D) b B R 4 2 1R 55 o

A E.B

RRAT: R X AE T, Cathy S BUH 2 B 5L B 8932 A (ATO) .

EHERHERT XA EFL RN BXARRRPREREE T FHURRLLER. T—RREAT R —
RIAM AL ERN, ETHEERIENFAEREKEERAPATEMEMET, EEFEEZRANFELLFHINAML, CRO
BEK CISO #ATX N ITHRAGEN, Libdf, |ENZRKS CISO, A2 CI0,CI0 ME & £ & &7 RA 40Oh# A
FERRIIN S B, MARFREAMETELLN, EXHERLT, FELRFAELL2HEAMRXA], H X &4 H
AU RFEERATES MARAMIZE, FEHL —E2RRI LA TERNBERE#., ENFHEZHREDNGXMH
BT %

46. [#3% H 1 Tom IEE AT Z B3k M F#0rangeBlossoms RV £ ZELUMX T, EFFIRF  ZRL2HE
ZHEFEET AR, BRE LR H &k L= 545 UL R Z RSB 2. 1328 8 4 K BUE T B ARAT 3l & B3 R
. OrangeBlossoms &3R4 R [6 & 2 K g2

A) R % A
B) K [ % %
C) KT A #
D) e # 5

BZED

fRAT: M B % e 2R B A Z B R AR A& P48 142 & A V] 8 % B 4 KU A& T R, 1 KBS BE Y 3  Aim DA
wHl. EAMAY, ALABRFELRBMETT, RALE T NG EZKE,

Risk acceptance occurs when an organization determines that the costs involved in pursuing other risk

management strategies are not justified and they choose not to pursue any action.

47 (R A BTim#t N RALWNEKE 708, MXARERAGERFEDEN, FREE AT, BFF-AXHA, &
EH e MERER b SR A TR 2RBWES, Bt L2

A) B ER]; B BRI
B) & Iz, A~ 4=
O) 454 4=l B 1 38 1 & Ji§
D) Tt 77 [F 45 Wl W]
A %D
AT :

48. [ B3 AT 4 3F 5% Ak A A8 1T R B A EY, R n ] A 2R A AR KU 2
A) 1B 24 KK

B) AT 77 — F¥ R 4~ At

O) BEx A e

D) ¥ > R [

BE.C

#r:

Fgy 2 C

49. [# % IDoolittle Industries W— 4 &t RIKAES SR GFIHTXITMHE. ZRIKEREANNAIKF, AEH
REHMKF Z AEBE e, UBEHIETAKLEEA.

Which one of the following controls might have best allowed the earlier detection

0f this fraud?

LT — T34 4 e 7T RE R Bh T R K FL R R R

A)Separation of duties

S ]
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