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Abstract

The first part is to define the concept of electronic data chain and explain its particularity
in the international investigation cooperation procedure.Electronic data chain is not a new
concept, it is embedded in the review and judgment system of electronic data, and it is the
lower concept of physical evidence chain. Different from the electronic data custody chain,
the electronic data chain has a longer time span, but both have strict requirements for law
enforcement agencies. A complete electronic data chain should be both the content of
electronic data authentication and the method of authentication. Compared with the electronic
data chain in the domestic general procedure, the electronic data chain in the international
investigation cooperation procedure has special problems in terms of legal basis, behavior
subject and procedure connection. Therefore, as far as the practical work of the electronic data
chain in the international investigation cooperation procedure is concerned, the work is more
difficult.

The second part is the investigation of the norms and operation of the electronic data
chain in the international investigation cooperation procedure.The applicable norms of
electronic data chain in international investigation cooperation procedure include the general
procedural norms of criminal procedure on evidence chain and the special procedural norms
of international investigation cooperation procedure on electronic data chain. The former puts
forward requirements for the operation subject and operation specifications of each link of the
evidence chain, while the latter puts forward special requirements for the operation subject
and operation specifications of each link of the electronic data chain based on the technical
characteristics of electronic data. In theory, there are four situations in the operation of the
electronic data chain in the international investigation cooperation procedure: first, the
requested country transfers the acquired electronic data and its storage medium to us upon
request; second, the requested country conducts investigation activities upon request and not
according to requirements and transfers the acquired electronic data and its storage medium to
us; third, the requested country transfers the acquired electronic data and its storage medium
to us upon request Carry out investigation activities as required and transfer the obtained
electronic data and its storage medium to us. Fourth, we are allowed to carry out investigation

activities and collect electronic data and its storage medium within the territory of the
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requested country. The links of the electronic data chain are divided into the collection and
extraction link, the storage link, the transfer link and the defect remedy link. No matter in
which case and in which link, the operation of the electronic data chain is under pressure.

The third part is about the problems of the electronic data chain in the international
investigation cooperation procedure. There are four main problems.The first is the application
of law to the electronic data chain in the international investigation cooperation procedure,
including the problem of the basis for the application of law and the problem of solving the
conflict of laws. The second is the compliance guarantee of electronic data chain in the
international investigation cooperation procedure, which is difficult to ensure the qualification
of the operating subject and the operation compliance of the operating subject. The third is the
connection of electronic data chain in the international investigation cooperation procedure,
which is divided into the continuity of handover time and handover space. The fourth is the
remedy of electronic data chain in the international investigation cooperation procedure,
mainly the low difficulty of remedy caused by the rule system and the difficulty of remedy
caused by crossing the national border.

The fourth part is to provide solutions to the existing problems of the electronic data
chain in the international investigation cooperation process. It is mainly to refine and integrate
the existing normative system and practical work from four aspects.First, we should clarify
the application of law in the international investigation cooperation procedure, starting from
the improvement of cross-border evidence rules and domestic law docking rules. The second
is to strengthen the ability to maintain the compliance of each link of the electronic data chain
in the international investigation cooperation procedure, focus on the compliance of the
operating subjects and their work in the link, and promote the combination of the technical
iteration of the electronic data chain and the system update. The third is to optimize the
connection of the electronic data chain in the international investigation cooperation program.
First, refine the working specifications of the operating subject from the perspective of
optimizing the connection and improving the efficiency, and then develop new technologies
from the perspective of future development, so as to achieve the seamless connection of all
links. The fourth is to improve the remedy scheme of the electronic data chain in the
international investigation cooperation procedure, clarify the evidence exclusion rules of the
electronic data chain, and promote the implementation of the supporting measures of the

remedy link.
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