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Abstract
Research and Implementation of Trusted Storage System Based on

Byzantine Fault-tolerance Consensus Algorithm

With the deepening of people’s attention to data and the improvement of sensors
and Internet of things technology, a massive of data is produced by human beings.
Recently, because of the explosive growth of data scale, data security accidents have
occurred frequently. Specifically, the behaviors of tampering, destruction, malicious
leaking on data were reported almost every week. The behavior of maliciously
tampering with some sensitive data like economic data may cause serious economic
losses. According to the above description, the security vulnerabilities of traditional
data storage system are emerging, and a single point of failure problem of large-scale
distributed storage systems also makes the stability of the system is difficult to
guarantee. With the advancement of technology, blockchain was proposed and has
attracted increasing attention from industry and academia. The inherent attributes like
decentralization and tamper-proof of blockchain technology have brought tremendous
changes to some traditional business models. As a decentralized technical solution, it
has been widely applied in many financial fields. Based on this, the hope that
introducing blockchain technology to storage systems and realize the progress of data
storage system is growing.

The currently popular consensus algorithm is proof-of-work (PoW), which can be
applied to a very large scale blockchain node network. However, its waste of
computation and low response speed makes it unable to be directly applied to basic
application systems requiring fast response. While the traditional distributed
consistency algorithm of practical byzantine fault toll (PBFT) can solve the problem
of serious resource waste exist in the PoW consensus algorithm. But it still has the
problems of high communication complexity, poor performance of large-scale
network, and large number of voting signature messages. These disadvantages make
the algorithm difficult to satisfy the production requirements of high performance for
some applications. Based on the above problems, this paper carries out the following



research work:
1.Propose an improved Byzantine fault-tolerant (WBFT) algorithm based on light

and heavy client nodes. This method improves the PBFT consensus process and
reduces the communication complexity of algorithm from O(n*)to O(n) . We

implement the WBFT consensus algorithm with Go language and the experiment
results demonstrate that the average transaction throughput of algorithm is improved
by 10%.

2.Design and implement a trusted data storage system based on WBFT algorithm.
By testing and experimenting this system, we demonstrate that the system can
guarantee the security and reliability of stored data in the case of some malicious

nodes.

Keyword: blockChain, Consensus Algorithm, Byzantine Fault Tolerance,

Distributed Store
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f/N AL, AREEFIRENE I E S, W R AR A FER A, EFR IS K
AR 5TE

2. X% (Transaction) : T HFIXPUEE R G025 T 7 18 m 20 X
TEIKEHE e BT LASKT X B [ BV E R 2 N2 B o BARIRAEAFAEAMKAT T 407 1%
M X PR, H X Pt DA 1B I A — 8 R AS, (EFRATIRAR A
5y K Fa AN X e o R (45 1

3. Bk (Chain) : HE—MRIEXIEE, FAMEAH ERERE RO A T IR
FRORATAE X HUHE 1) 3 A QB0 2

4. FL (Miner) : fEXHBER G OE T BRI SRR LAy,
BAT TR SRR R0 (mining) .
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5. GIEXH (Genesis Block) : [XHUBERRERMIEMLEH, BABERIE—
AN R B B X e
2.3.4 X ERBEHTFB

— N [X Yo 2G5 T BN T 2 Rt A T LMRAIE % 4

1 LRI I i S AT I, T K R — A
T B B, LB I — ANk i th AN 2 ST, SR
{675 P40 1 EE AT R OB R IR DI 4 WA [ I M 46 15 00K 0 3 T %
AR, VFATSESRFAIE 977 AT WA, AL 1500 75 T i I B O AIE
AT LS SEIHER R, Bt % T O A . A B SR L fE B 1 77 2
WA AR, AN AR AT T AR MOE ], DU S — LR
Sy

2. WA BT WO ARRE, Bl IIEVERE K S v A 4
B SR , A T R S e BE R 1 — 30501 55 5 — B4 1 [X B
P A AR R o 05— 0 SR T KB 1, T — B4 2 T X e
2, FMTHHRIEA K B2 T2k T 40 X . SUAE Tk IE 05 T 2 S
A ERRAE P, Bt T TR A X S R4 T e 2 4y IR, TIN5
YK B 58 SR, IAS] T WAL R . X TR, B TR T
SRR G, B S — AN R LA — 4 S LA BT BT, 7
4 1 e )40 ) K o 5 2 50 5 W T P At AN SR A A A
5T
2.4 B XHRS

EERSCPER S (IPFS) R H AL A T 81 — N A1 LSS 5 43 077
IR AR . TPFS MR IO AE (G 73, TPFS 5 S i 9 44
TR, ST A BT . TEAEMOTPRR, TIPS %6 £ MR S0 1 P it
AL, fH— TPFS A {E . MM A HI N SO TPFS REHIORT] . 2
ORI R, IPFS S7E 4RI A R AT A4k, B RI0F 5, ZJE M
A R RIDEE, KRR AL A 2 R AR 1. ASCA ] TPRS SR REE AT JE G L
R (01 K A REAE A

2.5 KRE/NG
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FEAS B o0 XCERBE ORI E X 328 72 ESE 2 MR Rt AT 1 i 2.
Xt X BRSO 25 A AL B B ) S P BEAT 1 204 o RIS X6 [X BB R A P Ak Y 114 £
TINEBAR, WREEAHFEL, AN, frEaSEBoRMN S EEET 7
I BJE X RS RGHAT T A
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% =% WBFT 2R ke98F 5w 5%t

=% WBFT X REEM RS &It

FE55 B et X B R AT T FTEIIN A, R AT o 200 X SRR 1)
SEREEBAT T, SR AR M L 557 5 R ROE S IIREE. 2 54
S PBET SEIIAR I, 4R T & P omsioiE S, JFE T iR m T WBFT JEiRsE,
[FJ % WBFT Sk HEAT T SE5% .
3.1 % WILREIER TR

X B b RIEDN & R LISk, 2 R[] LR A IR S A TR, X
e BT R RS & T AR L 45 5, ATt — B L PR A
AT AR, DUE TR SR K .
3.1. 1 TIERIEHRILREE

TAERAER] (PoW, Proof of Work) 25FtiR 53k i KL ok vh A B 76 LU RS 10
(Bitcoin) TR, PoW BEvEZERE™ T B & B 5 ae SR Mg — AN s AR
PRI, LR DA {5 fA7 2 PO 450 IR o BRI — L x , A3 A R 3. 1 AR

B(x||h(B))<SD « « o« o o o o o o o o (3.1

TEAX 3. 1, BENE x AIXEep PR EIE R AT ENT D, DRE—DHEE
BME, mRIGREE . B TWBA BRI, —A T8 TR BN X
i BEAMERIBEAT h(x || (b)) THF-.

SEREEIE, IR LS T A EE LA x, WEITEE b +11X
Pe, FER BN BETER b+ 1 KPR, AR AT LAZe s AR5 7 5 o 5
SrERENLE x I ECSENE, WARIRUE AT, W7 AT S b+ 1 XH, A XBIN A B
F, TFARREAT T — AN XERIE A

T b +1 XBAIH LA DRI BRI TR, R E AR b+ 1 X B
REL, BRI IERER AT TR, A X RPN S R Ea T L
—E MR LAE ik B S RIAE 5 EAR A AR AT LAESRIE b+ 1 X BRI SE
P AR A A PT AR, 5 DX ()52 5 AR Tt /e 5 45 & 3R SRR I AUE

XFF AN R, R AN AT SR X B e EAT R A X
28 TAE, 3R T — A XEACIKBU T el s . BT BLYY Rl AR PR AORS S% IX
BRBEAT WA R INRE LT HE 3\ R 25
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AR BE BRI R T A TR AT KB AR AT R DUME TR R — Ml
WA T4, BT AFE = A — A X H I TR AR UK (H R+ TR I 3ER
BFRIPY, A DUE 3R 2 1071 sulid 4R ILRE B2 50 R . Fibl TiES
TEBAR M EVEE R & A TA KT RS b, T HX 265 st m] LU V2 046 T4
5. £ 2020 48, A TAESEUEBI IR BNE R LUAE MAE At R g — A
e TUKIHRE B S 80T TIERIEISHREIR a2 5 Ak s de s
K, HBOE G TR 5k & A UK SR .

3. 1.2 BUaRiEBARI IR

BT AR SR AR BT S IR 8%, AATTAR IRt L H & Al sdt . 2012
8, —REBIFE T RER T ARRIEY] (PoS, Proof of Stake) HiRHEME, HH—
ANFEFBRRE B SERHLH R 7 18 T AU T (Peercoin) FRAE R fEH
i, =N RO B R REA I REFR N (Coin Days) o —AN1 sifiTilA
(RS, U A 1) X SRS 5 Bl AR BRI X B . BRATTH SR8 cd (o) SRR
RN TS, W PoS KILIREE A 3. 2 FiR:

h(n||h(b)) Scd(S)xD = » = o o o « o« (3.2)

MARAFTTUAE H, R — A LR Mgk, RS 548 303 2 A ke
BLEn o« BLAR PoS HVEWT LATE— B FE A ik PoW BLVE T RN BHIRIR 2%, (H /2
FARER 7 B B 1l o By TmT LUK 2400 XOEEAT RIS Ry, T Ry i
FEANTEWNFERIE. N T k5L PoS BEI I, P24 T % 2T PoS
R EE, L Gasper SYASREER T M4k gN— & B 08 AR N ARIES:,
UNERAT SR 2 BRI GRIE S, H AT Casper HIECATELLKY 2] T
AE

LB IE LR B X AR BHIE I 2R IR AT Tk, R T428™
I BTG SRR T B TR B o ER AR G 2 56 T TAE SR UE B 3RS, JRRH
MARAS b gt TAE BHIE B R AR 22 5 ik ==
3. 1.3 G MmAILREE

N T P oA BRI R G — 80, SEEUT S RS HUR BT H 6N
RONAE RN . EE S CFT SHEA BFT 59k, — Mk, CFT HikH
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REAETCHE G T R 28 E3z AT, 0715 R o ot e 55 o) e mT AR A7 R A ok,
AR50 T B O 2 BB B RV B B BT R SRR . BET SRR AT LR
FE G AV, (HOEAH LT CFT SLiZok Uit 17— ETERE . W WL CFT Bk
Paxos LM Raft ik,

Paxos ByEA2&—H CFT 5k, fE—n=2f+1 177 S v AR £ AR RS

15", Paxos LRFEZAMREE FIRHRZE, KA E 55 RARVLNF H 5, Paxos
ST AT AR, (RN TR T AU REN T

Paxos Ao i sUEA AR UE, BARAER IR T, (82 LLFE M7 FLXE DA
S FrUAFESEPR ) TR B 2 R FH )72 Raft k.

Raft SyEAIEE ) —BMEFIEARR, Raft HFCRAERM PN, Leader
TREA ERIACR . [FRSRA T — MR R PER LR EEAT 9IS (Leader)
We2g, (T RGeSO IR AL B R SR AR W R, A R BT AR
A i (R B AR SR AT DAk 21 TAE .

£ Paxos HIEIIFIL, Raft B ZMN AT MR KRG, HRAFERM
Paxos HFAH A B IA] @, By B0 2% 2 B o g 19 R

CRT BT A KA = A8 By i, 3 4 JE 5 AR ] (R A4 M E B DA 3R Bl 4
WEEIIHAT, (HRFRESE CFT RBNEN VRS M e 2 TN
3. 1. 4 Budtpfegiom i X — B R A%

CFE N RERLZE N R — B T G S T R (E AU AR e R
N TR PiE S BRI FE S FEES R (BFT, Byzantine Fault Tolerance) , Afi1#2
AR IR IR, Hrh AR SRR AE 1999 32 ) PBFT (Practical
Byzantine Fault Tolerance) %™, PBFT HiE5I AN T ZAM B SHRIERE,
AT DUR SVE R o8 i fe Bk B 2 2 il 4], IR AT IR A —E 'R
Mo

PBET B30 FH T I B %, 9 36 1R P A% (A B N o) B DA L 4T i s,
A LR R AT HAR T AU UIEA BRI AL TR I 28 Hh o i SREIL IR 2%
AR 2N RUA A T HAR, i il T 3R BRSK A = B R
X, TER— BB b #0752 2500 s

[FI PBET BVAW AR TR R mmisty, X TFEIMMRNZ 2 5%
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LB AL

PBFT SEVETE F0VF X 45 A7 AE /D B 21 s B 0L N R R G B R 2
Gygent g, W RMRIE 100 A4 T SUA IR . HURGE & T W BRI 5 &
I B DA AR AE — 8 B AR o B 1T AU Y 2% FR G
3.2 PBFT H LR

AL AT — AT FRATTAT LA Y, PBFT B3k EL B0 & T/ N IUBE  20A IR
P2, (RIS ) DA o VR RS I 28 AR AE — e PRI AR, EEBUE & WIS B A7
k4535, RIS PBRT Skt AT P44

N TAETESCRIERAR, 2 3.1 4 T R CiR b R E R

*® 3.1 HEfSR

iR E X

<MESSAGE, 0>  7EFL IR 2% i f% 3 ()78 /5., MESSAGE RINVH B HIFIZE . o H BT
IS4

o, FORFEAT AL E BT T B TS A

tx TR — IR G

t I [

v TR — LR

n WHRFH S

<P, pk > TR— N AHFLARS

f FE 7 BT A

PN T A

RN e FLARTT A

CN Rk RPN

SN AR R

B X B

h, H FH I KA
CP RPR E Y

d MERSNINE IR S
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3.2.1 PBFT HikHthiid

PBFT "0 &% 7 i 45 /. (Client ) F79 s (Primary) BA K #5439 5l (Backups)
=M. FEMSYIEZ B A T R, RE R RO R MR, B0 AR
LAY AU FE T AU E AIEGL T, B A S — BT R N AR
TERAE TN, KRB (View Change) SRIEAT 32711 st P4 .

PBFT B3k —3L 0 =AM B, 202 THE & M Bt (pre—prepare) .
HER B BL (prepare) AAHIAMTEL (commit) , FEMRAERIIE 3.1 Fis.
L IRANE -

request | pre-prepare prepare commit reply
C 7
2 \ \ \

P’ 3.1 PBRT HREVERFEE
WIE— B UmKIEIGER: B e M RAFETIERPATENEo, I ET AKX

B K < REQUEST ,0,t,¢ >, » t VGRS, o, 2% xS 14 .

AR PHERB B A v i, 3T R PN BIRER % IE K R S
HRAM—NBET5n, ZJFIHEHERRMBAMEH, WETHESELR
<< PRE — PREPARE,v,n,H >, ,R>, FFRILH B AIEG ML AR w3
oo, EET G PN W T BB S . 25 E3 B NERRES . &0 ik

BB R TE R B2 )5, S0 UETH SRR 44 AN R G AR R )\ v
BB
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AR = WA B U AR ENERRES, W A U S
< PREPARE,v,n,H,j>, , JFEMZPXHESHBHAT . A1l 1
KT 2f A RRIERIHER T B, mhE NN B .

AR WA B A A ENTROAR B S, U A AR S
<COMMIT ,v,n,H,j >, » FAEMEERPXTHHNH ST 3%

AR BIEE . WELEEZ CRT2/) BB S m
SR <REPLY,v,t,c, j,RESULT >, , FAGILERIRSE oo 2% 7 o 15 2

R CRT2f+1) Mg RARRPATE RIS, ] LA — DN IRREE S R

F

W ESCHIFR AT AT LA Y, PBRT ik faE,

ol

HIFE N O(N?) « FLiRMI%%

F%

R AR AT LR 3, +1<n, Hob fONRET SR, o AW T
TR .
3.2.2 PBPT ByEMISE

PBFT $ik IR SV 1 52 2% 5 48 0 b 3 22 T ), 1B 22 TRl i)
TBAE 5 A BEAR AR 201 A B = AR SR A o SR TR AR 4 ATE SR 7R v 8 7 22
[ LV 000 5 v 1 BT 5 A RO R 2 UG, AN SR T AR KT 100 B
SRR E B IEIL R, A SRAT A A4 R 5. IR, PBFT &%
ST 4 PR R EESRAR R, A0 A 38431 A X 408 A5 R RS, 2 7 R 1
PBFT By LR T B 7= AR U

X AR A, SR T T PBRT S B & A AL 7 & .

Dynamic PBFT HVE"f#yk PBET HVEH 1T STEVIIAIL Z JG AN REBNAS I HE IR
HH X288 [ 1], B T S T R R 0 4 T GG A e S IR A R T RE . )
BP0 AR TSP ARAE, SRR DRI 17T RO BRI 2% o (HR AR |
KU, X7 RIFAREM YL PBET BUAMEE A N, FURMIN T SR %
e, 7N RIS IR H .

SBFT $iZs&— AT PBFT SV el 53, HT PBFT SV A B 0f - W 2% 1)
TR LB, SBRT SLEHRH H Agmt /2 PBET HEMT S 7RI 2 RE L YF 200

gl

AR
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AN RIS 58 BN . MG PBET 03k, SBET BVESIN T 471 5t F R AT IS 4R
RIPRAN €, K PBET SR LRI I 48 IEAE B A oy T B AR, [ T RV
RGP, MY R 7 PBET Bk K ah . H2% T —4 704 UM
2ER UL, SO EBIB AR 2 PR T B RGEMAENE, R T EhO il
F, RN MEMOEL, WA MIK DR, Xk, SBFT Hikfz
7 2 & BRI AR Y R Ok TR, W Dy FiAth
AEf% IE HIE AT IUSCER 32779 A gk 2t A7 2R I PP T IR A BE AR AR L gt e 0l
(1 e, YSCBEAE T R R L AR A T B A A A S 1) R SR T SRR AE AR S i
o AR A FH 7 A PR A

Zyzzyva FIE FRE R —FlCR A ISR T S R F, 5 SBRT FER
e, Zyzzyva ¥ 27 01 gl N 73RS R 2 o, % P o 9 s R ST ik AT &
U379 T B USSR AR, RIFER LR B E R O T B (B PR 1
FR 28 7 i 9 R AT — E I 2% S5 HBLBTUR, Ree ORIE R NIRRT,
W28 5H R BRI P s ik 2 5 BI3L R, R &N 2 P i T R R 2%
5HESEILES —, WAERRER IR RS E .

HotStuff WU EEE M OZRIRE 7 397 5, A STh 1 fa S i B U0 e 7
3, AR RUR R IS5 A 28 G0 W] DUPRE 7 A28 1 32719 R, AT R P 28 A
TVEFLRAPIRS W E ™ o FI BT 7 HRRK R S ReAE R SR TR, H
WRAR TGVZEE G HH 015 R0 SR GV L R )

[l AT 2 F 3R AR PBET Bk 509, e e 3™ 4 Hi 1) FBFT 572,
KM T RURSERRIEI, BIAT LR R s3SI SR H, XET HotStuff
LK S O ) S 28 FE RS O(n) » (B B T A R S RO B A5 N 53

BEATACR, M B 7 RS A Ik, X3 B — 15 s (K5 HL AR AR 0 BB
ASCHR T — P or S AR R B 1 AR Y, AR R AT AR A I

R E s, BN I A AR R RS A T2 5 ROER . REE RS

FRERIE R O(N?) BRI O(n) »  [RJAR 85 R BIR JRE PR A0 I 45 v B et 3

) 0 e RE A X 26 o 3 PSR 52

3.3 WBFT &L/
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3.3. 1 ki FEAE %

AT e SV TR B0 19 R T 2 A B LBt T — 2 L 7
B, LS SO A .

TE ARG, RGeS AT, — AN 218 5 — 45 RS RT3 1
A EE TR, A TR I L. Bk, BT RS, 1 A
FAT AR % A B B[] e DA T

ST LR RS, AT LRI E 4 b AT A RS e, B
AN BLR 2R AR A R, LRI A I I R A T
AN AMERIEAT. R S SRR SR i () F A5 7

TE— BB REE RS T, RATAT RS S A G =K, HaRE
PR AL SER AL AEE . HRE SRR R, R 5 R
o SEPUN AR AN Pk RGN EBINAET AL R AR BSE R A FALR
S, FRIBER ST SERAT g, A T LR A5 55 SO 4T
SR PR AP T A X I T A R . — N T LRI
G2 0an

RATE R AN XY RS, 5530 ST RN N,
A IS0 2R T B V] St B fl Tl AT L0 | V] A5 295 40

E

AN

7\3{1’2’3,...’

NI}, FI RN, SRR 5 i A ERTT R, PN R E77

BRI ARG N AR f NS BENT S, P A T R A RN
F, 0 f eF IR 0K AR LR M2 b R R B

FAEAFRE YT AR & S, WURT LAFH SN SRR — A7 5o AFAEZ T 3 11
A Co WFTLLA CON SRFTR—N%0 P i 1 o

[RIR, Bl T i R D RE (B st

LI R R B 2 3/ +1<|N] -

2. U R ARG P T RGBT, DU R 8405 R RN 3 RUK
HEIH G — 2 275 HIEF A e .

3. 28 AR A (T B A AT R BRI AN B BL R, AR PR 9 4438 15 e 1] 22
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