Cloud computing as a concept is having a huge impact on business and IT strategy . Gartner
identifies cloud computing as the #1 strategic technology that organizations need to plan for
in 2010, up from #3 in 2009." The appeal, of course, is expected cost savings; increased
speed to market; and massive elasticity, scalability, and flexibility . Cloud computing,
nevertheless, has many challenges ... beginning with finding an agreement on what defines
cloud computing and how we talk about cloud services, the architecture, and delivery of

cloud offerings . One point on which there is agreement, however, is that the top concern
about cloud within enterprises is security, according to a recent survey by IDC .2 This paper
offers a point of view on cloud services, its definition, and an outline of the opportunities
cloud services bring to the enterprise, while clearly detailing how to best manage the related
technical and business security risks.

This new model for delivering solutions has many

C I O u d Se rvi CeS positive aspects, but it may not be suitable for many

scenarios, especially as they relate to large enterprises

SeCU rl n g a b U Sl n eSS and public service organizations. There are inherent

issues of data integrity, compliance, service levels,

ad Va ntag e fo r yo u r architecture, and—most significantly—security .

However, the blanket term “security,” like cloud
e nte rp rl Se computing itself, in many respects, is too broad. The
requirement then is to clearly identify the specific
The usage of cloud services is seeing explosive components of an organization’s security posture,
growth, offering compelling, scalable, and elastic using an agreed-upon taxonomy . There are industry
solutions in addition to benefits such as on demand,  efforts under way, with key groups strongly supported
pay-per-use, and even resilience over existing Internet by HP: The Cloud Security Alliance (CSA) published a

protocols . Because of this, vendors of all types set of guidelines for cloud security and created a set
are marketing a broad spectrum of products and of use cases to help refine an understanding of the
solutions as “cloud services,” even relabeling their requirements; and The Jericho Group, part of the

existing products with cloud terms . As a result, many ~ Open Group, offered a model for secure cloud
organizations, and often individual business units, are  collaboration before joining forces with the CSA to

jumping headlong into cloud computing, or—at the advance the effort. Using standards and industry
other extreme—trying to avoid it however possible. approaches is a good baseline but requires a level of
Because there is so much hype and confusion around mapping to and from specific enterprises’ taxonomies
the word and the concept, HP approaches cloud and business requirements .

services as an opportunity to re-examine both business
and IT strategies, with a focus more on desired
outcomes and specific deliverables—for example, new
compute capacities that adjust with business needs
and offer countless ways to deliver.

To secure the most benefit, HP recommends a classic
risk management strategy alongside the integration
of an evolved distributed computing and service
oriented approach to enterprise architecture. It is
not always wise, or possible, to utilize current cloud

" http: /e gartner.com/itipage.jsp?id=1210613
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Figure 1: Cloud—Everything
as a Service
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computing models for critical enterprise applications
or anything that incorporates critical business data.
HP offers a comprehensive portfolio of products,
services, and partners, along with 30-plus years in
distributed systems security, to help clients defend,
protect, and validate their long-term IT strategies
for cloud computing . HP has defined a taxonomy
that incorporates focus areas of: Data Privacy and
Protection; Identity Management; Governance, Risk
and Compliance; and Infrastructure Security and
Readiness to collaborate with clients and identify
their critical concerns and responses, and secure their
business processes and IT .

This viewpoint paper details the above approach
and discusses key examples of how to employ

best practices and tools to gain critical business
advantages and outcomes from cloud services.

Introduction

The cloud offers a vast selection of services that yield
new kinds of business value for any organization
wishing to take advantage of Internet technologies.
HP sees cloud computing as a logical evolution of
IT strategies including grid, utility, on-demand, and
distributed computing .

Cloud services aligns closely with the HP strategy and
vision for our partners and clients of “Everything as a
Service” (EaaS) . Many definitions exist for cloud, and
most align with HP’s and extend the previous memes
of Web 2.0 and distributed computing. In a nutshell,
it is @ means by which highly scalable, technology-
enabled services can be easily consumed over the
Internet on an as-needed basis . This definition, like
most others, doesn’t accommodate any requirement
for proper or even minimal security, assuming perhaps
that security is inherent. This is far from the reality .
Although many cloud service providers incorporate



Figure 2. Commonly cited
benefits of cloud services

Figure 3: Commonly cited
concerns of cloud services
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Better agility to meet business needs Composing external services allows for quicker reaction to business needs
Low-cost disaster recovery Assumed cloud services already have some level of disaster recovery
Commonly cited concerns Rationale
) Poor or nonexistent service level agreements on performance, availability,
Service level agreements
and support
Data security, legal, and regulatory controls Immature controls, processes, and certifications in place to manage risk
. Lack of interoperability between cloud services (Plgtform as a Service
Vendor lock in g '
[PaaS], Infrastructure as a Service [laag])
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security into their approaches, they rarely align their
security solutions with traditional enterprise client
security approaches for reasons of scale, flexibility,
and cost. Fundamentally, many clients and providers
of cloud services achieve these obvious benefits
at the expense of security . HP believes that secure
cloud computing will allow you to more rapidly
evolve business strategy . By refining your security
requirements, there is the opportunity to identify
cloud services to enable business outcomes while
maintaining your security posture .

Regardless of the ultimate definition or terms used
to describe this extended approach to business, it
is more important to focus on your organizational
needs in relation to the potential benefits, weighed
against potential risks, in a classic approach to
business risk management.

Figure 2 shows the commonly cited benefits of cloud
services . The real business opportunity, as a result of
such flexibility, is allowing organizations to rapidly
adopt technology choices through an optimal method
to mix-and-match cost structures for minimizing capital
expenditure (CapEx) and funding new projects
through operational expenditure (OpEXx) .

As a result, many are approaching cloud computing
solutions with board or executive support and a resultant
nonchalance, intentional or not. Business units and
end users are buying IT services without understanding
the fundamentals of maintaining enterprise functions.
The most common cited concerns to HP around cloud
computing are described in Figure 3.



Figure 4: IDC 2009 Enterprise
Panel Survey—Rate the
challenges/issues of the

‘cloud’/on-demand model .
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Source: IDC, Cloud Computing 2010, An IDC Update, #TB20090929, September 2009.

Security is high on the list. This aligns closely with
multiple analyst reports, including IDC’s 2009 survey
of 263 respondents to their IDC 2009 Enterprise Panel
shown in Figure 4.

Assuming that cloud solutions are less secure than
those housed in large IT data centers is a common
reaction. While sometimes true, it is certainly not
always so . By preparing to use cloud services with
a risk-based approach in mind, concerns can be
addressed through process, planning, risk analysis,
and governance . Cloud solutions increase
requirements associated with policy enfarcement,
while at the same time offering opportunities to
decrease requirements around managing physical
infrastructure . Considering that many especially
smaller enterprises cannot staff a full-time security
team, cloud or outsourced solutions provide
compelling options in terms of cost and capability .

Understanding the risk-based requirements will position
enterprises for business enablement with the appropriate
level of security . IT departments have a critical role to
play in this by advocating a measured approach, as
well as offering an expedient framework for the
business to securely use cloud computing solutions .

To succeed, however, requires a much better
understanding of what the market means when it talks
about cloud services. The amorphous properties that
are used to describe cloud computing do not include
security, or truly break cloud down into something that
is manageable .



Figure 5: Cloud services and
industry examples
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three layer model of services—Infrastructure, Platform,
The CIOUd ecosystem and Software, each riding atop the lower layer. The
cloud-driven processes connect business process

workflow across enterprise processes and information .
Figure 5 presents examples of each of these layers .

Most industry experts tend to consider cloud computing
as a set of layered service-based solutions . The most
common approach to defining cloud computing is a
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