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0. 7 fAlEE KT DN

DNS Resource Directory

://dnsrd.nctu.edu.tw ( H
the O’Reilly DNS bible

1Y)
DNS and BIND’

% 3 IREHE, 57144 BIND 8.x
DNS related RFC ( Request For Comments )
RFC 1033, 1034, 1035, ..., 1912, ...

Newsgroups:

C({TEEH)

p.protocols.dns.* ( FZ{i)

S Z&RHUHRE EER ?
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(1.0) {1/EERF{zz 2 £ DNS 245 ?
4T (out-going ZH4R)
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1.1.1 EEEF

« 4BIRFZFE (domain zone -> NS RR)
. 4Fi%4%F% (domain name -> A RR)

o BFENMFAHA ( mail exchange -> MX RR)
o 4BHL¥IFE (pointer -> PTR RR)

- ¥ F R4 (alias naming -> AME RR)

- HAMTHEE




Agia 247 224t (Domain Name System)

AEIE AR BT, T RS DNS 2478
DNS 2%, Wkfe s —={EEM 7

Adia 2= 5 (Domain Name Space )

A3k 24 1E (AR 2247 (Domain Name Server)
BIND/named., ...

Atk A4 FE A EERE = (Domain Name Resolver)

DNS client, agent, server




41525 [E](Domain Name Space)

- T 2 FEJE = HYSHERERE

tree-structure vs. DAG-structure

IS, 58 SHAEALR PO AR

IEfE4E (forward domain zones):
‘tw’, ‘edu.tw’, ...

[z R 4318k, (reverse domain zones):

‘113.140.in-addr.arpa’, ‘1.113.140.in-
addr.arpa.’, ...

\



root servers
/ gov, mil
//NT A
rp\ org.net

NSAP - a{d\ w gov,mil
203
1 92 140 /e/ “\\
/ nct
11 \/ 97 hgsh
/ N i \\

/6.\ Sso /\ nSI/\bbs 20}1

s ccserv2

Fig.1 DNS 3#H{EE AL E




[.1.2 DNS - {2t &350

DNS M EaFZ=
— client(F] i), agent(f G ER)), server({8]Hk#s)
DNS &3 (query)

— iterative mode ({F18=\, ; referral)
— recursive mode GRHER, )

DNS server ({8]ik %4%7%)

— primary/master (JRZAE T server) vs secondary/slave
— caching, forwarder (&£ 02 7%)

DNS caching

— Time-To-Live (TTL; &fFEXUAR)
— positive caching(IEHEE}) vs negative caching




DNS - fftages

&) (48)

ZRE round-robin mode (8)77)

load sharing/balancing

— round-trip-time ( RTT; 2R [2]{&2£0% [E])
reverse pointer query (IP addr. & fi#& :))

— inverse query ( E#&EX EEH)
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1.2 DNS BT EE SER

Domain Zone B~NZF B3y 4

forward / reverse domain zones

Primary/master; Secondary/slave DNS

SCTVCI

DNS | 54 5Bl S B 7

/=]

-—

H

(L]l

T EM A A (Mail Relay)[k 75

Ant1-SPAM checking ( access control)

1 FZ % DNS =R, W0

YU ’



1.2.1 1Ef# Domain Zone

b

Hi] e

nctu.edu.tw ( £l] MOECC &E0)

csie.nctu.edu.tw ( £ NCTU-CC BEL)

ck.tp.edu.tw (Z1LEBIE T)

— H#¥H MOECC &% (edu.tw)

thps.hc.edu.tw ( F7T L EEE]/)N)

— he.edu.tw HaTHHTTTEE GRS
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1.2.2 Kz#% Domain Zone -

bl

Hfi]

140.113 ( Class B; &% MOECC [a] InterNIC = {f

140.126.3 ({1 class B 23&; 2]

A S

o

10 0E]

— 140.126 (Class B; 7%E7# MOECC |g] InterNIC

192.83.166 ({F#7] class C )

— %3 MOECC %] InterNIC 1)

203.68.12 (class C; %] MOECC =:fff)
— 203.68 ( #it class C £ APNIC =:1)

4 T

Al

Riiip)
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1.2.3 DNS server H~4%

!

3

b 75E R

JF,'S

$Origin
@ IN
IN
IN
IN
nsl IN
ns3 IN

NCTU.edu.tw.

NS

NS
NS
NS

A
A

ns.nctu.edu.tw.

nsl.nctu.edu.tw.
ns2.nctu.edu.tw.
ns3.nctu.edu.tw. ; TANet FE

140.113.1.1 ;455
163.28.64.246  ; i

)
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bh

K

1.2.4 50 H Sriar i B
U]

$Origin  NCTU.edu.tw.
nctu.edu.tw. IN NS ns.nctu.edu.tw.

; domain zone ==> dig

nctu.edu.tw. 7200 IN A

; domain name ==> telnet

nctu.edu.tw. IN MX 0 nsl.nctu.edu.tw.
, mail exchange ==> E-mail

ilctu.edu.tw. IN NS nctu.edu.tw.
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1.2.5 Mail Relay FYJFHEE =% €

DNS side :
. e-mail g% 5y
IN MX 10 ccservéb.cc.nctu.edu.tw.
; mail relay ==> HZ 7z, AJ1F Rtk
R 2

cc.nctu.edu.tw. IN MX 20
mx.nctu.edu.tw.

;5 225 HEH (MOECC)
ce netin edin s IN MY 220
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1.2.6 Ant1-SPAM checkmg

(DNS entry 1F & ##.0\EUCHD)
domain name Emz5 M FE.
reverse
forward
IP addr. A --------- > domain name B -------
--> [P addr. C

Fig. 2 anti-SPAM checking [&| 7~

=, [P addr. C (212 —1

[

group), Wi7H

EIHESVES A A 4 ED S DNS 55,

17




DNS Z4E T HIIAE (BH) 52 e

« New DNS RR (rfc 1183)

— RP, AFSDB, ISDN, X25, RT
 resolver implicit search problem (rfc 1535)
 LOC (rfc 1876)
 [Pv6 (rfc 1886)

— AAAA (new record type), IP6.INT (new domain top )
e 1ncremental zone transfer IXFR ( rfc 1995 )
* DNS notify (rfc 1996) -> BIND NOTIFY
e SRV (rfc 2052)
* Secure Zone
* Dynamic update ( IP/host )
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2. DNS Server Hosts fif ‘& B HH £

T 24t (platform/OS )

Unix ., Windows NT, OS/2. ... ( FHFEEE 50 Unix AfE)

RS S EE K

5% memory size, [IF Bl named # 90% 1 WY dns

EE|
query JWAE RAM tH caching #87€, “R2E

H 21 swap.

24 N Ee ( BIND/named., ... )
AR (265 servers)

primary/secondary server host 4%, I {F

A —FEHAEES

5 B AR RE AT R — R B, — i

FAF
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2.1 it BIND BT &5

. HEiERA 8.2-P1(1999.03.16)
¢ 49.7 (&= ); BIND 8.x ( ¥i=\)
o EREEHI 24 B named R4 ?

« 15,27 Windows NHYRRA 2
o f~—1ERAS BIND 2 fEDgE 2 Al 2

20



BIND ( Berkeley Internet Name Domain )

« Standalone Daemon ( named )

« UDP/TCP port 53
— UDP query/response ( < 512 bytes )
— TCP response(>512 bytes) + zone transfer

 DNS message format

— Question/Answer section
— Authority section
— Additional section

e example --> dig output

21




2.1.1 [EAEF A 247 BN named A 2

— T LUEREE.

1) #fE 7€ named program HY] pathname.

e.g. /etc/named,

/usr/sbin/in.named, ...

{E7%: £ which, find, ...

--2) A what fio = grep f4t

1

H [BE 5

1

% what /usr/sbin/named | grep named

named:

22



2.1.2 A —FEhA BIND 2[RI DReR 22 51 |

)

— V8x BEEREZ, EMUE

— /etc/named.boot (v4) -> /etc/named.conf ( v8)
— zone transfer ( named vs named-xfer )

— no more fork for each AFXR jobs

— (for v 8.1.X and later )

— BIND BRI E A A=

— FrHIThAE

— negative caching

— bind_notify, IPv6 support, RFC 1535 pliant, ...

23



2.1.3 fiefal k1S BIND JRaate2(?

e BIND home at the ISC

— ftp://ftp.1sc.org/isc/bind/*

« NCTUCCCA & mirror sites
— packages/networking/bind/*

24



2.2 BIND V8.x/4.9 . x $2 FCH %08

BIND 4.9.x piling & installation
$bind-src/ README, OPTIONS
$bind-src/conf/options.h

check and/or update /etc/named.boot
BIND 8.x piling & instatllation
$bind-src/INSTALL, README
$bind-src/port/ README

check and/or update /etc/named.conf
DNS syslogging

/etc/syslog.conf

/var/adm/messages

25



3. DNS &% e sy EdEi A

BIND server options

2L —=

/etc/named.boot 25 & #E W
/etc/named.conf (V8.x)

| B FE T, named-bootconf.pl

2L ——=

zone data files 5% T &y

Jetc/resolv.conf ( resolver) 3¢ E & ]
S, ://dnsrd.nctu.edu.tw _RyHi{]

26



3.1 DNS Server Options

primary/master vs. secondary/slave
caching only server
forwarders ( slave server)

recursive vs. hon-recursive

27



(44

master/slave server INZ= gl ? [EA£57 T ?

41

Hi] domain zone “NCTU.edu.tw” BElH

i

DNS servers (*)

ns.nctu.edu.tw / 140.113.250.135
(primary/master)

nsl.nctu.edu.tw / 140.113.1.1
(secondary/slave)

ns2.nctu.edu.tw / 140.113.6.2
(secondary/slave)

ns3.nctu.edu.tw /163.28.64.246 (EEHFIE £y




3.2 DNS Server Options
-- /etc/named.boot (v4.x)

; type domain source file or host

directory  /var/named

cache . named.root
primary localhost Localhost
primary IN-ADDR.ARPA Rev-127.0

;[ A ]

primary NCTU.edu.tw Zone. NCTU
secondary ADM.nctu.edu.tw 140.113.2.1 Zone. ADM
primary CC.nctu.edu.tw Zone.CC

, [ A ] : : :

primary 113.140.IN-ADDR.ARPA R-140.113
primary

secondary  .in-addr.arpa.

29



DNS Server Options ( 45)
-- /etc/named.conf GETA; v8.X)

options {
check-names master fail; check-names slave fail; // default warn
directory "/var/named";
fake-iquery yes; // default warn
forwarders { 163.28.1.103; 139.175.55.244; };
i
zone "." { type hint; file "named.root"; }; // cache root.cache
zone "localhost" { type master; file "Localhost” };
zone "0.0.127.IN-ADDR.ARPA" { type master; file "Rev-127.0"};
zone "" {
type slave; file "sec/zone-HC.edu.tw";
masters {140.113.250.135; };  };
zone "" {
type slave; file "sec/R-140.126.237";
masters {140.113.250.135;}; };

30



3.2.1 Caching Only Server
-- /etc/named.boot

directory  /var/named

9
cache . named.root

: BIND 4.9.x & later |
check-names prnnagy fail ; default fail
check-names sccondary  fail ; default warn

;check-names response fail ; default i ignore

[ & ]

primary localhost Localhost

primary IN-ADDR.ARPA Rev-127.0

primary 0.IN-ADDR.ARPA Rev-0

prima 255.IN-ADDR.ARPA Rev-255
‘/Ié\

optlons fake-iquery

7
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3.2.2 DNS Server Options (2)
- /etc/named.boot

directory  /var/named

9
cache . named.root

[ EHE]]
: =52 7€ DNS forwarders, DL##H7% DNS query ( RImHAEEREnBEF )

forwarders 140.113.1.1

; options forward-only

bogusns 203.74.66.1

32



3.2.3 DNS Server Options (3)
- /etc/named.boot

directory  /var/named

cache
| B |
options fake-iquery
; options non-recursion
; options forwarder-only

; options query-log

named.root

33
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(Tl

3.3 Domain Zone files 2%

Basic DNS Resource Record Types
SOA.NS. A, PTR, AME, MX

TXT, WKS. HINFO

RP, AFSDB, AAAA (IPv6) , LOC, SRY, ...

34



3.3.1 Special Symbols on DNS database

Special Symbols for defining the DNS database
“@?”, current origin
“*.” wildcard (only for some of the types )
“.” ,root domain & domain separator
“;”,.for mentlines
“()”, grouping data which crossing a line
--> only work for SOA RR (now)
“\X”, --> escape character ; “\@”
“ADDD”, octal number ; -> “\345”

35



3.3.2 SOA ( Start Of Authority ) RR

;5 for forward/reverse Domain Zones.

2

@ IN SOA ns.NCTU.edu.tw. hostmaster.. (

1997090200 ; Serial number

86400 ; Refresh - 1 days
1800 ; Retry

1728000 ; Expire - 20 days

259200 ) ; Minimum TTL - 3 days

IN NS NCTU.edu.tw.
IN NS ns.NCTU.edu.tw. ; primary/ master
IN NS ns2.nctu.edu.tw.

localhosts. IN A ; forward case
| IN PTR  localhost. ; reverse case

36



- NS (Name Server) RR

3.3.3 Domain Zone delegation (#3/F)

; forward domain zones (IF-f#)

J;ﬂ 1]}7[@1@ “NCTU.edu.tw” & “CSIE.NCTU.edu.tw” By

%BF % EFENY Name Server ZU#%HH (NS RR)

$ORIGIN CSIE.NCTU.edu.tw.
@ IN NS . ;FQDN
IN NS operator
IN NS ccsun?
:: Glued Records
IN A
IN A

operator IN A
ccsun’/ IN A

: hostname

37
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