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Abstract

Abstract

Nowadays, the medical industry is developing rapidly. According to the statistics
of the National Bureau of Statistics, there are 98,3394 medical and health institutions
in China from 2016 to now, including 29,140 hospitals, an increase of 5.6% over the
same period last year. The number of hospitals increased by 5,970 compared with 2012,
a compound increase of 5.9% in five years. Among them, medical information is
showing explosive growth. In the era of big data, data has become a very important data
asset.

In the medical record management system, patient records (including prescriptions,
laboratory records, pathological results, nuclear magnetic resonance images) are
valuable data assets. If we can create a shared data source for doctors, nurses and
researchers, provide timely, accurate and extensive patient health data, and achieve
cross-agency data sharing, we can help medical and nursing personnel customize the
best. However, there are many factors that restrict the sharing of patient medical records,
such as the popularity of electronic medical records is not high, most medical
institutions still use paper medical records, the structure of medical records is not
uniform, incompatible, and can not achieve cross-agency safety. Network sharing
mainly involves the security and privacy of medical records.

With the widespread research and application of block chain technology based on
Bitcoin, block chain, as a distributed and verifiable public account, has the
characteristics of anonymity, distribution and trustworthy third party, can be used as
the basis of building a viable computing platform. This project aims at the security and
privacy problems in the process of sharing personal medical records, combining block
chain and merkledag. A distributed scheme for safe storage and sharing of personal
medical records is proposed. In this scheme, medical records are owned by individuals
and their use rights are controlled by individuals. Individuals can share their medical
records with hospitals and scientific research institutes, and also have the ability to
revoke their rights, thus effectively realizing the safe storage and effective use of
personal medical records.

The whole process uses IntelliJ IDEA as a development tool and refers to Spring
boot, t-io.

Equivalent open source frameworks, using MySQL and rocksDB as local databases
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