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Abstract

In this era, with the rapid development of information network, how to ensure our
network information security and make the information network work normally is a problem
we must solve, and network penetration technology appears. Penetration test is a new attack
and defense technology used by network security personnel. Kali Linux, as the most
commonly used system platform for network security personnel and hackers, integrates a lot
of software and tools for penetration test. The research of network penetration technology in
this paper is based on this platform.

In this paper, VMware Workstation 12 is used to build a simulated network environment,
Kali Linux virtual machine is created to act as an attack machine, and windows 7 virtual
machine is created to act as a target machine. First, use Nessus scanning tool in Kali Linux
platform to scan the vulnerability of Windows 7 target, collect the vulnerability information
through scanning, and find the vulnerability that needs to be used for attack. This attack is a
very typical vulnerability of Windows 7 system - ms17-010, also known as eternal blue. Then
use Metasploit (MSF) to attack the vulnerability ms17-010, obtain the host permission of the

target machine, and complete the penetration test.
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