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2. [B&A](04143) EXEAF RAWEEEEXN, NZPATUTHLEZ?
NEFEXIEMELE, #ATHF RRNA, S EREE, EAFTRIHETE
B EF XA FEMBERE, H#ATHF RAEMR, #EERKE, E4£FTELHETE
O)EFXAFEMERE, #TAF RENA, fHEERERE, EEFTRIHETE
D) EF XA FEMBERE, H#ATHF REMIR, FEERKE, E4£FTELHETE
B %E:C

FRATT:

3. [## & Which of the following vulnerabilities can be BEST detected using automated analysis? 1# f E 31
1A T LA S 55 3t A6 0 DA TS AR A IR IR 2

A)Valid cross—site request forgery (CSRF) vulnerabilities’ &% #y ¥ 35 B iF K 193#% (CSRF) JRiE

B)Multi—step process attack vulnerabilities% # ¥ ¥ A& % & /& E

C)Business logic flaw vulnerabilities 4% %5 &k [ /R E

D) Typical source code vulnerabilities# & B JE X A% JRIE

Z%E:D

FRAT -

4. TR AR B R R AR 5 KA o R 38 7 & AT A2
A)TAHE MR
& Mk
Ex Mk
BET MK
Z=.B

g

Eogl SRS AR
=%

5. [#3% M ]This statement is the formal requirement for: & & F 454, " 4 Fudi 2o G pr 32 (7] LA T & #1564
(i EEITCB I B fn BT EARIE". XAHULERN AT I IE X EK?

A)Security Testing. %4 &

B)System Architecture Specification. & % & # . 3&

C)System integrity. £ % E &K%

D)Design VerificationiZ it k.

B %E:C

FRATT:

6. (£ M]Gary PELQFT— M eEHR, HEHGREHE, MAAFT-NTAPEINEGHEFE, RE STRIDE £
Bom & T A 2R B B ?
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FH . EUERK202201

7. [##&mM]Fran B—MRETAAR, A—FELTEF I, EREKMXA —F7 R, EFEF 7 LU
Frana SN Z AR K, MNIFERGIHEETER. TITEURURE T AR EITERA, T4 2457 7 F 7.
Fran® # W1+ 277 Ak AL I XM B 5°?

A) APT

B) WebScraper

OF €2

D) B rH G

BEA

fRAT R IR P8 0 (APT) A VFANER R P BB FrantW 5. AP P LULEMAf LR F FHAAPL B, TEHS
Franty /A 8| #4TX H ., Web Scraper

P PO R AR TS, EREEMNTREUER T AREZAN. FEFATHECFANEE, BT AFE
BB K.

An application programming interface (API) allows external users to directly call routines within Fran's
code. They can embed API calls within scripts and other programs to automate interactions with Fran's
company. A web scraper or call center might facilitate the same tasks, but they do not do so in a direct

integration.

8. [B L A] A /= R G xt 4048 AL R AT B R B, ML IAAT LA T Le 42 162
ANEFEFNIA, #HEEHE, BRI EEFFELHE

B) ¥ AR R T & 7, ATEAT, REAHE £, 52 JFR R
OFEEFFHATAFEZNR, LAFEL, ARKL TR ER

D) BRI &, PATH P B2 MR, #l 2 Bk Fek, L REE

Z%E:D

FRAT -

9. [##% A ]A Business Continuity Plan (BCP) is based on

A % # St k| (BCP) AT

A) the policy and procedures manual. B K FAFF M.

B)an existing BCP from a similar organization. & B E{LH I A b5 & St X%,
C)a review of the business processes and procedures. T\ & fufe F o & &,

D)a standard checklist of required items and objectives. BT T E fo H AT HIARVERE 2,
BE.C

RREAT:

10. [ 7] (04128) M AT XIEAWE W E?
A) B BR & B A X

B) %1 AR £ A X
C) W E R 5 A 71X
D) %1 AR £ A X
KE.D

FRAT:

1L [(REA R EERAZAFRFHR, WRABEANARAFILARFEANAE, SO0 R/ F oK R 3 £
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%, RAEIEFENTALEAEZ?

A) B A FEH M

B) K & AU A3 B R R FAT IR A

C) i 1 b 25 I 18 By 048 M 5E

D) i 1f 5 41 4E 4 R 5

BE.C

FRAHT: <p>Allowing objects to be used sequentially by multiple users without a refresh of the objects can
lead to disclosure of residual data. It is important that steps be taken to eliminate the chance for the

disclosure of residual data.</p>

12. [ A] (04141) WA 25 4 52 M X (TKIP) T 8 e DA o — Tl 1 2
A)WEPH % % B R 5

B)WEPH £ % 2% £k &

C)WEPH & F B R 5

D) WEPH £ % 2% £k &

KE.D

FRAT:

13, [ R ] LT — BUE &2 4 5 )1 An BRI RIB9 X 4 4 3de 47 (KPD) 2
A FATH = 2 F it RkHK

B) & & 3 7E B H 5 m A%k

O) (M 22 F MK E

D) SE i i & 2 H 2 &

%£:B

=m oy 2 C
St
=

14. [#2# A ]A company hired an external vendor to perform a penetration test ofa new payroll system. The
company's internal test team had already performed an in—depth application and security test of the
system and determined that it met security requirements. However, the external vendor uncovered
significant security weaknesses where sensitive personal data was being sent unencrypted to the tax
processing systems. What is the MOST likely cause of the security issues? —Z /A8 B T — K /M E 45 B AT
— AN IRRGH#ATBENR. ZASWABNREANCESZRAHAT T RN A L LNRK, FHEHLFEL
AEX, AW, IHENBRNT EANLLRE, BIRMENERNMAZEFE L LR FAERE, £ F MK/
B R = AT 47

A)Failure to perform interface testingzk fE#ATH O MK,

Failure to perform negative testingsk 83 AT BH I MR,

Inadequate performance testinglk §&MiX A&

Inadequate application level testingpz/H %2 F % AR T B

£:A

#r:

Eogil SRS AR

15. [# 3% & ]What would a significant benefit be from conducting an unannounced penetration test?

R B AT RS ZN R 28 RAH A2

A)Network security would be In a "best stale" posture W& ZAWIANERKERSHERLT

B) The security analyst could not provide an honest analysis% 4447 i 7 $2 4 — 9k SZ 89 -4

C)The analyst could provide an honest. unprepared assessment of the target network. 247 Jfi 7] & &t — 4
WAL, = TR B AT B AT W 4%

D)1t is best to catch critical infrastructure unpatched; f ¥ & % 4% & &l 1% 5 K 37 o F 4 T Bt

Z%:C

BT wREERAEEMEGHNITRES ARRERFERFNLZLARS, ML A E B FAMoMTRIAT L. LA
EA, R R BB A SN, T R A, AR — VAR AT B X IR, XN B M ATH N 4 g R LR ok
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16. [## A ]0f the following, which BEST provides non— repudiation with regards to access to a server
room? LA T 5 &6 4% G AR £ AL S5 7 5 M R A Bl e ?

A)Fob and Personal Identification Number (PIN) FobFaA~ AR A5 (PIN)

Locked and secured cages#i & f[El & W% F

Biometric readers& 4R AliZ £ &

Proximity readersiEi iz F &

£:C

#r:

Eogl SRS AR

17. [2 S FIUTHHNFRY, B—ITETEZRLFZHANTIFR?

A AT #AE KRR TN AHATH R

B) & A ub ik £

C) Gl #H TR BB A

D)D. R B B x4 L %2 e

Z%:B

FEMT: <p>Selecting and Alternate Site would not be done within the initial BIA. It would be done at a
later stage of the BCP and DRP recovery effort. All of the other choices were steps that would be
conducted during the BIA. See below the list of steps that would be done during the BIA.</p>

18. [ 36 B ] T 21 0 b 2% < 2k B B T 8% 4 1Y Bt (8] 2
A)TOC/TOU

B)SQL JEA

O) & #®F|E

D) & 3 & B A

A

FRAT:

19. [# 3% & ]During a Disaster Recovery (DR) simulation, it is discovered that the shared recovery site
lacks adequate data restoration capabilities to support the implementation of multiple plans
simultaneously. What would be impacted by this fact if left unchanged? XK E (DR) A EF, KX
EFREE SR Z REHBEREGRS, TEXFRNEZES MR, WREHFAL, X—FEZ2MH AT EFH?
A)Recovery Point Objective (RPO) &£ & EH4xr (RPO)

B)Recovery Time Objective (RTO) 4k £ it HAx (RTO)

C)Business Impact Analysis (BIA) M4 #4471 (BIA)

D)Return on Investment (ROI) #H # EI#H % (ROI)

A

AT REERERAERRERL D AFHBENER. THENHRARKEZANRABEELE.

20. (¥R ZERAIDSHE A EF| Ao, BRUER)ENEF R EEE EAERN, XBREAATUERRSE
T em A

A) R 4 )8 5 Fo 3B AT B

B) & G AZ AL AR E AT BE

C) R R AL & Z |6 fo 35 4T BE

D) & % AE L Fn 1B AT B

A

RRAT:

21. [##71](04012) A hardware feature is built into a Central Processing Unit (CPU) so that all memory

locations used by a process can be marked with a non—executable attribute unless the location explicitly
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contains executable codeWhich of the following attacks can this feature help prevent?— W fE N &
Bl AP RAEEITL(CPY), F—ANHBEANEANGFLET AT EALTHATES, YAz B HHEE T HAT R
o WeTh RE T UL B B7 A T Z A A i 2

A)Brute force # 7% A%

B)Brute force # 778 f#

C)Brute force # 778

D)Brute force # 7] f#

BZ:A
FEAT:
22. [#i%& M ]Acme Widgets A EENEA U ILmFTHEREE. TEEEORRLSIUTE T SEE —ANFTHE

BENE, AEWMZHENETEIXEEIARRERARS MR AR 2R T DR H B B b A1 02
A)Mandatory vacation

RN

B) Separation of duties

BRo®

C)Defense in depth

AR

D) Job rotation

K

A %:B

AT ERER T B RN, AREXBESFNSABHOASE, FHREETAEENFERIATRHAESTH.
WA LU I EAREBEMAURERERN T RAPATZES . BERERIERETELNEE, WIAEHLEE. 4K
ErEX EWAEXEN, BEAEZEETRMGEEHR. RNOTHELAEEULEAMISNES, EXENFEER
AEPRRTLH .

FH: WA 202201

23. [ At 2B A AT H IR RA R —MAF kARG EHE T A ARS?

A) B E R %

B) T2 1 A2 R Fl IR 5

C) 4 A7 A XM IR %

D) % 17 B3 Ao 2 ) R 5

A

FEMT: <p>A directory service has a hierarchical database of users, computers, printers, resources, and<br
/>

Attributes of each. The directory is mainly used for lookup operations, which enable users to<br />
Track down resources and other users...The administrator can then develop access control,<br />
Security, and auditing policies that dictate who can access these objects, how the objects<br />
Can be accessed, and audit each of these actions.<br />

&nbsp; </p>

24. [ A IMBRELE, EEFTEFTLHEE = TR ENRKERER?
NEE=FTHRHERE

B) o it i B AT A T AN T 89 A

C) B % = 7 89 5 A 3 fF LA K LI R

D) 1 B £ R P A ] R L B )

K=.C

REAT - o

EA . P E 202201

25. [# # # ]Hannah has been assigned the task of installing Web access management (WAM) software. What is
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the best description for what WAM is commonly used for?iX #f .4 4 4B & 2 Webif 5] & 2 (WAM) ) 2 1F #9 1£ %
,WAM'E Fil B9 5 47 # A 2 2
A)Control external entities requesting access through X.500 databasesi® #4524k 38 3$ 3% K 17 71X, 5004% 1%

E

B) Control external entities requesting access to internal objectsi&#|4NEF SR K15 |5 A B &

C)Control internal entities requesting access through X.500 databases®##| /i & 52438 3L iF 17 [ X. 5004k 38 &
D) Control internal entities requesting access to external objectsi&#| K &F LK K15 5] 43 &

A %:B

FEAT:

26. [ 2% 71 ]When assessing web vulnerabilities, how can navigating the dark web add value to a
penetration test? I frweblmiEE, WA S B Hweb X B & MR (A ?

A)The actual origin and tools used for the test can be hidden. ¥ UAM& A TR ZPr B S f0 T A,

B) Information may be found on related breaches and hacking. T & XA =F M BEATHE R
C)Vulnerabilities can be tested without impact on the tested environment. W DAFE A 225 4R 3038 09 1 o0 T
R IR

D) Information may be found on hidden vendor patches. ¥ DLEMRBWENFAT EHKEE L,

%D

FEAT:

27. [ 18 7] T 5 A BU 7 0k 3 A8 248 e AL 56 1 4R 6 2 R 1R
Which of the following provides the best protection to ensure the confidentiality of data at rest?
A) BIR

Destruction

B) /i 25

Encryption

) %1

Sanitization

D) #71E

Marking

A %:B

FRAT -

28. [B ] TF|H— T g 5| xR E 2 R LMIE LIRS (DoS) K &2
A) FERBH B R R

B) B BIEH R AT &

O) KRG TN By S B s Ab &

D) 1% 11 A J5 #Y A R ]

A %:B

FRAT -

29. [#3%#]A user downloads a file from the Internet, then applies the Secure Hash Algorithm 3 (SHA-3) ?
JIF MInternet TH X, # /55 F % 4% H %3 (SHA-3) ?

A) Tt verifies the integrity of the file. TI L XY ZEME,

B) It checks the file for malware. Y& X+ £ EH LENMF,

C)It ensures the entire file downloaded. ¥ &K T8 EN .

encrypts the entire file. T X EAXHHATME.

:A

& C
=
-+

=
=R M

30. [ A —MURHARE RN BOF N EH#TRE. UTH-TEXNWET AEEEHKEH?
CISSPH X%k (3] FI:8) 6/20
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A criminal organization is planning an attack on a government network. Which of the following is the

MOST severe attack to the network availability?

NEREZHENERI LREFRER

Sensitive information is gathered on the network topology by attacker

B) W 4 & 2 1 {5 1 K i % P U

Network management communications is disrupted by attacker
OPRELEFERTHENAGRE

Network is flooded with communication traffic by attacker

D) IZE B A & K E T A W4k & r 5

Operator loses control of network devices to attacker

%D

RRATT:

31. [## A ]In systems security engineering, what does the security principle of modularity provide? & %
GReTEF, ERUWEL2FENRET 42

A)Documentation of functionsER#E C1F

B) Isolated functions and datalf§ & #y3h 88 fu i 48

C)Secure distribution of programs and datafs FFEEHZ L2 49 K
)Mlmmal access to perform a functiondt AT 3 &k B9 & /N7 5] X R
B

ﬁ%ﬁ

32. [## 7 IWhen planning a penetration test, the tester will be MOST interested in which information? 7
RS F A A, PR A R RSB L 2

A)Places to install back doors% 2t & | 1HIfL &

The main network access pointsE ZE W% N\ &

Job application handouts and tours T {E & iF# X Fa 5 M,

Exploits that can attack weaknesses® LI 555 & 897RIAE

z=.D

Ep 2 8 =
=%

3. [HHAEF B AT E X, CHANREZ LA RL?
NEBFEZR =4

B) B3 i

C) e fls =4

D) A PR MR

EFE:A

FRAT:

34. [B# 7 IWhich Identity and Access Management (IAM) process can be used to maintain the principle of
least privilege? A & MpAniFEE 8 (1AM WA A T4 H/NAIRIEN ?

A)identity provisioning & 3 V&4

B)access recoveryly |8 1k &

C)multi-factor authentication (MFA) % H & & 3iE (MFA)
)user access review/ F i |8 & &

B

ﬁaiﬁﬁ

3/ [BEAM]—ANERKATHNGKEWEATE, Z2F VAR ARIERAARERALHE T FAFE?

An organization adopts a new firewall hardening standard. How can the security professional verify that

the technical staff correct implemented the new standard?

CISSPH &5 >] (31 85:8) 7/20



RERH: CISSPHRL: ]

DFIATEM L F &
Perform a compliance review
B) $AT & & MK
Perform a penetration test
C) EIEAAR
Train the technical staff
D)IREREAAR
Survey the technical staff
EERA
fRAT AR E E IR

6. (2L EMBREERILRERL 2 EHWERN, TEH MR L 2T K & F 1 72
A)Number of attacks avoided and stopped #i# fu{Z FH K HHE

B)Business processes affected and improved % & vHAn B, 5k 3t MW £ A2

C)Date loss reduction figures % #IE 8 D E*x

D) IT budget reduction figures IT & & KA %

A %:B

REATT -

FA: HEF 202201

37. [ AR SYN BT E 9B (R AL A B9 R L E AL AL 7 A TR AR, N2 K8 R S8
A BN FK
B) Tl & H Mt

O ARMEDZE K,

D) 5 = BYIE Hodk,

AZ:D

FEAT:

38. [/ |WandalF £ 5 H A FE K B W £ 5 1E K2 — AE, AT IR#ZF 2 R, WandaWyH LT = [H.

Wanda Jfl 5 #% PR GDPR & HL 1& i 5 (& 7 7% & 1+ 42

Wanda is working with one of her organization&apos;s European Union business partners to facilitate the
exchange of customer information. Wanda&apos;s organization is located in the United States. What would
be the best method for Wanda to use to ensure GDPR compliance?

A) 293 B3] AU

Binding corporate rules

B) F& A fR 47

Privacy Shield

C) A6 Bl & 3K

Standard contractual clauses

D) %&£

Safe harbor

BE.C

AT RERETATRAZECHOTEEGR LR ERXTELAAXAFHENERLT, ZHERELEE, WREEE
NEINEEZ, AREQA SN0 —fritFE, RE/ZERLBRPRE-FTLLERN, IM AL EAFERELES
A K.

39. [ B3k R LT 0 BUR & A v o0 A P T AF b BU98 1 3 09 508 U7 %2
A) — Ao A HE 0

B) B % & & H ik

OHEXL rrEMLESR

D) £ FE#H A W&
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BZE:D

40. [ &R T A WA R A FH N E = F2

A) MR o 65 4 & / L)

B) MR AR AAT £/ R ABAT K H

) Iﬂ'lﬁﬁ’]l)’]ﬁ%%kz/lﬁﬁ%/ ¥7e

D) A=K B9 2 1 - S8/ 7T A - M R 3K

EERA

farr MAE ZR2 I E AR MAEZRZ=-M A ALK/ AL E. AEEZXEMARAUTERY, AFRH. &0
R REEZE,

Test coverage is computed using the formula test coverage = number of use cases tested/total number of
use cases. Code coverage is assessed by the other formulas, including function, conditional, and total

code coverage

41. [## # IWhen assessing an organization's security policy according to standards established by the
International Organization for Standardization (ISO) 27001 and 27002, when can management
responsibilities be defined? 4 if¥EEFFAFEMAL (1S0) 2700157270024 52 By A7 AT 6 4L LB 22 2 BUR BT, T AF
X EEFMAE?
A)Only when assets are clearly defined R # 7EBA# =& X & F= it

B)Only when standards are definedfX ¥ & X 7 #F7E R
C)Only when controls are put in placefX Y54 % & 2t fr b

D)Only procedures are definedf @ X 7 & F

A

AT :

42. [ B & F Mat thew s B ARy M 4 EMIK R AWSQLIENIRFE . TEHANLTEKEAXMESH?

A) s o T

B) P % IR VR 49 5 2

C) W& XA &

D) Web ik i 49 1% %

KE.D

FEAT : SQLYE N\ 3K 5 Zweb IR, TiwebRiE 49 3 &4 EMat thewtd &M 5. W& RIEH 8 47 68 % XN IRE, Ewebif
FEHEZETTAXTES R, E8 9 8 RT.

43. [ A A Aaron T BT HFEAFE P ERAMINEEGENE =T 6K FRENTHOEARF. 8 THLESE
NEPHEEREE AP, AaronE DR ATHE H £ FSAMLEY TERE, £ 2 THREFHEFHEREFH a1 Z — ik
Fo At DUE A A 2k B R Bk R R 40

AJIT

JIT

B) OpenID

OpenID

C) OAuth

OAuth

D) Kerberos

Kerberos

A

AT JIT(BRE R AE) S EFERNAEKS, MARRMAEK, . X2 —MRFFTEF KB ENER T &, W RA
FPIkERFT BN —Eo, MZFEEFEHHR. FMAFAER OAuth. OpenIDFKerberos,

4. (2 AT AETUSH R # TR EHERZ
CISSPH X%k (3] FI:8) 9/20
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45. [B S A] Z 2 TR AR A ENRMEAEAZERELENE AN R L. W10 EAEZXIIA TERQN B 09 EM7
REp BRI, UEHEAT HAHA?

Security administrators are regularly monitoring threat feeds and using that information to check
systems within the network. Their goal is to discover any infections or attacks that haven’ t been
detected by existing tools. What does this describe?

A) i3

Threat hunting

B) & fifh 1% 4

Threat intelligence

C) 52 7 2 7 5%

Implementing the kill chain

D) B Fl A 47 g

Using artificail intelligence

A

AT B E T EENE A EHERR PRI ENTE,

B T R R 38 AT B (Bl dm B IR) B Gl M AT BRI, e TR R E R R R A, MAh,
NTT /8 &6 7] 5% A7 R AR B SR % AR X 22 BBl

ATE# AD) ZHEIENEE, EFERATE R EAFATIE,

46. [ % A Richard £ XEARWNME LRI ML RS HEE A, T EEREHEQNFEE B oy & oyt B &2 RK
WA AEHA T B EEE w7 A2

AT R EHE AR B ERLR, AYRLARECERNE L. AECEZARCATIETFREENYL
WEBEARHE L. THREESRE RELMHIT KD E 0 I,

47 [ A 2o R EARWENZ A 42
A) [ STt ﬁcﬁ”/f&n%ﬂ%%f

B) sE M H] R AR 5
C) R M. m% o o
D) ¥ Bl M. 1] 5T bE A 4R 2 1
BE.C
AT :

48. [# £ 7] (04146) FAZAWIEA HF AR ME?

=
Z
=

3~
>

e
)

3
i QR QR

=
S
=

s

S e ok s
3~
/

o

=
=R M
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