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2. [# i M |Data backup verification efforts should: #K1E & %I T 16 5N %
A)Have the smallest scope possible. R EH & /NG EH

B)Be based on the threats to the organization. # F 4120 & Ik 89 & Fb B i
C)Maximize impact on business. Fx AT 4 # &ug

D)Focus on user data. xvE A F $iE

A %:B

FEAT:

. [BHA]IF I HEAKRENBEEEEH
A) =it .
B) #iti &% AT,
C) F AR R
D) # B0 T B,
BEA
FEAT:

4. [é‘?LEﬂ] T REE K EVE R F L R R L RERERA

fﬁ**ﬁ=<p>ﬁﬁwﬂ§/§%%ﬁ
Pl e EMEHBED . </p>

5. [## A ]As a security manger which of the following is the MOST effective practice for providing value

to an organization? 1 H L A%, UTHHE NANRENEH &AL LK?

A)Assess business risk and apply security resources accordingly. 4 K Fe 348 5 b fr JH 224K IR o

B) Coordinate security implementations with internal audit. WEZ4AEikS A Fit.

C)Achieve compliance regardless of related technical issuesSZILiEIE MM, T AE B KXHEAH A
D) Identify confidential information and protect it. RBIALZEAE B I AR,

A %D

REAT:

6. (A AXBHERRGEITATAR G RN H A AR EHRBEFA|3?

What type of malicious software is specifically used to leverage stolen computing power for the
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attacker’ s financial gain?

A)RAT

B) PUP

C) Cryptomalware

D) Worm

BE.C

MR REEMERERGMTREARRBEF NG, ERATEARAR, mESCERGERELIHALEHRTRITH. ©
GRITERAFACRERMERT. TEFFEAL RAD BERTHEXFNAGWRREEETEARR, BEFE
2F (PUP) BREMABBHME, WG A #E, EEEHATT AR AHRE. HxEEREREBNE, clE8THW
NEERKZEFE,

7. (BB BB (FTP) BRARS Z U TH— 2
A) B FHFTP 5 A 4 34 % 28 T % 5

B)AKFELIHE .

C)FTP £/ £t =&ML (TCP) 3B 20 A 21,

D) &M IIEA A%,

=D

FRAT -

8. [## #] (04004) Which of the following is considered best practice for a forensic investigation? T & "
ANBEIN A A BIE 8 2 B 5 SR R 2

A)Examine a copy of the information collectedts % Ut 5 B9 15 B B Bl &
B)Examine a copy of the information collected#s 2 Y £ H1E B BV B &
C)Examine a copy of the information collected#s % Yt B 8915 B B B &
D)Examine a copy of the information collected#s 2 Y & #7158 B BV B &
BE.C

FEAT:

9. [BHAIRFERAXTHEHRGR Web NARFMNECH XE, EFLREALGARENLLWEURAEE B D
R, EREHRHM Microsoft w5 & HFrA H A W& 2 Ak EB IR Windows R4 b, LT A —Tim % %
FE?

A) Java

B)Flash

C) JavaScript

D) ActiveX

BE.C

REAT:

10. [B#A]HBEAZNEEEREM A2
A) H R B — R

BERAYEHTRE

O% & %%

D) 7 1k 4% 4 B 38 ]

BZE:A

RREAT:

1L [REA]ELEAREAFORTEURLAERNREBRER, FEELNRARN T ERRERRAE 0 E 77
o RS LER?

A R AR A £, SRR A AR AT I AR

B) {5 JF BE 1 Jim 5 fm 28 25 9 B B A0 5

OFRAAMERRFER, URERZEART BLME.
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D) 5 7] 1 [ oy £ Am 55

AZE.C

FAHT: <p>A Public Key is also known as an asymmetric algorithm and the use of a secret key would be a
symmetric algorithm. </p>

12. [# 3% & JWhen developing an external facing web—based system, which of the following would be the MAIN
focus of the security assessment prior to implementation and production? 7E7F & T IA #3089 & Twebt & S5 it
, EEHAEFZR, UTHRELATHENEEESR?

A)Assessing the Uniform Resource Locator (URL) 4 — % JE = L& (URL)

B)Ensuring Secure Sockets Layer (SSL) certificates are signed by a certificate authority#F L4 E#H T E
(SSL) EF & H A1 & AL 45 4

C)Ensuring that input validation is enforced##f 52 7 far N\ % i

D)Ensuring Secure Sockets Layer (SSL) certificates are internally signed# &4 E#EFE (SSL) if £ #
THREE L

A %:B

FRAT -

13. [BAA]AEE R FESENE BCOMKEKXRE DR FITROETRER, REZWTEZMT A2
AN EE IF

B)FRAF FTE

O R TERAHEA

D) BAF & A&

B ZE:B

FRAT -

14. [# 3% #]As per the Orange Book, what are two types of system assurance?
RAEE KN, RORIE T AR KA R

A)Design Assurance and Implementation Assurance. 3% it 4% i #7524 4R i

B) Architectural Assurance and Implementation Assurance. 22 4R F0 52 7 R i
C)Operational Assurance and Life—Cycle Assurance. #{E 1L fu & & J& B (F 1L
D)Operational Assurance and Architectural Assurance. 1 {FEF1 2249 (FE
BE.C

REAT:

15, [T H— MR2AN I ERE 4R KK EH?
A) BA X

B) & A

C) BLIR AT

D) # &l A (MITM)

BE.C

RRAT:

16. [#i#& M Ifollowing is the best description of the virtual directory? Branfl ERENFAWH U EHEER
GHEMNERTIE TEBRNMZEXTENE RN RENHR?

AMMeta directoryst H X

B)User attribute information stored in an HR database. 7% 7EHREK¥E & F 8 A F B 15 &

C)Virtual container for data from multiple sources. £# £ M ERFEHWHKENEMUEE

D)Allow administrators to configure and manage how to conduct identity management services. 1.1 % & R
BEREBWAHTEGER

BE.C

FEAT:
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17. [ 3 A ) LT A AE 7 i B IR 50t AME 7 2 M By i 77 2
NE E

A T

B3 EH

Bt RI B R AE

£:A

#r:

Eogl SRS AR

18. [ AMBHARERE ANMATZFERET ZWE R RREMH?
Which technology is a prerequisite for populating the cloud-based directory in a federated identity
solution?

A) i T H

Notification tool

B) %44 IR

Security token tool

ORFTA

Synchronization tool

D) H BB\ F T A

Message queuing tool

A %:B

FRAT -

19. [ 4R ] 3 k&2 HATESP gB4R 2
INENER -2 ]

B) 7 &M SHLE K

C) FAK| 5T ZAT

D) F Ao L5

A %:B

REAT - s

= EF1K202201

20. [BAFIUTH—F KK RANESR KK, H 8 2RIFEEFOHRE?

A AR A%

B) TIEE &

C) Wik

D) AL 22 & 41

BZE:A

AT TREE, FAFRAERAEANEEEEFERNTEEN, —ERNBKKER, E#E 4 HEA. AARGEA
WEE-EARHEA, mREEFIA., TR AEE,

21. [B# A ]A post—implementation review has identified that the Voice Over Internet

Protocol (VoIP) system was designed to have gratuitous Address Resolution Protocol (ARP) disabled. Why

did the network architect likely design the VoIP system with gratuitous ARP disabled? Z#E#HF&E LI, &
BB F L (VoIP) Z Guikit 9 25 Fl e 56 s i A AT 30 (ARP) o 14 PR 4 2249 Ui ¥] Bk & 1% 3+ 25 ) % % ARPHYVOIP %
72

A)Gratuitous ARP requires the use of Virtual Local Area Network (VLAN) 1. 4 ZARPIE K H & L5 X
(VLAN) 1,

B)Gratuitous ARP requires the use of insecure layer 3.protocols. % ZFHARPEKEFHAFALZAWEIE., i,

C)Gratuitous ARP requires the likelihood of a successful brute—force attack on the phone. % #FARPE K7
FHL L R sh 4T & A R E BT REHE

CISSPH &5 >] (31 8%:1) 4/21
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D)Gratuitous ARP requires the risk of a Man—in—-the-Middle (MITM) attack. T{2ARPERA =8 A (MITM) X H
R
BZE:D

FRAT -

22, [BiE A & W % F W 5 L P /£ f| Kerberos R4 # 34T & i I & 2[5 B, 7£ %4 5] AL S AT s B HE R B, 8 AA
HURZELHENTETEN. B, ELEERACNEEERINAFOTEN. UTHITEA 7 a8 AR R[5 2
A) B mEFTE (AES)

B) W 4 17 5] 45 %] (NAC)

C) &AW E/mICES (SAML)

D) W 4 B 8] 1 (NTP)

)

e

Fgy 2 C

23. [## 7 What is its called when a system has apparent flaws that were deliberately available for
penetration and exploitation? X —A %4 H A EHIRE, K2 F RS EMmF A, X142

A) investigationid &

B) Enticeif &

C)Data manipulation#k 38 # 4\
D) Trappingi%

A %:B

FRAT:

24. (B A lexi s E R R A4 W T AT L BCL/CDF &, 13T H fmbe LR L W ab iy RAG 0 F . B X A 77 i, ]
HERB R EENMELES DO

Alexis&apos; organization recently moved to a CI/CD approach for software development where they intend
to speed up the deployment of code supporting their website. What is the most reasonable frequency that
they can expect to achieve using this type of approach?

AN EFARHE

Monthly deployments

B) & ¥ &

Weekly deployments

OFHHE

Daily deployments

D) #H K& HHE

Hundreds of daily deployments

%D

RRAT: LR RS B /R AT (CL/CD) T iz AT IT R B, 1 et 2 e F i i B KA, Fx b, —HAR
BREAXMTERFTREGMELN A EFTRTEEZHRT A,

When organizations adopt a continuous integration/continuous delivery (CI/CD) approach to software
development, they may deploy code extremely rapidly. In fact, some organizations deploy new code to

production hundreds or even thousands of times per day using this approach.

25. [BEAM] THI ML AEAXFHRE=ZFREFTHRBGLUONEN 7 XA E L EHIE, A6 H RS 2 AT E?
A BEERE A

B) # TR &

OF- &k

D) # & H F

B %E:B

FRAT -
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26. [# % # ]Which item below is a federated identity standard? LT T2 k7 & AR vE?
A)802. 111

B)Kerberos

C)Lightweight Directory Access Protocol (LDAP) # A B 17 [a] #3 (LDAP)

D)Security Assertion Markup Language (SAML) &4 Wi 4ritiE = (SAML)

BZED

FEAT:

27. [###1] (04055) During a budgeting meeting an organization's management decides to prioritize
security risks Which of the following International Organization for Standardization (ISO) standards
would provide the BEST guidance?ff AR EE ZWIME 2N Lk 2L e NEHTH LT R TEHIA 1SO 1k
LR B ST e R ?

A) IS0 27001

B) ISO 27001

1S0 27001

IS0 27001

:D

N

BEx S C
=M

28. [# 3% JFollowing a penetration test, what should an organization do FIRST? ##&MiRZ &, HHEE LM
B 42

A)Review all security policies and procedures. #H&EPTH XA KKME)TF,

B)Ensure staff is trained in security. #E R LEZ LA,

C)Determine if you need to conduct a full security assessment. #AE R EEEHTLEHN LA TFMH.
D)Evaluate the problems identified in the test result. TEfMR4E £ F &I = A,

£:D

A

2 2 8Z

20. (R A EHFHNAEAZ AN EEEINMFREE, BACTRLEUTH AN ZE?
AR R EEH A BEx

B) R B A F AR EF KT

O F XX ok (FAT) #fE K

D) B X R RBAME F A A RN &

A

AT :

30. [## 7 ]What Hypertext Transfer Protocol (HTTP) response header can be used to disable the execution
of inline JavaScript and the execution of eval () —type functions? 24X AEH I (HTTP) gk k¥ F
F 25 W B JavaScript I AT Freval () KR BHEHHAT?

A) Strict-Transport—Security ™ #& B 15 ¥y & 4

B) X-XSS-Protection X-XSS—{&#

C) X-Frame—Options Xk

D) Content—Security-Policy A & & 4 % B

A %D

e

S

=/

3. [BE AU T HBLFBEA LT AAFHEECHR TR EN &R —H5?
A) 5HELE F RS F A ULHAT & o R

B) %X # HY AT 1T

C)iRAHEHN

D) RA L E

CISSPH &5 >] (31 8%:1) 6/21



RERH: CISSPHRL: ]

aY)
AT - B
FH . EUERK202201

2. [t TH M AN RELK, ARAAET AT —fF, EREEAAD AIWHAEEXHERKRFRE S, ZHH
RATIUAAGH, I ZHE AR, THITCERBTHER S EMEE TEENRE. FERETAEKFTE
FK. W AR RKESMNITA RALE A 52

A=A FEBR S (PaaS)

B) & 12 Bl iR %- (IDaas)

C) Z @BV % (Daas)

D) 21 BF AR %- (SaaS)

B

FEAT:

33. [k AV S ELEENK BCP) F,LRXVHRENEELEMH 22
NABREEERMHRE T

B) # 3 R B iR A 4P Hok

C) B X HH SRR E AER THATH LI,

D) $2 BT S AT B AR B % A IR A

AZE:D

HRAT -

34. [l ] 7 A P2 P13 o SE i #T W RORI F 48 T A A, B B Wy B AT LT — Tl R/ MU E R 2
A) £ 3 & & B 8] B 49

B) 518 R# A (IT) =& H A 8 # &

C) E iz B AT & B8 F AR

D) ¥ iRFEFERE LRI L LRSS E

A %:B

AT :

35. [ %I AT X BN LA VPN AR B BB, A ZEEm?

AL2% — 2R th UEPPTP &t S R U AL2F & — B A A

B)L2% — 2 B 1 P UFIPPTP 8 % & % 3 P DU 8 — 0t 8 & 7 o B AR & & W 5 A ikt i
CL2TP%# — ZREE P M % B T1E,

D)PPTP i xt & B ¥ U6 F AL PPP i at & W LB A GE Ao o 35 R 45

BE.C

FRAT:

36. [REAIARBEETURBREEF XA RBERLARE., EEPTH—HERLLRE?
A) T /NFA

B). ##E

OXA

D Eui/\%—

NI T

2 A

Na N2

/-

B

=
=

37. [###](04112) With RBAC, each user can be assigned: fRiERBAC, & /A F 7 LL# 4B
A)One or more roles — AL A&
B)One or more roles —/M&K £ A A &
C)One or more roles —/NE %A &
D)One or more roles —/MEK £ A A &,

CISSPH &5 >] (31 8%:1) 7/21
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38. [## 7 |Company A is evaluating new software to replace an in—house developed application. During the
acquisition process. Company A specified the security retirement, as well as the functional
requirements. Company B responded to the acquisition request with their flagship product that runs on an
Operating System (0S) that Company A has never used nor evaluated. The flagship product meets all
security —and functional requirements as defined by Company A Based upon Company B's response, what step
should Company A take? AN & IEAEITFMHH KM, UBARASF LN ARTF, £REIEF, ANFHNET Z2RE
AR IGEER, BAE AEBEM> & E AT WIHER, Z-RETEANSNRERA ST HINREERS (05 L. BN
FEamfEAANE R XM R ZAARI B R, REBLABWER, AN S R KBA AH#H?

A)Move ahead with the acpjisition process, and purchase the flagship softwareif#tacpjisitioniiife, 14L&
AL

B) Conduct a security review of the OSMEEERFZHT LA FE

C)Perform functionality testing#4T 3 &EMR,

D)Enter into contract negotiations ensuring Service Level Agreements (SLA) are established to include
security patching% 5 &R ##, #EELMFZA BN (SLA) , BF L2544

A %:B

FRATT:

39. [BAFIKEKE OR) & LAELTH -T2

Which one of the following documentation should be included in a Disaster Recovery (DR) package?

A FRRAE, wERE, EHES. BEIXIFH

Source code, compiled code, firmware updates, operational log book and manuals

B) Rie A B HIHKIE, T FHWXZHE, UANRREFRRNE S ZFINIKATREA

Data encrypted in original format, auditable transaction data, and recovery instructions tailored for
future extraction on demand

OBGRERA, BEHEERMT. BERAARG. HEKZLET. EELRHAMKAER

Hardware configuration instructions, hardware configuration software, an operating system image, a data
restoration option, media retrieval instructions, and contact information

D)AGMECEE Y., REBEFED, WHELARFREED (APD BE. HELM LR ZHE

System configuration including hardware, software hardware interfaces, software Application Programming
Interface (API)configuration, data structure, and transaction data from the previous period

B %E:C

FRATT:

40. [ 38 A By A B] 9 2 IR A & M & PR I5 s ¥, 71 B o )k - #4291 X (Business Continuity Program) DA X #F 7= & Fu it
FHI RS, BT RBITALZ L2 (Wentz QOTD)

Your company manufactures sports shoes for a worldwide big label and initiates a business continuity
program to support the continuous delivery of products and services. Which of the following should be
done first?

A) T K B B B RO RE A AR AT

Identify critical activities and their maximum tolerable downtime

B) R, oA Fu it A G b £ S0 AR oK XU e

Identify, analyze, and evaluate risk relevant to business continuity

C) #4 & B2 5 AR 4P LA b o Wy 9 7= o o IR 471 &

Determine the list of products and services to be protected from disruption

D) WA 4 F sk o K4 IT 4= L RTO 2 RPO

Define RTO and RPO for critical IT services subject to business requirements

B %E:C

HRAT -
CISSPHE XL (ML) 8/21
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41. [ A ] LT —TE % 1 & B F A H (e-Discovery) HI— ML E?
A) R A
B) & 77
C) 7 A&
D) % &
BZE:D
RRAT:

Q[iﬁ]%ﬂwﬂﬁﬁﬁﬂﬁim@%uT%ﬁ BRT?

FEHT: <p>A password is not a physical thing,it&rsquo;s a logical one.You can control physical access
with<br />

Armed guards, by locking doors and using badges to open doors,but you can&rsquo;t relate<br />
Password to a physical environment.Just to remember,Passwords are used to verify that the<br />
User of an ID is the owner of the ID.The ID-password combination is unique to each user<br />

And therefore provides a means of holding users accountable for their activity on the<br />

System. They are related to software,not to hardware.<br />

&nbsp; </p>

43, [ 3% A1) DL T 5 0 — AN 2542 7 ] A o A2 Hy 3B 2
A)5IA AR

B) W% 4 &

OFi 3T

D) # &% #

BZE.C

FRAT:

44, [#2# 7 ]Including a Trusted Platform Module (TPM) in the design of a computer system is an example of
a technique to what? EIHEMNRAAW X ITFCETEFEEHR (TP 22— 2K RN RE?

A) Interface with the Public Key Infrastructure (PKI) H/A4A%#hi%# (PKI) By O
B) Improve the quality of security softwareit B &AW HHFE

C)Prevent Denial of Service (DoS) attacksBrlE4E#4fR % (DoS) K &

D)Establish a secure initial stateZE i &2 WAHIRES

%D

FRAT:

45. [ #.3% # IWhat operatlons role is responsible for protecting the enterpr1se from corrupt or
contaminated media? ft4ZE A & 7 5 RiF 4N %% F K 3077 N0 R EE
A) Information security pract1t1oneh%/Qéré§ﬁkik/\ﬁl
B) Information librarianfz B/ R
C) Computer operator B X 1E 7
)Network administrator % & 3 7
B
%ﬁ

46. [ AT (04159) R B 2% 95 i I 09 T APk =
CISSPFEIRZR > (M) @i451) 9/21
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A) X AH % B 15 9 B AR AR OB T AR AT
B) X 48 % 5E [5] B9 B AR AR BT AR AT
C) X A8 K B¢ 151 WY B AR AR B T AR AT
D) A8 > B¢ 15] B9 B AR AR 8 T AR R AT
%D
RRAT:

47. [ A E i X B i (TKIP) X FLLTH—I°?
NEZ]FMH HE

B) IEEE 802. 11Xt ¥

O F &% mEA (WEP) A%

D) % A1k & H Bl 25

A %:C

FRAT:

48. [B & f ] Tareck WA RBEF T A 2 ICOTSE . MR 5 F X EEWCOTSH B RBF LT —IM"F
B & v X i R . Tareck 5 ¥ 8B 24 IE X AN 8] 7189 77 & B AT 42

Tareck&apos;s organization makes use of a significant amount of COTS software. He recently discovered a
significant buffer overflow vulnerability in the code of a COTS software package that is crucial to his
business. What is the most likely way that Tareck can get this corrected?

A) 5w BT & BT — 25 R R A

Work with his software development team to modify the code

B) i o g K7 B & KA T

Notify the vendor and request a patch.

C)FENRTH A S

Deploy an intrusion prevention system.

D) ¥ %7 I95 K 45 H 0

Update firewall rules

Z%:B

FEAT - 7 BT F B B2 (COTS) R AR B, 7 3 8 T vk V7 o VR X AT, 6 A0V R Bk o 77 & A 7] A IE R 2 24N T o H s il 4
e, BlAn NAZ T R oA 5 K3, ¥T RER BY T &M F AL, B ARBUR T HRIGMMER, EEITEHET.

When using commercial off-the—-shelf (COTS) software, customers do not generally have access to the
source code and must depend upon the vendor to release security patches that correct vulnerabilities
Other controls, such as intrusion prevention systems and firewalls, may be able to help mitigate the

issue, depending upon the nature of the flaw, but they will not correct it

49. [ 3 A R T & TR AT 1 4 —F0 o AR BOR, BT A 35 % R IE 1 19 2
N EXRTMRBEHNELRF FHEEEHA
B)# i AE R, K P —MKRME, TUBRENHK

OMRMAEE L ESRBEATHTHAFR

D) EMAFERERH T LANHBRNTRESATH
A

FRAT:

50. [ I HA A fpingREHHENE ., AEFENSE LLET —AMEF, BB FEApingHIE 0 A K &I 0K
BEBNFf W%, AREHTH2ERKKE?

A= HBIEME

B) kit JR i E

o%%kﬁ

D) [ i &

D

CISSPH &5 >] (31 8%:1) 10/21
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