
Objectives

▪ Understand the CyberArk Object Model

▪ Understand Seven Layers of Security Controls for Vau ata

▪ Relate CyberArk Security Layers to Corporate Compliance Requirements
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Object Model

Vault

Safes

Passwords*****

Encryption, Firewall, Audit, 

Authentication and more

Authorization



Layers of Security in the Digital Vault

Segregation of 

Duties

Firewall Authentication

Session 

Encryption

▪US Patent #6,356,941

▪Unparalleled centralized secure storage and sharing tform

▪Securing data from end-to-end using multiple security layers

Hierarchical 

Encryption

Tamper-Proof 

Auditability

Comprehensive 

Monitoring



An Island of Security

▪ The Vault Server is secure regardless of the rest of 

you work.

▪ Hardened Server

• Remove unnecessary services.

• Safe configuration for remaining services.

• No additional applications.

▪ Isolated Server

• No  membership or trusts.

• Only TCP/IP v4.

• No DNS or WINS.

• Uses a ly configured Host file.
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Seven Layers of Security Controls



以上内容仅为本文档的试下载部分，为可阅读页数的一半内容。如

要下载或阅读全文，请访问：https://d.book118.com/42704204603

4006115

https://d.book118.com/427042046034006115
https://d.book118.com/427042046034006115

