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Abstract

With the popularization and rapid development of the Internet, e-mail, as a
communication method with the characteristics of fast delivery, mass sending,
convenience and quickness, is deeply loved by people. At the same time, it has
penetrated deep into people's lives and become an important part of daily
communication. However, while e-mail brings great convenience to human beings,
cybersecurity incidents such as corporate leaks, cybercrimes, and hacker intrusions
also increase rapidly, seriously affecting people's normal life order, and even
endangering corporate and national security. Therefore, it is urgent to establish a
series of safety mechanisms to control and reduce the occurrence of these unsafe
events. This paper designs a Python-based SMTP protocol information recovery
system. The function of this system is to monitor the SMTP protocol in the local area
network, extract mail information and store it in the database, which is convenient for
users to monitor the content of the mail and track suspicious users. It can be applied to
mail monitoring in a small-scale local area network, which can ensure that all mails in
the network are monitored, and no data packets are leaked, which plays a certain role
in the security of the local area network. In addition, the system provides a local area
network monitoring model, which can monitor other protocols such as POP, WWW,
and FTP on the basis of a little expansion. On this basis, we can vigorously develop
digital transmission monitoring, multimedia monitoring and so on. It has certain
application prospects in the field of security.
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server = poplib.POP3(pop3_server)
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# server.set_debuglevel(1)
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print(server.getwelcome())
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server.user(email)
server.pass_(password)
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msg = Parser().parsestr(msg_content)

{HZIX A Message X G A B 1] g & — 4~ MIMEMultipart X %, BRI & & 1)
A MIMEBase % %, tkEr] it A1E—F . BrAEE S H3T BN H Message X
IR KRG -
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