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Abstract

Abstract

Based on the unique timbre information of an individual, speaker
recognition technology is widely used in several fields, including identity
verification, financial transactions, security access control systems, telephone
banking, and criminal investigation. This technology is able to determine the
identity of the speaker by analyzing the frequency, pitch, speech rate, tone
quality and other characteristics of the voice signal. However, with the
popularization and application of speaker identification technology, its security
issues have gradually come to the fore. Some attackers are able to deceive the
speaker recognition system by making minor changes to the voice input,
resulting in the system producing incorrect outputs, which brings serious
security risks to many scenarios.

Currently, passive defense techniques in speaker recognition systems
mainly use a range of methods, including quantization, smoothing, compression,
and sample rate reduction, to process the speaker's audio. However, these
methods often cause severe distortion to normal audio, which affects the
accuracy of the speaker recognition system. Meanwhile, active defense
techniques can ensure the model's accuracy against normal samples, but they
cannot effectively counter various types of adversarial attacks. This means that
the model may perform well in the face of normal audio, and once it is interfered
by adversarial examples, the performance of the model will be affected and
prone to misjudgment. In order to solve the above problems, this paper
investigates the following aspects:

(1) Research on passive defense method based on generative adversarial
network. Based on generative adversarial network technology, this study
proposes a novel defense method that purifies the adversarial samples and

directly eliminates the adversarial perturbations. By directly transforming the
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acoustic examples with perturbations into clean examples, the method produces
extremely small impact on normal examples. The experimental results show that
in closed-set identification, the normal examples can reach 99.9% accuracy after
processing; in open-set identification, it can reach 97.7% accuracy.

(2) Research on combined defense methods based on active and passive
defense. This paper first explore the effect of active defense in speaker
recognition system by means of adversarial training, and find that it only has the
ability to resist the trained adversarial examples. Then, this paper tries to
superimpose the adversarial training method and the purification method, in
order to obtain a stronger defense effect. It is found that this combined defense
approach achieves positive results in improving model robustness and
generalization ability. However, this paper also notes that this combined defense
approach is not always effective and sometimes affects the effectiveness of
defense against specific attacks.

Key Words: Adversarial Example, Adversarial Defense, Speaker Recognition,

Adversarial Train, Generative Adversarial Nets
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PO AT AR ) JE A R AR AT TR B, B E N S R B SR AT A



Pax

B i

BB E AT R, A A O BT 28 ) SRR, A I H
FAERIA IR T — R T A2 e e 48 A sh B A5 9% 207 iR I SRR AT 2% R
HAFRITEARIE, IFA LRI PR 3R bR . BEJE, XTSRRI AT AR AE 55
Iy AT B S B, IExE SR AR A R AT LU ) A

FIY TR SRR AR, A HTEPE R RS TR R, TEx A &R ETs
P BRIAT R UL . ASCBL FGSML C&W, 1 PGD Buiki A 2EREAT X il 45, b
BN P ACTE M B EAh, AR IR 323 B 48 -5 4 2h B A AR B n i) s 56
PGS PRI RCR « 8 IR SLgs, ASCHTFTAE E A 1A R DA VAR Sk
AR, IR 2 RIS %,

FHhEREASRE . BN AT N AT e B4, BRI D e s AR
HAELE R RN AN A2, S H AR RGBT T 5 AT e 22



BT YE K 2 22 A 18 S

BT EHXEAR

TRV N AR BARGZ AT YR N RS TURTEHoR SRl R, A= E e
T UGN BOR A AL . BEJE, BE— DR 7 PURE A By Sk A b i 5
Beo fJes Uil AR R SR T 4

2.1 i iE AR RBFEAR

2,11 PiE NIRA I E AR R

PLE N, MR SORT, 2 — PRI B 7S B RALE R T 5 473 (B
Ao EFEARKE T HEESHEFEE, WS TRmE, TR, EE, TR, 565,
530 N IR 75 G VR TR 15 2 U o 15 5 U AR K 5 IS S 4 SOA, iR R AR
TEAATTEHEVIE N S o MIERZ T, UhiE AT 55 ) 2 A5 7 T 30 B0 ) Ui 18 A 1) 5
iy, RIS O B EEE X

— AR BEE N IR RGER AR T & 2-1 fos. N T ABHERRB— M, 3
TR RS S T EES (5 5 T U BRI ARSI, ARG SR T ISR, Hok
HAFMEAERANEAR B o EAEMY B, 75 BT AR IR B 1 75 5 AT TG B RRRAE SR, 4R
JE PSR (R RAAE 5 B e AR AT ARALLRE LU, JEATHT 20 R0, AT < 24 T
FEE TS A

BOUE NP TIAL BRI 22 4 U 15 5 (5 5 e oIS & J5 SR AL B DGR D B . 10k,
FEREEEES, RSB, #5, BTN E AL DO > S e s . SRS, Wi
EAS ST /WA B4R, DME T HRESR . fESBURFIERT, H F IR AE B4 M 2R 151
i 2 ¥ (Mel-frequency Cepstral Coefficients, MFCC)!3 | £k ¥ 75 Jl {3] 3% % 4t (Linear
Predictive Cepstral Coefficient, LPCC)*41%%, iX SEEAE B8 0% 4 IR 15 515 5 IS Al i S50
Yo B, A FSREUE R HEXT RN REAT VI 25, 8 FH I A 35 s R A (GMIMD
R ENL (SVMD | IRFEMZA ML (DNN) 4.
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BE REOR

Model Database

0 I"I"Illll"l“lllll .
= men T gmam T gmis |

Bob s i Bob

A B
WIEHTER
C)”WWWw”:> BULR TR T AR S e ekt
1ce.

& 2-1 iE AMRAIBRIZE
FEX MFCC FHAERISE RO R F - 1B &5 S8 WA g 5, #5585 4 Bk Az
B A5 S AR, AT DR S A T SRBOIE A5 2 o BRI S8 IS 4 AR
NN 5 R, IR A% 20 1)y R AT X BOs SEA B iU 52 A8 e, iR A5 3
MFCC HFfiE, BRI 2-2 fion. MFCC FRE R A BRI 9. b TR S R
PR RE om0, IR 2 BN 15 & A5 5 AR BT 1 AR

(rmmney o wmn | swema o maian |
[ mtsmn o wmen o wuna | wrwan |

[ 2-2 $FERR AV RIZE

2.1. 2 WiE MRAIMAEFES
YAl N IR AAESS 2 Nt G A (Speaker Verification, SV) Flt il AFFIA (Speaker
Identification, SID PP ERA . Uik AN B LR € 5 B 5 8 TR Uiih A

11
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X AR P LR SN B 75 B AR S S A R e R A N S AR AR
AT, XA B HATIT 08— A0, RS BOE BMERET B, iR Bim T
SEBIE, WEHEENEE, S HIRAREE, A 2-1 s, £iim Aild,
ATBVEARR A0 3RINAESS, B 2 N % Rl A 5, 0 0 f il 2 ik e i A
ST S IR BRAT R RS TR K U TR AR o B R AN, R AR R
BRI R REVS IR BBURAE BB AT R e A, I $ sy 2 21k

accept =

()= { reject , otherwise (2-1)
Vi il N HE A AT LSy N T 82 R 5 Copen-set identification, OSI) 65U [ £E i1 5
(close-set identification, CSD) (661, JFEETR I IR AE Ui 1l NRBIAES R0 HALE
AT HTUE NI S . FEVIGRIN B, 18 2 (8 B AN Uil AREASR @AY, (BAE
SEBRBIH R, TRESIBREIN . AMPIBEN, Pithes IR TR AATEYIZREE T+,
TX I Bgf X 75 B R R Ui 15 A5 B 2 o ) B N AT IR EE BT 43, i 1 43
B 5 VB A T I, SR s T RoE B, WIHRAH SE A S0, A%
HIEAE S, AR 2-2 Fis.
_f(argmax[ ()], if [ ()] =

)= (2-2)
reject,  otherwise.

PHAERAIFE 1R AE— A TAN . A3 FRTLTE NS IR B BE NI S0y . 16 AR
A, REFTERNVOENRAMEEE S, SHS5HEAES DD viis AL
e o IXAME 5530 8 7E — /M IUE I 1E AN B PE kAT, R LA E M E S5 58
THAS SIS N, ARG HIELNES, WA 2-3 fir.

() =argmax ()] (2-3)

AN A - O N [ I DN S T e S U N T S T 0 N |
(Text-Independent Speaker Recognition) 13 A HH G i 1 A iR 7] ( Text-Dependent Speaker
Recognition) o SCATGIRULTE NV B bR @ EA 7 ZE 3 S0 Al s A AR, AL
T B AR S RE SRR B N S0y o X R T AR N2, R TET
GIHTFE R AT . GBI B R S AT A B AT, RG] AR 5 BE A &
IS AHSEIRRAE, I 17 G 70 508 122 P B RS AT L, DURBIBEE N B e SUARTESE
POUE AU H R T R EGE . A S RIE s . SRR TR SO RR 1T
AHEL, SCRTERUEE N IR IE, FONEAZHRE SCAR A A RS, ATeAER T

12



BE REOR

FAE S L R

SCAA R TE AR Ao 3l i X itk A A 04T, 256 7 S RF R A E Wi d A
RIS A7 o IR0 T3 920 FH U 1 N B 5 R AIE DA 5 Dl A 50 BT SRR, SRR Ui 30
NSy o BRI EE S SCRNEZIEKR SR, RGa] SR 5% E W18 A
RIVFFIE, TR S e £ 80 e T RO R AT BT, DU E s AR S 3. SO
FASR UL N R B8 H T 5 Z e B AR 1S W B 5. AR T, R4
A ERBIBE N By, IO F BB AR DR A, AT R SR8 SCRE R AT AL 2E
PRI, SCACHH G 1 N IRl & — Mg ) A 5 I SOAAE B 77, AT AR o i 1 A
S5 (FIHERAVE AT ) SE 1

2.2 BT SRR R

2.2.1 ¥

SHUREAS AL SR AR 1E & A AR RN BT, TR IR 3] 5 IR o Re AR ] LA H

N R e~ 7 NP ORI = 7 N/ w1l
'= + such that < (2-4)

Horp RIFIRIEWHFEA, RSN, ~LMEEE, AR TR,
T E RS, ARIINENE 1 W BRIy, RERIARZE N, BARIEY £
e HWRBGEA S 3 TH BARMEGE, R iRy Hy =, 4@l
YL NFIERL 5326 5 Ay B BT

FEA HARRI Bt MR ks e B T DAE— 25 43 S 167 bR 25 U R R A 2 L ik
] B2 B S 4R MUt 3 1 B SR AR AR B AR T B BRS04 T B, F R an 25080 P F AR
BNe MLLZ R, PMEAR R BT 2 He Bt e -5 SR an br 2 A 22 R bR AT Bt
XS S AP, 7 B R A B AT R IE R B . BeAh, X BTG IR T B
FXEMRRG T RNTERE, AT A SISl REBGE AR S ST

ASBGHO R B #E N B RGHA A T2 TR, ARG SHA PN TR
JFERSE . TEIRXFMEOLT, Bk T LBV v HARBE R BT A 5 2, Ik e . BuE R
HOANG G . BT BGh# 0A AT R EI R, PRI AT DA SR 43R X 845 5 ok AR vt
PUOREAR BRBAT H A A Bidi . B & B (1 B AR 9] 60 4% FGSM (Fast Gradient Sign
Method) F1 PGD (Projected Gradient Descent) %%,

M T, BEUHOS RIS H A RGN TR AR, % X aeisid
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B RO A AR RGEHIAT N B ToiE B AR5 8] H AR RS S, B AT S5
PRIk, R & il R AR R AT AR I A AR R AL 95 58, IF2E O PR
AR BARAT HAb I il . AR B PR S Bl AR 2 I 2 2] I B AN TR A R i

TRAZ BTN — A T A G B AR S Bl Z [ 2 75 30 AR Bt Mo
FIWAE —ERERRT AR AER, EIFAREt. EHEHON, Bk # nraekiE H
PR R S5 AN S5, (B AT BETE I LU a2 AR R 1 PN A1, B A A AL,
A BAEA I H AR A R 1 R AR O PUREAS, DU O 7 AR B R 1) 0 2
LR PR AR AR R e o A Ml vl AL 25 66 F AsAS R (0 AR A B R AL B AR R S
L, WakACUEAL B L N B 5o IRt Ty sUAE I St SR 2 A P AU S B 2527
AR AR HEE .

FGSM F& 22 i (R il T o AR FE AR A B AR A RO A00 BEE A5 JE R A O A A
AR = A R 1) 7 R 25 R o I FGSM R S8 AT — JORAR, it LAAE O ke A (1
L LR . SR, TR AN D, AR SRR A A SRS,
R EA S A BORN S . HIEAR AT

=+ sign( () (2-5)
Hoop, RE®EEA, " RXHEAR, RMELIHEEMWHKAD,
(., RIS GBI, sign( )06 5 B BB I S . e
BERTF 0, Wsign( (. ))=1, WEEEAT O, Wsign(  (,))=—1.
MI-FGSM a2 %t FGSM Bui T2, SIASHERIM S . 5150 FGSM ML,
MI-FGSM 7E&F YR AT 25 F8 F— YRR B RS R, LUSE U 5] 5t 0 A (1 A e
. BRI GING B FELGH S R P B R B g, (A URE A B B2 e, $2
0 SO 0 BT SR AR g P . MI-FGSM Bt A6 UKt HoRf A (¥ 1 R AR S B i, kb A
FRFEAR R, [ B 45 BE A A Mot B AR . Zh RSN, MI-FGSM Mot nf LUSE
U M A 5] ) E RS RN o A, A S AR R AN T S A . AL
vl

_ LD

v - 2-6)

=+ sign(4g) (2-7)
Hodr, RIS R, R LKA, R REhE S AT

14



BE REOR

. RMEKRA,  RXTREA.

C&W, Brti e — M TR B 7730, B 72 AR O3 i /M B 08 S B 47 22 [0 245 45
TIISHUREAS . BT IR IGE 1%, C&W2 Bl P AL IR S RN, TLFAE
SR ANRI 8258, XA AT A W S R R . A, BGhE ARE XA
L AT [0, 1] & F[-00 +00], HAXUIT:

1

=+ = E ( ) + 1) (2-8)
minimize %(tanh( Y+1)— 5+ (%(tanh ()+1) (2-9)
()= ( {():=}y—().—) (2-10)

C&W, By 5 ZARML A A B AR, 55— HIs AP IIREAC + ) 5EH
FEA IZEREE/INERLT, I AT EBE AN, B A AR R A IR B A
B SRR E N A AR .

PGD Bt — Mk AR B HLBGti 77 o Bl 78 da A\ Eidls BORE B2 77 1) _Edsin— €
RIEsl, SRR INREAT I, DA ORI DUREASAE Se v IV A, JF R AL A5 2R bR
#. PGD Hrali (2 A AR AERE— URARA, I 100 5% R 0B J5E (10 777 A0 o) s A S it 4T
WUNIEEG AR HURE A L iR 7028, Rl B DR AR AR 5 AR AR A 2 )
PR R AN T e BB . X7 IEIE I 2 DGR WAL IREAS, DA Mol
IpEhE, I H AT BLIE i i S AR BN KN R AN B AR 2 TR 58 &
HIEA X H:

1= O+ C ) (2-11)

Hrh, ( )EXKT GRRIEhEE Mshiiirsdy, RERERINNs)
SR, BEAh, PGD Mrii 2 AETFAAI ARG s A 20 RV B Y BEN LR 2] — 4> 24T PGD I
e

2. 2.2 SR

QT(Quantization)l>® 7 11 /& 8 7 & M IR 1@ R ) /£ = 8 q W B H ., S K
q={128,256,512,1024} . 1@ Kil, N 7S HLE PR &, A AATTE S, Xt
PUE SR IS RN, X WS SBEERM A AR IRIEEUN . Bk, QT Bi
N TTVET B ARG HEATAE G T A RV B ik 3h .

——+05 (2-12)
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AS (Average Smoothing) HOIS; 4l 2 8 ik [ 8 FEASRAE s x, B x AT 5 k ARFE AL
ok REESMENSH AL HH 2k NS H RIME, IRIEIE RS R A S x M.
I TR IAB BCRAE 1L PABIE PR 1 & S R . MS(Median Smoothing)®1j
TR AT 22 S ME SO T 225 S A

QT. AS FIl MS #lo & 3k T ISR MI Bt i IX ey vk BB A T IR LA I 5 AAE 5
FEF S5 5 B I E AT A BRI 9 R Ge 0 2 Ve B ek . QT BB E IR xR IR AL K
X URE AR AT A AR A, AIRIEECRES, XHUREAR T s R % . thi, 3
R QT J7 ik ml LAAREERGTER, AT S B R AR ISR SR e B TR 20015 A
W RGHITERE .

AS B fHIAT MS B4 AT R 2= B & 305 B, RO LR BEAT SAAE AN RO 4 (i i F
SN FE AT TN — e B, X O ) 55 BRSNS (1 — SERRAE, R (R AR
AR FE AT P, AT R ASE 2 f 44 R = AR S

DS(Down Sampling) 185 41 2 38 i P AR &5 AT RAE S0 B AEAT I8 25, AR5 % & 47
BEAT IR A BR AT i Bk, BB TR © (1<1), KGR o [Ex &5
AT TRFE, d5Ja DL SRFER 7 200 SR JG 1 & AT AT I

I P — (2-13)

LPF (Low Pass Filter) B L i 50 B — A IS I8 58, D8RSR 75 25 A7 75 1
XU, ST S R EIEEE (O FRARIEEE ) .

BPF (Band Pass Filter) " 12 1 8 — S04 52, SLERAT DU I BRI 3, X
AT T . BPF A IS RS SETEE (R, S
RAAE SRS (O . SRR () .

DS. LPF Al BPF 52 5 T Mk F 0 177 15 . 57 3 3 5 0 2 e 1)
BRI, SRR AT AN, DU PR e, R R R M 5 A
RIFTHEPE . DS B0 R A 1R IR, DRI R 0 3R SRR IS 25 A 2 5 e
RS R, DB G R BURR AR, B0 DS T MR R AN T4 2 J
S M.

LPF SV S B SRR, 115 ELI A 00 B L T B 7
TR, A BHRE— MR T 5, DA B0 [ SR P FHE A FOREA 07
Fre B TR R AR B RS E, BPF % T A (08 11 5% 12— S
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BE REOR

%o DRI RR AR HAR TS ORI G E NI IR S5, X FEHT REM i AL,
L EEM T SEbRIIR o 25 ERTIR, X P9 A SIS 515 A8 7 V247 £ B Pk ik 2 7 ZEAE A
FEWRIATTSH, LA IR SUREAR IO s A sl i), [T R mT e b O B 2 A0 o 2 A
AR AIE

OPUSEUA SPEEX2V i i Al Rt 2%, FAT & MR 46 (1 ThBE o X W Fh g Ao 2%
LE o} 5 AT A5 I 0 2 X e P AT A B, AT RR IR S BORE A R 1B . OPUSS Sk e s Ak
I NPIABTBL, NSA(Noise Shaping Analysis)f1 NSQ(Noise Shaping Quantization). L+,
7E NSA B B 4R B F NSQ Mt a5 RIEN: 38 K40, 75 NSQ WrBt, Jlid A
T ORI AT LD

O= =2 O+—Fps O (2-14)

Hrp, ()M (@ Fg I L ki iAo (Analysis Noise Shaping Filter)

A Rl 75 BT B #8  (Synthesis Noise Shaping Filter) , Al & &4k#% (Quantizer) .
A3 2-14 THTEER 7 R NG ST, Ja i R0 s 5 5 T B .

SPEEX B THH - SE (2% il (5 . ANid, f£ SPEEX g as i e &

BEAT A, DR E M IE TR, BAREX PR R BE /7o X AL PR IR A 5K

_ (/D
O=—7 (2-15)

Horp, o (O)REMETMUER AR, A SIS EE 0N 0.9 A1 0. 6. LR PE TN
A lE R A& SCVE P B AN R AIRAT AR AR A /KT o ARG, () 9% A2 75 5 IR
PR B DM R, (E BRI INEL G|\ — 25

OPUS Hll SPEEX & 4E T1E & A5 BT 40 . 1X 877 VE I 0 S 4618 & 15 5 AT K 46
G, RHFHONIEAE R, AR AL FONTE S S T . ERXAERET, BT RgE
FUAMIARER, —SEXHUREA T I ARl 2 BT PR el s, AT A6 455 HURE AR 1) B i 3%
RF%. SR, F5EERMZE, OPUS M SPEEX MIE4i H ke S 8UE S5 5 1K Bk
JREE AR, AL AR UG % I 208 Ik N 7 R R R ATE & R [ OR R o AR, X T
FEIR A5, AIRER ZR B S AL RCR . ESEBr RN o, 3115 & IS 48 1 B
WEINEN B WO AL RS . L, T8 5 IR D7 ik R BB & S B E . N[
BERASE S T W, DLSEIAA R B RoR .

17



BT YE K 2 22 A 18 S

2.3 BRBIBENE

BT, FAETFZARIEIEE, TN AT DURYE HRR € ot 7t B A Kk
R A TG MR AT SEIO ROV AN o AR SORE A28 — S0 F i a4

TIMITU22 — AN A T8 R Bl AR AFI SIS NHRN AT 55 (B SR PPAl
ZHFEEA S 630 M ULIE N R EINEE SR, 05 6300 M, BAUIEANAH
10 M) T o JK )T i 5 Rl 5 A RS 3 N2, AT RERE 4 T DAk 15 355 kb B AV )
PERE. TIMIT HHR L KE S AR HUIZREE (Training set) WAL (Testset)  JF
KA (Development set) FIiFfL4E (Evaluation set) 514, LUMEHEAT AR AT S51)
PP RTINS R AR 55 A HE (R S0 SO, R H 4 rh IRV & S P AR R B
—, TCIRTE R B &SR AIE F A E AR

Aishell PR A SCEFH B4, H TSRS M. Bl e ok | ER =R
E ST 7 (38 ¥ 518 5 BoR 0 R A - Alishell RSS2 178 /N @15 8 &
B, B 400 ALyl NTEE, A IZRge 340 A, THEE 20 SN, RIESR 40
N, BN =E 2008 SEEREREEE EAT N, BRG] BRI ZRA R .

VoxCeleb1#1& —AH T Ui 1l NI T A T 8, e 5K H YouTube )
REAUARBTH, 9055 2P E AT S REA , 2305 48 th JE [ A3 K 2B S i T 4L 01 2,
FT 2017 KA . VoxCelebl 55 1251 £ 151 A 100000 £ 551 1 o IX L85 450U B
PEANBAARFER A BOLAMGER, BHRARNS SRS, BT a5 ks T
YouTube, &R E BEFMIAT MK AME, FEEIE DAL ES ZAFHIR
A%, R B U SRR AN BE VT A

LibriSpeech 4 &30 — AN H T 15 & WU A0 B0 4G AR BIF 76 (94 D8 X URTERLEE ,
42 1000 /N, BLE B 9000 N itE AN HTE B FEA . X Ll B ik 5 TH 134,
St oy B A E A N S S A HE, SRIIFES . thAh, ZEHRE S FEE
TEAREA, BT AR WA O, B2 RSO SRt A g, R E
ARIFHARERYE . AT7ERF AR, BEk el o g, BIEgEMNRLE,
XAERIRN I R 2-1 HIE T . RN AR 5 A S 10 STA I e M3 16 A ID AH R
DB S VU AN BTG N U 55 B T AN PRA .
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BE REOR

Z 2-1 LibriSpeech #iE&E

T Ui 1 N EE AN ISYINE S@NID; 174 7 (8]
dev-clean 20 . 20 & 5.4 337M
test—clean 20 H. 20 %« 5.4 314M
dev-other 175, 16 & 5.3 346M
test-other 16 B, 17 %« 5.1 328M

train—clean—100 126 . 125 & 100. 6 6. 3G
train—clean—-360 482 5. 439 &£ 363. 6 23G
train—other—-500 602 5. 564 &£ 496. 7 30G

2. A RSN

FEARRES, TEAGUE N s AR SR . B, XutimA
P AR RAREAT N, GRS . FAESR BRI SR P IR, R vEgnd ik
T U NIRRT SR SEAL . IR, BE 1 X PUREAS 18 S AT ik AL B i T i
RJa, 4TRSS T A DY R R R
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B=EF ETERIRMERWENBIHTG

AR BRGSO T R 48 R BB A 5 1%k o £E CycleGAN-VC2U7S5 R i Bt |
BEAT BCE, $RH T CycleGAN-L2 HIR SN 75 . 5 HABBI T AL, AERITIE
REREH ERXT DB, RN SO G IR H A ™ AR H

3.1 L

AN (GAND U B Goodfellow %5 ANAE 2014 42 H, eI EENH T
BRI o 1200 2 JE A B0 FE P AN L BEALPF: A S B A ) RIS A o A2 ()1 o R
GNP B E R A AR ISR, ARG R BRI SR FEAE B ISR B, )
AR SEURFEAE, A AR — AN B P R 2 E RN, 25 P I AN 75 A
— AR A RUIREARBE S AR I AR FINES, FUN AR VPSR AR 1 B SE M I 25 IR R s
R FIRIRS LS5 BN — A o0 2688, RO AR s A I R IR AR R AT 5%
M SZREAS, FB I FraL I R mHIAIGE J1. BN, ST 52 REAS, H5) 88 %t H B se
VEREAT IS, JRIG N S5 R BOME AR S st s 4 R s . AR SR ZRR B, ARk
TS HURFEARAR, 15 2% 305 I SEREA RN A s A i R BARE A AT IR, AR it
HSERB AR X G ST 4, @It & B IR R BT RAL, A s A1) ) 25 A
AR EL M RS 4, DS AR B e R 1 A

Goodfellow %5 AfEHEH GAN B 5] X7 Minimax 55 R 5. 2E as 77 B /M I e
B, TS BT . R RE R

(.= com+ [ (- () (3-1)

Horp FORPTAEHSEREARMMHE,  ()RFNEHE AR ERIBR.  ()RER

FUL NN A AT, ()RR R AR B A R A T LR
s a o Iy SE TPNIRE G

bt o B R HE RS, AR RO T I 4 1 N P A T R B . o
CycleGAN-VC2 TE 15 & Uy 85 2 M . TR —FA SR, M4
JSRT T X 2% SEILA — AN BEUE N IO TE B 4 s — A ULE NS, RIRREEE S NN A
FNEIRFE . FAA TAE RN 3-1 B, I AR Ot 0 0 26 45 MR A TR HE 5 45, 40
Alice [¥]7 % F1 Bob [¥) 75 5 AH FLFE 4, Rl 76 58— SO 2% R B50RN 5 03 S P45 2 Ry
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=T H A O DU S B B A T i

KO DR e 40 i PO 5 DR JEUA B SCRFAE

a3A — Sk k

AR Ga

QS TREXES

A — bk 1k

RGNS U S

. [

3-1 CycleGAN-VC2 B9 T 1E/RIE
B R AT TR )2 i 1l AN VR, LSRR B2 i il A S 43, 45 2 F CycleGAN-VC2,
BEAT P B — 0 — B, T Alice B H 448 K Bob WU &, SR JFURUOTE NI S0 15
B R AR 20 18 NS R AR . AL, CycleGAN-VC2 Joik BN
Y E NP B R b Oy 7R BB AR, A CycleGAN-VC2 il N & —Xf
— R AR L N 2 B, BIFE SRR AN R BR T P B A S 0E N IR REAS,
I ] 2 UL N B PUREANIE FREAS, FEx 2k s HOdEAT 38 A B, PRBE il
NH)EAAE S, IR m B i B e, A 15500 N R ASE TR A TGS o R A I SE A4

3.2 SEEMIBEIBFE S A
3.2.1 BB

N T IR R 5 i N ARG 2 (] 5 2R, AR SR A N 10 0 2% 5K
L N FFAE ) O3 A o A SCHI TR 52 B 1 XU A RL-VAEGANVEIWE FE R R K . 55
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RL-VAEGAN A [d], JAR s A0 10 FURe A 73 A AIEHREAS B 047, B AR R i
Wrh, FEAREEA A IEEFEAR IR . SR, (ESCBRRL A R, HEAT BB AR (1 By 4
I, AR AL B IR S AR . BRI, AR SCAR RS E 25 RE N B0 AR 14D ] Bof 19,2 2% 8 T
Ao ARSI H AR B AR MU B B AREOE, SR B R U AN I A

CycleGAN-VC2 H{{ff F L1 BHATHAIIZR, I BLAE BTG IR BIBE B4k, JE A\ fF
FI L1 8201 CycleGAN-VC2 F TXHHUREA B AE . Ay 7 A 70 [F) 453 5k o 500t B A 20 R
RIS, ARSCAE A L1 YEH0R L2 Y00 91 25 s BOHEAT 20, AR SR A T AL Tk e 2 =
() 7V R SR A R B X 2 IR 1 I R, 2 I 0 2 v oK Kk b 1 I BT

BeAh, ARSCERAE A L1 #AT R BREA I B, R IR A A L2, X2
N CYCLEGAN-VC2 7E I ZRAEE AL A A PR B 2 — AN Uil A B — A Ui il NS B0, 1
TERFAT RPN IR 2 2 AN U0ah AR R 2 AU At L1 Yo Kk &
BATCRLRHE A, T AR R B &, L2 YEH0R SR A &R 17 5 A
SEOTRR, R T AR AR R A . DRIk, L2 YO HRT DAE AR A 57 B 2 (RRRAE,
SEE S AR 5. TR A ST RIS, TESERH, CycleGAN-L2 KB fHIA
[l R BURE AR BT, 5 FA R B 88 5 2504 T LR

3.2. 2 &g

B5E, X EMHAT AR TR T, RIS EERAE: B (FO) |

g% (SP) « IRIEHEENSOL (AP) LARME/RIR B R 8 (MCEPs) . Hv, FO X
REFEESHER, SPACREEE S 241, AP RpnF 515 5 MIIRIE AL aist
PRIEAE A R BAR AR L, 1T MCEPs J2 X0 M /- A (8] ) S O3 AT HORFAE SR B . B SP
FO Al AP 2 &k, et 2 P FN v At T 75 0 A M o2 o 80, 2 oxe L BBOR SO I Y S
RIZATH (DCT) K135 MCEPs /&%, %I MCEPs REIATFE4EALHE, JEF A EHUE M
MCEPs #¥U1F 9 & FFFIE A & .

A A A A B U SR FR U ] 3-2 R0 3-3 B B 3-2 AT 3-3 X AN I R AT

i

BTG, £ 321, HRINGAERSE . REIIGERS ., o R
AR, L A AN B RSB BL L RN H B AR EE R
BEMPUEARIEF A 7255 BB L A NIERREA L RPN
BRrty e A A A R IR RS, ANIEAESE BB, R RN A IR R A AN A
IE 3 FE A 2 18] 1Y) 3 IR S PR 453 2K L R EIEEREARES L, R
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S BT AR O U AR R s B TV

o B O ZE R B AR, LS X DU A AT IR HE A, A AR B AN AR
(B AR E 2 IR A — Bk

I 3-3 0, BRNGEMS L, REINgGRESRS | . ERXANERET,

oo WA NPAE B B L WA HIEESEAR, A Ak
WREA, SR BL L WANVEREEE, BENPREANEREA. L 1
XA B B AR AR A A B AR, LS BUREARIE W AEA, AILAEZE —Fr B,
i B SR B B AR BEE AN A R B AR 2 R B A AR . L IR B
WEIEEN 0 BRI, L BRI IE R REA, U SR E R AR A
U LE A A 2 R AR 3 — B4R %

K 3-2 FIEL 3-3 sl g M ST X A R B A s e,
FEMFX R ENEREIEFEEA, W EE T X 75 R I AR
G710 7 NP i 297, S | I | < I (/s | | A=K G o

A — Sk ok

....... @ﬂmq

S BB

--ﬁ

& 3-2 I%idiE a

|
-
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Bt PR 2 2 A8

T3h —BUEBIR

B A 2EL 1F

LS RPN
P

3-3 iz b
e, T EH] FO. SP A MCEPs =Bk & N IR % & 4. Ff 5 AR K X it
FEARIIE W FEA ) MCEPs RN A A . 1, PAAEIEWFEA R MCEPs $51iE.
HIK, X MCEPs HHATHEZY JE 43 B IE W AEAN) SP. 2RJF, 18 B IR K K250 FO R A
PR HAE T, 1921 H FEEIURAE .

3.2. 3RKEH
A O TR 25 1K) B A s BRI RIS o ik, AR ST I3 30l D 2R B AH ) 25 1
thrmkm s Mo WA, KSR R EUE SON:
= 1+ + + 5 (3-2)
Hep R NAERAR USSR, NS BER, S
Bk, M RBEZH, HAUGE 10 15,

A AR IR TR R : 2 AR X BRI VS — ik (ANEE D
PUEREK o L B SR BR EUnR

(L= Ofeg(a- (L )]+
Olleg(t= € . )]

(3-3)
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Hr, A , REARBIEMSES ({adversarial, benignf € ) , fF
IEHEHIERES ({benign} € ) , adversarial Al benign 43 HiI4X 2% & SHURE A A IE
A FGAS, FERIIEEHEAET L ()4 R I B AT 5,
s AEREEE R EE R, AR, & H R L (O)FE
JR R BEAT F0] . A L 2 A8 2R A B 1 T SIS R A BB 2 TR] R X )

JIEER D, AR A AR IR e TR, B HI A I RE A B, ok s H ik 2
TR o o HA0 R PR BN T

0 - L )= (>[log (1 —
C - C - O+ (Hllog (3-4)
e N R )))]

Her, L ATAEmESEE, . BTAREREEE, KE O ERKIE

WHARBEAT AR, X R BABIESEAT A, AR L A L AR
byt A= i W | S | 2

AR —BUEAR K : A SCHE CycleGAN-VC2 H L1 Yok L2, FRAFRMIER—E
PR, BURRENTE:

«( .. .= ol - C - O)- 4
+ Ol I G (D) Py

CycleGAN-L2 #7522 fit (] GAN A AR Z AL E T B G SRAR P O i
P R AR Bt o AR L R, L E BRI AR A e

(3-5)

IR, iR , B 10 bR, L OOWARFEEL A PREE—1
BUREIRGF IS, B4 L ORSAERR—HdE, ARSI XN
AR —SER g, @A SR M mgds (= L (L Q)T

B, i mE AR, dafE L O ERASEEE ZHEERNAKR, Piikd
A A 3 o
S REHER K FIRE, ASCH L2 UHORA R B iy W ik i i, sk s o

T
C - . . )= Ol - ()= Al
+ Ol - )= 4l (3-6)
7 3-2 BRI FE a 58 B, L BN IEEEE, R R R IR
BiE, EK 3-3 MIZRFE b 5 ke, L IR EAREYE, W AR E
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SRELHE . BRAT ] L2 YOEOs N B AT 2. DDA BAR B SR i AN R — Rl
BRI, TRRAZM MR EHE, BAZMRE. I/ L1 AR M
siam e B RRE, ARERLF XS 2 R ESEAT IR, A L2 u A R ik
WAL, 776 BAEdE T BA 2 2REEE R EK.
FIR BRI R : KT HIB g, A SCHRE SON:
= 1t (3-7)

EFIRIES IR BRI, GRAIG I D ik S

EIRESIEN I
1( Ol (] +

)=
ol - C - O+
Ol (] +

ol @@= - )

oo, BIBIRE AR A I RO RV R R TR RO IR
(PR IK A ERROR A BB E R FAGE . () [041 % (D=1, JImI%
WO FROR R LSRR, 2 (=0 I, BB U H R R R K
ARG R ()=0.5, EIHIMIA IR SRR T M R . 5 R
B e T

(3-8)

()= Ol ()I+

of (1= (- C o)+
Ol I+

o (1= (- C . )

Hep, has REREX EENEGEMSdEaE | M L AR
JRAEMRRIEESEE, FnE MEHEX S BRI SdEeLE . M L H
AN A e AR ) B IR B 3 P 5 5 2 i e A AR R R A R, R
I HIN R

(3-9)

3.2. 4 &%

FEINGIT IR, SWGRM DA RSP H &, KA S nng . M
L L AT AREE oA L B R O A L BB IR R I Ak
SEIE RS FIRlEs o RE M, 7 X 73 1E W B0 R AR B T 208
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21X 43 ESRBHE RO AR B AR H AR

MNGRAT R0, SxF L AERIEEAEARMEE TS S L A
NIEFFEAT, 77 Az i A PR AR R FR e E IR B BB A 2 98% [ HERA 2, 1M H 4k
guef L BTG R0 H A S U AN UMY B HERR 2R AN AR BB, 12 F R
FOIR AR, REEARBIEE ST IIEEREAR, IS B0, BN S4Bk
PRI E . 2 L BN PR, fi s R 1E A 7 S48 B A5 AR Bl b
RNk ACHITERIFRN CYC-L2, HABCILHnEE 3-1 frr.

< 3-1 CYC-L2 {A{XHE

B 1CYC-L2

WM BAAFEA |, EEFEA O WBREA O, REC M, AEkE e L L L, AR
{ . L% M, pRE
W EEFEAR
1 WAk
2 e-1toE
3 fork « 1toK
4: - Lo O)
5: - - )
6 - . O)
7 -~ O)
8 - ()
9 - . O)
10:  Update
11: (©—  C »N+@- (N*+0- »N+@- M
12 (©—  C »+@- (N*+0—-  »N+@- »
13:  Update
14: @-  C »+a-  »+a-  C »+a- C »M
R D S D & Lo o RS G (G )
16: end for
17: %100 ~ 0
18: ( . () =o098and ( . () - ( . ())_lso
19: <0, <
20: end if
21:
22: end for
23:  Return
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3.3 SLINIRE

3.3.1 KIGIMEFIHIEE

AL SEN A CPU 4N 3.6GHz 1) Intel i7-12700KF, & K4 877 & 12GB [
NVIDIA GeForce RTX 3080Ti, W AFA 64GB [#) Ubuntu20.04 54t F KL

TEH HE KR T Librispeech, 23 i MHIEEL 10 NN (S A5, 54t
BANA 110 255 A8, 3L 1100 2% 5 S8 AR S286 . & NIEEL 10 26540, 3% 100
S SO T x-vector BEARUHEAT Uil NN A NIEEUIL 100 25 & 45, 3% 1000
S TR T A O IR O H AR BT PO BUREAR, Jorp 900 265 HTRE AR 900 2%
IEHFEAL R H AR BRI 25 CycleGAN-L2 #7454 AJI R 20 26540, 3 200 2%
BFASCAE (100 2R IEHFEA, 100 55 PUREAD FH TR ZRR00R

teAh, By PGD B & s o i) — B Bedy, wnik CYC-L2 BB 5% a8 PGD AL B
SHUREA AL BRI BT B, 84t RE B A F A B0t A2 AR, BT AAR ST A
PGD Hihi 483 30 VIR AR FF AR G H AR Bk R A P G i, %
A BB & I B AR, BT AR AR AT S 25 1 25

3.3. 2 1&BINB

ASCAE CycleGAN-VC2 1 [ 2E e as AHD 25 BEAT U 25, R SEBL T8 AR 2 48
IR, A x-vector AR i 1k AR AR

x-vector &AL —Fh A T Ui 18 AR IR AP I 27, 8 SR i vl AR 3=
TR o B E E (5 T A B REDE 4ERE 1 [ B2 A o XA 1) S8 4
PN x-vector, T HRUEIE NHFIE. x-vector 58 B RGBS HUNE 3-2 Fis: AiHZE
FEIIERIZERILE (TDNND , F T SRZFIE. SN2 R GTHELE, X2 TR
BIMFHEBAT R G . HLEMEINZREERZ, HILZEZ softmax 7. E-LEMN
segment6 HHEEEL H 11 A FRFIE ] & x-vector, softmax JZ 51 ) N %R T2 56 A1
¥

B
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& 3-2 x—vector BRHEH

Layer Layer context Total context Input X output
framel {t-2,t+2} 5 120X 512
frame?2 {t-2,t,t+2} 9 1536 X512
frame3 {t} 15 1536 X512
frame4 {t} 15 512 X512
frame5 {t} 15 120X 1500
stats pooling [0,T) T 1500T X 3000
segment6 {0} T 3000512
segment?/ {0} T 512X512
softmax {0} T 512XN

el 3-4 fios, A x-vector AR LI NP T EAH: MO (frame-level)
F)F R (segment-level) . ZEMIZL AR, JEAGTE & 155 Bl 43 BN BRI (8] 1 B
PR, ARG, WA I SRHE, Qg R AR5 1% REU(MFCC). Tk, £id 3
PO TE B 1 RS VA — ARG S TS AT I AR B, 25 SR8 Ui vl N e, i R I 2%
FUARSRA R TE S B, A M 75 B 2 54y BJS, SR TDNN SRS UL 5 (1R
fiE. BUNBEAS NI SR EAAAE TR a W, IR Bt S iz [a B A 7, B bUE
TDNN SRHEHUIZL A R IX A28 7] LS S i E 5 S IR P4 G R . R, 1%
B iAW) (4 U0 1 NARFAE X ORI A4 A 388 31 0] 7 S B AT 1 — D A 3

FER) TGO, I R H R IR AE ) AR G v AL 2 AT RS AL,
W LR AT FONRE . X —d BRIl — R A GoitHE se i, a0 vk Smi 5 i RRAE
(ROSSIELRbRHE 22, B AN [ P PRI TR A RFALE 7 0 6 ke g ] K B 1 ) AR A T
P, XL TGO R ) i 5 4 4% 2 A softmax i H 2 HEATALBE,  DLAE R 2%
(1) x-vector, AREVLUE N M GARFHE . BEAA)T ZOATH H 2 AMIZET 1 REAE 52
Y HLA DX 73 B PR AR AGE [
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