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Abstract



With the development of computer technology, the computer plays the more and more important ,
The scope of application of computer networkis becoming more and more widely,
Computer network have very close relationship with people's life. Society depends on
computer network is also growing.

Computer network is a system connecting two or more computers. A computer network allows us
er to exchange data quickly, access and share resources including equipments, application softwa
re, and information.

Data communications systems are the electronic systems that transmit data over communications
lines from one location to another. You might use data communications through your microcomp
uter to send information to a friend using another computer. You might work for an organization
whose computer system is spread throughout a building, or even throughout the country or world.

In the information age, information can help groups or individuals so that they benefit from, the s
ame information can also be used to pose a threat to them, caused damage. Therefore, the
computer network is very important.

Key words: computer; network; security;
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FZE MNEEFRRIEXLESINITIIE
3.1 TN — MR IKALE

S E R
TR AR AL AR AL E -
SEYIHh H 2544 B e S IS5
15 5 1) & 3 F % 2 22 AL
R Fh CLT AR
156 FH 255 B L T L P A
U7 7] R C B Ay A 7 s R
fic & 3 Bh 7
BLE PC ¥ &R 2Z AL
fic B 4 W T
EEE MAC Huhl3
BRI INE R
SEYI AR D I
fE55 1. EFEBIZZ AL
IR 1. & S1 5 PCL,

PR G BA0R PCL LA RS 232 OGNl ST Bl &% OAHE.

i PCl, #R)5H8 Desktop (HM) &k, ®EFEZIET KT H Terminal (

Uit ) o
RAFLOmBCE M UL FEA R BEA, A5 HRT 0K (HhiE):
Bits Per Second (ffbfi%{) = 9600
Data Bits (£#fifi) = 8
Parity (#FH#:H:) = None (JC)

Stop Bits (fF1kA7) = 1
Flow Control (Ji&E$%Hi) = None (L)

DEC R ST W 6%, % Enter FEASZIHIE R W HE

~

Presas RETURN to get started!

FLINE-S5—CHAENGED: Interface Vlianl, changed state to up

SLINE-5—CHARNCED: Interface V1ianS3, changed state to up

FLINE-S5—CHARNGCED: Interface V1ianS3, changed state to administratiwvely down
45¥S-5-CONFIG I: Configured f£rom conscle by consc le
s13] -

i — —
¥ PC1 = | [ ——
| FPhysical I Config | Desktop | Software/Services |
I

erminal X
Version ID : WOz -
CLEI Code Numberxr : COM3EOOBRA
Hardware Board Revision Humber : Ox0l1
Switch Ports Model SW Version 5W Image
- 1 b4 WS- CZ2960—-24TT 1z.2 CZo96¢0-LANBASE-M
Cisco IOS Software, CZ9680 Scoftware (CZ560-LAWNBASE-M), Versiom 1Z_.Z(Z5)F¥X, RELEAS
E SOFITWARE (£fcl)
Copyright (o) 1386-2005 by Cisco Systems, Inc.
Compiled Wed 12-Oct-05 ZZ2:05 by pt_team
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IR 2. RALR.

SERE T U 2 6%, WIRASE, i Hdi  CheckResults (Fdxghi®), AAEMILLFEE
(R 2L 1 AR 8 o

£5%% 2. WE&M CLI B

SR FERPPATESTEAN 2 BEREETHGLSYIE.

P PATECS, AT IR TARA R 4

AU 2. ] enable & HEANRFRBATEI.

Switch>enable

Switch#t

FERTEN > 2R #

Sl»en

51

IR 3. TERFBHUTIR U 2. IHER AR T Hm AP,

H5MAPAPATH M, WEFEZ TGS B T iRARE w5, AR L
Bt & iy & A H a4 .

IR 4. BHE AR E A

Switch#tconfigure terminal

Switch(config)#

Slfconfig t
Enter configuration commands, one per line. End with CHTL/Z.

AR 5. ERREERNXTE®A 2. HEEAEEHmLIIE.
S 6. K S1 FLEANENA.

5] {config) $hostname 51
51 (config) §

HUR 7. AR 3] VLAN99 (14 L1 B A L

fiH interface vlan 99 &8I 8 IFAER 2] VLAN99 42 L E B A,

51 {config) #interface wlan 93

AU 8. R IP Huhk 172.17.99.11/24 FRE VLANO9 FEayEH:1,

il ip address A1 no shutdown & HCIERARY 1P Mokl /FMFERD H S .

51 {config-if) #ip address 172.17.99_.11 Z55_255_Z55.0

51 {config-if) #no shutdown

AR 9. ARFEH| Fa0/18 4% M E B,

5l {config-if) #interface £fal/18

PR 10, W HBEIR BN access.

N T bR LR AR, FEAEA  switchport mode access A& 8 Hup = EE
N access.

51 (config-if) #switchpors mode access

A 11, ¥ VLAN99 Z)Fesas .

NTik Fa0/18 #:0 7824 VLAN 99 Kk, FHEAH  switchport access vlan 99
[iTRc

51 {config-if) fswitchport access vlan 33

IR 12, BHEENRERA.

K exit ABRHBEORERN, #EAEREERA.

5l {config-if) exit

DU 13, BEAFEH] G L B AR



51 {config) #line console 0
51 {config-line) §

IR 14, R ERNTIEAN 2. BEREETHGSIE.
SR 15, BIAI4 cisco.

5l {config-line) fpassword cisco
51 (config-line) #login

AR 16, i end A& iR EIRFBIATRIE .

5l {config-line) fend
51¢

BRO1T. kEai R
SERCH LR YN 31%. RN, 1EHRSE  Check Results (Ku#ghR), ABHWFLLTE
BRI A R TE AR
1555 3. 8 F5 BIAL ] B L )
B’ AT B IR RN clock 2.
Sl#tclock ?
RE—/NED, Bl set (E).

5lfclock 7
et Set the time and date

SCIR 2. A Bh R B i B st BN S BT (]
Sl#clock ?
set Set the time and date

S5lfclock set ?
hh:mm:s3 Current Time
Slfclock set 12:12:12 7
<1-31> Day of the month
MONTH Month of the year
S5l1fshow clock
*1:51:37.17 UIC Mon Mar 1 1333

Sl#clock set ?
hh:mm:ss Current Time

Sl#tclock set 12:12:12 ?
<1-31> Day of the month
MONTH Month of the year
ko 2 i, HEBTEANBECE VL. WEREAN clock nnv/xﬁﬂ?l:é*ﬂ
Eﬁ%%ﬂ@é%%&, B2 HI % Incomplete command message (AEEBHIWMAEE) HEE,
L R L R e =
EE*“%QHT%¢£% O E, WWAH  show clock (ERWI8h) 74 .  7E: Packet Tracer
FEA B BN FTEC B M IERR TR . BARSS S5 R, SERCE 0 el 31%.

Slgshow clock
*1:51:37_.17 UTC Mon Mar 1 1353

ﬁ&% 4: i) AL E Ay vf&"iﬂ%
% 1. BEERIIWARMNS.
752Hj show history (rn[isidsk) d. idFEVH 7T£20m4.

S51fshow history
en
config t
show clock
show history



Step 2. HE X IR A2 HE
BB K G Telnet ZRESHCEMN. B EREFTRANmSHEREN 35,

5l {config)#line consocle O
51 (config-line)fhistory size 35
51 {config-line)fline vty O 4
51 {config-line) fhistory size 35
AER 3. A Py s A RN E L
R EER AT, FRRORH show history 1. RIRERMIMASMN YL LIRTZ .
S5lfshow history
en
config t
show clock
show history
line consocle 0O
config t
show history

W 4. KB R.
SERCH S EER Y 50%. WA, 1ERTE  Check Results (Ku#ghR), ABHWFLLTE
BRI LA R TE AR
1145 5: ECE & T
1. KRAEHBIEN Cisco 10S #IAFRRA,

S5l1¢show wersion

Cigseco I0S Software, C2960 Software (CZS960-LANBRASE-M), Versiomn 12 _2(25)FX, BELEZS
E SOFIWARE (fcl)

Copyright (c) 15%86-2005 by Cisco Systems, Inc.

Compiled Wed 12-0ct-05 22:05 by pt_team

IR 2. KA INE T Cisco 10S MRE.

Slfshow flash
Directory of £flash:/

3 -—rw- 4414521 <no dater* cif%g0-lanbase-mz_ 122-2Z25_FX_bin
2  —rw- 4570455 <no dater cif%c¢0-lanbase-mz.12Z2-25_5EEl_bkin
5 -—rw- gle <no date> wlan.dat

32514048 bytes total (2342805& bytes free)

32514048 bytes total (23428056 bytes free)

?i%?lﬂﬁqjﬁ%/l\ﬁﬁzko HETI#E IR AS R ¢2960-1anbase—mz. 122-25. FX. bin.
B3 MERSMAAFER Cisco 10S WUZEZ.

féﬁ@ﬂﬁ@%ﬁ? R BL R 4

H: BIRIER] LALE Packet Tracer A4, (EHAZHNAL S INE N A+ 51 H 1) 2
S

Packet Tracer AEERX AL LR boot system (JESHRA) v 1Fs, HULA TS 45
W, SERCE AN 50%.

51 {config) #boot system flash:/cZ2960-lanbase-mz.12Z2-25_5EEl _bin
S1(config) g

1145 6: MCE PC H¥ & 23z #l
1. H IP Hbhb/FMHERD 172 17 99.21/24 Ft&E PCl.
BH A, RI[EIE] Desktop (H[H) HEIi+.
i IPConfiguration (IPERE), # IPHibki&% B N 172.17.99. 21, W4T ML E
N 255.255.255. 0., W FE.
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(B pc1 -

IP Configuration

IP Configuration

) DHCP @ Static
IP Address 172.17.99.21
Subnet Mask 255.255.255l0

Default Gateway

DNS Server

IPveE Configuration

i ) DHCP ) Auto Config @ Static
IPwe Address
Link Local address

I IPwG Gateway

IPvE DNS Server

E
SRR 2. K PCL BN LMY Fal/18.
i F BB 5% PC ) FastEthernet ¥ 538l F) Fa0/18 i AHZE. W FE.
e [E=N ISR

B Cisco Packet Tracer - C:A\Users\Administrator\Desktop\{S2= HELsE=m)ISret=\=elimme 1
File Edit Options View Tools Extensions Help

- “|§| =] (o q|/°/o/°|m'~:';-__'

Logical [Root] Mew Cluster Mowve Object Set Tiled Background Wiewport
AR ==
172.17.99. 21
= e
= PSS
PC- f
PC S

172 17 99351 Fal/18 Ig

—
172, 17.99. 11
Fal/24 2960-24TT

x
Server-PT s1 %
=

< i | G r@'

Time: 02:05:21 I Power Cycle Devices Fast Forward Time Realtime

) W Fire Last Status Source Drestinat]

=== ) ()6 ] B T =
[ Connections [ new |[ Delete . e o s
W ; - . = 19:45
Ciss cl e el - C i T )
« = i | 3 =0 01309726

IR 3. MR S1 5 PC1 2 [A] A& iE M .
£ S1 5 PC1 Z[AlH. ping. RIRERR BT LK, (HN MEEKRT. (i K.



i Pl T s e sw 0202y
FPhysical Config Desktop Software/Services
Command Prompt [ = |

ommand Line 1.0
11

9_.11 with 32 bytes of data:

Minimum = 0Oms, Maximum = 1lma,

]

MR 4. KB R,

SERE NN 69%. WIERAE, 1Hd;  Check Results (FuE4EH), BEMWLT
BLH A R T8 o

1155 7: FCE X TALEZ

WIR 1. B ERTTRE R E .

£ PCl L, i%&#¥ Config (FLHE) EIIF. ¥ FastEthernet IR EN 100 Mbps
AT, .

B pc1 [ e
Physical Config Dresktop Software/Services
[ GLOBAL -
I Settings FastEthernetO
[ Algorithm Settinas Port Status W Oon
[ Firewall Bandwidth Auto
[ IPWE Firewsall 10 Mbps ® 100 Mbps
I I% Duplex Auto [

L Bt Sty et @ Full Duplex Half Duplex

MaC Address 0060.5C58.CD23 =

IP Configuration
DHCP

@ Static

IP Address 172.17.99.21

Subnet Mask 255.255.255.0

IPwe Configuration
Link Local Address:
DHCP
Auto Config
@ Static
TPwa Address r

]
S 2. f§iF Cisco 10S 4% E Fa0/18.
R A S, & Terminal (ZKum), AAFMEH D .  Sl(config)#interface
fa0/18L Sl (config—if)#duplex full S1(config-if)#speed 100



51 {config)f#interface fal/s18

51 {config-if) #duplex full

Sliconfig-if)§

(LINF-5-CHANCED: Interface FastEthernetl,128, changed state to up

SLINEEROTO-5-UBPDOWN: Line protocol on Interface FastEthernet0/18, changed state
to up

SLINEEFROTO-5-UPDOWN: Line protocol on Interface V1an9%, changed state to up

51 {config-if) #apeed 100

Sliconfig-if)f

AUR 3. W S1 5 PCL Z A H)EE M.

M ST ) PC1 K ping. AIAERRZE220F LI, HREBERNT).
Slgping 172.17.55_Z21

Type escape seguence to abort.

Sending 5, 100-byte ICMP Echos to 172.17.35%.21, timecut is 2 seconds:

Success rate is B0 percent (4/5), round-trip min/avg/max = 0,/0/0 ms

W 4. KEER.

SERE LN SN 81%. WA, 1EHSF  Check Results (Ma&ZER), EHEWLLTE
BRI A R TE AR

145 8: &3 MAC Hhik%

AR L RENTTARE) MAC M.

il Server (5 %%) —> Config (FtHE) &K —> FastEthernet. MAC #uit Ny
0060. 3EDD. 19A3. #I R,

[®Ezz ESRIEN =)
—— s T N e W traee ey
Physical Config | Desktop Software/Services |
| [_eLoeaL - FastEthernet0 E
( Settings Port Status on
[ Algorithm Settings Bandwidth Auto
|__SERvICES 10 Mbps @ 100 Mbps
{ ;HTFCF; Duplex Auto
[ TFTR @ Full Duplex Half Duplex
( DNS MAC Address 0060.3EDD.19A3 3
[ SYSLOG IP Configuration
[ AAA ) DHCP
[ NTP @ Static
[ EMAIL IP Address 172.17.99.31
[ FTP Subnet Mask 255.255.255.0
[ FIREwWALL i
[_IPv6 FIREWALL IPv& Configuration
: | INTERFACE Link Local Address: i
[ FastEtherneto ©) DHCP
| ) Auto Config
| _|| @ Static -1
|

&
IR 2. WCE TFTP RU57 2SHIERAS MAC Hbiik.



BCE TFTP 2057 28 (UFRAS MAC Hhbib 5, AZHRMLAE 2 4R 2 R Ad F AN i K A% H 1
NG AR E. £ S MAEREERT, Bix MAC bk 252 #L ik R
S1(config)#tmac—address—table static 0060. 3EDD. 19A3 vlan 99 int fa0/24

51 {config) #mac-address—table static 0060.3EDD_1933 wlan 99 int £falsfZ24
51 (config) #show mac—address—-table

HIR 3. KIGEAS MAC HulEIR T MAC Huhkd.
Sl#tshow mac—address—table
Mac Address Table

Vlan Mac Address Type Ports

99 0060. 3edd. 19a3 STATIC Fa0/24
99 0060. 5¢5b. cd23 DYNAMIC Fa0/18

S1#
WHYER PC1 ) MAC Hbhib R U sh SdINr . g H R BAER IR T ERM PC1 ping
S1 I Ta) K4

5l1fshow mac-address-table
Mac Bddress Tabkle

Vlan Mac Address Type Borts
33 00&80.3edd 15323 STATIC Fal/Z4
33 0080 .5c5kb._cdZ3 DYMAMIC Fal/slB

51l

A 4.0 MR ST 5 PCL Z (A &Esd 1

M S1 [\ PCL KiH ping. WIREFT EAMF JLIK, (BRSHERLDY

Packet Tracer NEZRIAT 2 TFor. AT LA HALFIE R B A 1% H IR A RT 2% I
&, miecisHbar 4. HARSERE, SERE N 81%.

Slfping 172.17.9%.21

Type escape sSeguence to abort.
Sending 5, 100-byte ICMP Echos to 172.17_.99_.21, timeocut is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/5/22 ms

155 9: BRI HALEE
8 F BB 20K 2057 25 B FastBEthernet I 53 #eHL ) Fa0/24 ¥ I AHIZE .
IR 1. HEANZ] Fa0/24 )F ORC &R

Slfconfig terminal

Enter configuration commands, one per line. End with CHTL/Z.
51 {config) #interface £fa0/24

S5l{config-if)§

IR 2. K ORI EN access.

Fium A% BN access, HEE RS & IE AR,

51 {config-if) §switchport mode access

IR 3. % VLAN99 4pHiehsil.

¥ VLAN99 yficshimid, ik Fa0/24 #1078 VLAN 99 IR .



51 {config-if) §switchport access wlan 53
Sl {config-if)§
SLINE-5-CHANGED: Interface FastEthernet(0/24, changed state to up

(:LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/Z4, changed state
to up

AIR 4. K S1 BES ping HEROTEE.

M S1 ping #57ds. AIREHREZWLF LK, (HN HBERMI).
Slgping 172.17.55_31

Type escape seguence to abort.

Sending 5, 100-byte ICMP Echos to 172.17.33%.31, timepout is Z seconds:
!

Success rate is 60 percent (3/5), round-trip min/favg/max = 0/0/0 ms

SR 5. KBRS E &0 BT A .
TERFRHATI T, K Eshlic B 2 HI 2057 8% . LI NZFE EALR R RERS, 155
N7 e 1P Hidik 172.17.99.31. RTHK XM, 6% Enter fFRHERIN A4

Slfcopy startup-config tftp:
2ddress or name of remote host []17 17Z.17.33_.31
Destination filename [S1-confgl?

WIR 6. RRRGTRANAETE .

BLAIWT G B B DRI R BT A, R RGT AR, REHRT Config (BLE)
IR . 2455 A1 TFTP RN A Sl-confg M. ¥F: Packet Tracer ANHETE AU MR DY
MRS RS E . A

F k|
® Emas L= 5 ]
Physical Config | Desktop Software/Services |
[ GLOBAL -
[ Settings TFTP
[Algurithm Settings Service @ on ) Off
[ sEmvICESs
( HTTP File
[ DCE c1841-ipbasekd-mz.124-12.bin
[ LEIE c1841-ipbase-mz.123-14.T7.bin
I DNS €2600-i-mz.122-28.bin
[ sysLoG c2600-ipbasek9-mz.124-8.bin
( AAA c2800nm-ipbaseka-mz.124-8.bin
[ NTP c2800nm-ipbase-mz.123-14.T7.bin
[ EMAIL €2950-i6q42-mz.121-22.EA4.bin
I FTP C2950-i6q412-mz.121-22.EAS8.bin
[ FIREWALL c2960-lanbase-mz.122-25.FX.bin
[ IPwE FIREWALL c2960-lanbase-mz.122-25.5EE1.bin
[ INTERFACE ptlDUD—I-mz.lZZ-ZS.bIn
[ Fastetherneto pt3000-i6q4/2-mz.121-22.EA4.bin
.
b

&
LR 7. KRB R,
SERCE TN 2N 100%. WA, EH; Check



Results (K&ELEH), &BH MWL T Z A A AR5 K.
SN S R K or #r
AT 7 AN IIR KA E, BEWe BATHC B HM LI AL &

3.2 T2 2— EMMX B E

3.2. 15 H K
T REI I E
3. 2. 2 SR B B SEVIME 5%
PATZ ML AR AT B AT 5%
B3 VLAN
Sy BRG] VLAN
WL FE AN o
K56 VLAN FRE
XA ML IR ERE )5 FH H 4k
o 56 4 i
{#7E VLAN FeE

3. 2.3 ST AP IR

55 1: PATIRAZ ML E

PATIR A B AL E . Packet Tracer RATRHEALFEHNLLVES -

Ao B ML EHLA

AEH DNS #r k.

BHATHRA D AECEN  class.

NEEH G IEZIE D4 cisco.

N vty EEBCELS  cisco.

1145 2: BCEIFFHOE AR M EE

fEAMBER A TP b AEAM ORI E S & PC BRI,

155 3. fEACHML LECE VLAN

R 1 ML ST QIS VLAN,

HEEREERATHEH vian vian-id #4% VLAN IRINBIAZHML S1. AR FHE
BCE VU4 VLAN, )37 VIAN 2 )5, ¥ T vian BCEHEA, BB DUEH

vlan name f3&A VLAN $8EHLFR.

Switch (config)#vlan 395
Switch({config-vlan) §
2LINE-5-CHANGEED: Interface Vlani3%3, changed state to up

Switch (config-vlan) fname ManagementaMative
Switch({config-vlan) fexit

Switch (config)$#wvlan 10

Switch (config-vlan) fname Faculty/Staff
Switch (config-vlan) fexit
Switch({config)$wvlan 20

Switch (config-vlan) fname Students
Switch (config-vlan) fexit

Switch (config)#vlan 30
Switch({config-vlan) fname Guest (Default)
Switch (config-vlan) fexit

Switch (config)$

IR o KIGAE S1 _EBISTf VLAN,



i  show vlan brief AR VLAN &4 Rzt T,

Slgshow wlan brief

VLAN MName Status Ports
1 default actiwve Fals1, FalO/sZ, Fal/s/3, Fal/ 4
Fal/5, Falys&, Fals7, Falds8

Fa0s3, Fa0/10, Fa0/11, Fal/12
Fa0/13, Fa0/14, Fal/15, Fal/lé
Fald,17, Fa0/s18, F=0/1%, Fal/ /20
Fald,s21l, FaO/s22Z2, Fa0/723, Fal/lZ4
Gigl/sl, Giglsz

10 Faculty/5taff actiwve
20 Students actiwve
30 GFuest (Default) actiwve
55 Hanagement&Native actiwve
1002 fddi-default actiwve
1003 token-ring-default actiwve
1004 fddinet-default actiwve
1005 trnet-default actiwve
s1

IR 3. FESHRML S2 A1 S3 _LRECE 44 VLAN,
P HE 1 Higa& 78 S2 F S3 LISz Ffdr44 VLAN 10, 20, 30 A1 99. ] show
vlan brief & fIGHDE 27 1EM .

52 (config) §vlan 53

52 (config-vlan) fname Management&MNative
52 (config-vlan) fexit

52 (config) #vlan 10

52 (config-vlan) fname Faculty/staff

52 (config-vlan) fexit

52 (config) #vlan 20

52 (config-vlan) #name Students

52 (config-vlan) fexit

52 (config)#vlan 30

52 (config-vlan) fname Guest (Default)

52 (config-vlan) fexit

52 (config) exit

52¢%

%55Y5-5-CONFIZ I: Configured from conscle by consocle

S5Zgshow vlan brief

VLAN Name Status Ports

1 default active Giglsl, Giglsz

10 Faculty/staff active Fal,11, Fal,/12, Fal/ /13, Fal/ /14
Fal/15, Fal/s1&, Fals17

20 Students active Fal,18, Fal,/1%, Fal/20, Fal 21l

Fal/f2z, Falyf23, Fal/sz24



53 (config-vlan) fexit
53 (config) #vlan 10
53 (config-vlan) fname
53 (config-vlan) fexit
53 (config)#vlan 20
53 (config-vlan) fname
53 (config-vlan) fexit
53 (config) &#vlan 30
53 (config-vlan) fname
53 (config-vlan) fexit
53 (config) fexit

53§

Faculty/S5taff

Students

Fuest (Default)

%55¥5-5-CONFI& I: Configured from conscle by conscle

S53gshow wlan brief

Status Borts

actiwve Fal,1

Fal/13
Fal/17
Fa0/21
Biglsl

IR 4. 1E S2 A1 S3 A H ML 43 Be sy VLAN.

WZEH 1 LRy Bk . 788 DR E BT 8

Fal/le
Fal/sZ0
Fal/Z4

Fa0/2, Fa0/3, Fa0/4
FaO/&, Fa0d/7, Fal/s
Fa0/10, Fa0/11, Fa0/12

, FaO/14, Fa0/15,

, FaO/18, Fa0/19,

, Fa0/2z, Fa0/2z3,

, Giglsz

switchport access

vlan vlan-id 24 04 ECY% VLAN. Packet Tracer ¥ R ¥ NEEAHEHE —1NED
(PC FriEfemfz ) A7 9F ). — BT, &

Tracer AN FiZims .

52 (config-if)#interface fal/&

52 ({config-if) #awitchport access wvlan
52 ({config-if)#interface fal/11
52 (config-if) $awitchport access wvlan
52 (config-if)#interface £al/18

52 ({config-if) #awitchport access wvlan 2

52 ({config-if) fend
52¢

30

10

wJ A H

£5¥Y5-5-CONFIG I: Configured from consaole by console

S5Zfcopy running-config startup-config

Destination filename

[OK]
sz

[startup—config] 7
Building configuration. ..

7E S3 _EEEMFENMS.

53 ({config) #interface

53 ({config-if) #awitchport access wvlan

fal/se

53 ({config-if) #interface £a0,/11

53 ({config-if) #awitchport access vlan

53 ({config-if) #interface £al/18

53 ({config-if) #awitchport access wvlan 2

53 ({config-if) §end
53%

30

10

%5¥5-5-CONFI&= I: Configured from conscle by consocle

53fcopy running-config startup-config

Destination filename

[OE]
53¢

[startup-configl ?
Building configuration. ..

interface range

4, {H Packet



PR 5. HE SN
1 S2 FAf#FH  show vlan id vlan—number fy4EE WFLts 12 0ll4s VLAN 10,

SZgshow wvlan

VLAN Name Status Ports

1 default actiwve Giglysl, Gigl/Z2

1a Faculty/staff actiwve Fa0/s11, Fal/12, Fal/13, Fa0/14
Fa0ys15, Fal/fle, Fal/ 17

20 Students actiwve Fal,s18, FalO/s1%9, Fa0/20, Fal/ 21
FaOys22, Fal/f23, Fal/fz4

30 Fuest (Default) actiwve FaO/se, Fal/7, Faldslfgd, Fa0/s3
Fa0/10

a5 Management&Mative actiwve Fals1l, Fal/2, Fal/3, Fal/ 4
Fal/s5

1002 £ddi-default act/unsup

10032 token-ring-default act/unsup

1004 fddinet—-default act/unsup

1005 trnet—-default act/unsup

VLAN Type SAID MTT Parent BingMo BridgeNo 5tp BrdgMode Transl Transz

1 enet 100001 1500 - - - - - a a

1ad enet 100010 1500 - - - - - u] u]

20 enet 100020 1500 - - - - - a a

--More--

AR 6. HCE R VLAN.

EI VLAN R EECE M TV AL B D Re M VLAN. G A G e il 48 B A &
VLAN, JB2 VLAN 1 ¥AENERL VLAN, HEFEZONE ! VLAN J3iC 1P HuhbAl-7 e . S2#k
PURIEE HTTP. Telnet. SSH = SNMP BEATEEE. [KJ4 Cisco ZZHALIIH FECEK: VLAN 1
TENERIL VLAN, FrLUK: VLAN 1 FIEEEE VLAN AR ML, B EANEREERH
HURIAEAT F P BRI GE R B B VLAN. EASCIGHT I R &S, RIMTCLKE R VLAN &
4 VLAN 99.

FEORERNT, [/ ip address @A NTHENDEETE 1P Hikit,

5l {config) #interface wlan 93

5l (config-if) #ip address 17Z.17.5%5_.11 Z55.255_2Z55.0
51 {config-if) #no shutdown

Sliconfig-if) ¢

52 (config) #interface wlan 9%

52 (config-if) §ip address 17Z.17.93_.12 Z55_255_Z55.0
52 ({config-if) #no shutdown

52 (config-if) ¢

53 ({config) #interface wlan 9%

53 ({config-if) §ip address 17Z.17.53.13 Z55.255_255.0
53 ({config-if) #no shutdown

S3{config-if)$

OB FHE i, A B L2 [BE AT @R TP JEAE, SRAMET ML R BEE R D0 lC 4 VLAN
99 FuH, XUEFEHEREERZEDIAEAL. KN VLAN 99 BCBE NEE VLAN, Bt PAMEA 43
% VLAN [ 3ty 1 #8240 /8 B 11, I H N 203X e 1 SE P22 R4, 3801 m] LG R 311X 4%
ity 11 R4 o

IR 1. NETE AL B R Ak B R AR FUARTE VAN,

WAk AN AIPER:, BRSNS HATE VLAN FIfEE. BB, 4k
@ T HrA VLAN, 1 N DB A& T —A VLAN. Qi SRAZ LRI = FF ISL Fi1 802. 1Q VLAN
B, A gk R E WA . A 2960 A2 HHLAN S HF 802, 1Q



Hhdk, BT DAEAR SR ) AR i 7 AT A T v

AAIE VLAN 43 Fc s 802. 1Q Hrdkum . fEFHFhH, ARAE VLAN /& VLAN 99, 802. 1Q H4k i I
THROREZAS VLAN e (EhridiE), WCRBRIEAR VIAN FIRE (LheiditE) .
802. 1QHH 4kt 1244 TLARIC T B K LRI ALEVLAN, P24 ToARicyi B VSR B A A
fiE VLAN FAS#ML3R . £EA JSAME VLAN ff) IEEE 802.1Q kruErf, Hd—I0 191 H 8 2 4
P P HFALS LAN TP E RTAMCIERRE ). S TARGIME, A4E VLAN FI/EH 2
7824 v A I 1 s RSB AR R AT . BIERR AR VLAN 1 BAAME VLAN {ENAAE VLAN,

oL (eomitg-it)tomseahport mede runk

51 (config-if) §switchport trunk native wlan 53

51 {config-if) §interface £al/ 2
51 {config-if) §awitchport mode trunk

Sliconfig-if)$
(LINEFROTO-5-UFDOWN: Line protocol on Interface FastEthernetl/Z, changed state t©
o down

(LINEFROTO-5-UFDOWN: Line protocol on Interface FastEthernetl/Z, changed state t©
o up

51 {config-if) #awitchport trunk native wlan 53

51 {config-if) #end

S51%

52 ({config-if) #interface £fal/1
52 (config-if) $awitchport mode trunk
52 (config-if) §awitchport trunk natiwve wlan 935

53 ({config-if)#interface fal/2
53 ({config-if) #awitchport mode trunk
53 ({config-if) fawitchport trunk native wlan 935

{#H] show interface trunk 2456 4% 1B B H

S1fshow interface trunk

Bort Mode Encapsulation Status Hatiwve wlan
Fald/1 on B0OZ.1g trunking a5

Fal/2 on B0OZ . .1g trunking a5

Eort Vlans allowed on trunk

Fald/s1l 1-1005

FalsZ 1-1005

Bort Vlans allowed and active in management domain

Fal/s1 1,10,20,30,59%

Fal/Z 1,10,20,30,55

Eort Vlans in spanning tree forwarding state and not pruned
Fal/1 1,10,20,30,9%9

Fal/Z 1,10,20,30,595

Slf

IR 8. KIS HRHL 7] &S REALIEE
M S1 ping S2 1 S3 [ AL,



Slgping 172.17.9%3.12

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.17.9%9_.12, timeout is 2 seconds:

Success rate iz &0 percent

Sle#ping 172.17.9%.13

Type escape sSegquence to abort.
Sending 5, 100-byte ICMP Echos to 172.17.3%5%.132, timecut is 2 seconds:

Success rate iz &0 percent

13/5),

13/5),

IR 9. M PC2 ping H'EFHL. WA 3.2.2 Fizs.

round—-trip min/avg/max = 0,/0/0 ms

round—-trip min/avg/max = 0,/0/0 ms

¥ pcz2

Phys=ical Canfig Desktop

Software/Services

Pinging 1 -17.1
timed out.
timed out.
timed out.

timed out.

Ping statist
Packets:

BPCy»ping 1

Pinging

Ping statistics
Packets: Sent

o

1

with 32

with

Packet Tracer PC Command Line 1.0
BCxping 1 -17.10.21

{(100% loss),




% L. s W)

Physical Config Desktop Software/Services

Command Pr mpt | I |

PCyping 172_17_55_2:

Pinging 172.17.9%5%_2]1 with 3Z bytes of

ed out.

ed out.
[ |

B9 out -

B9 out -

Ping statistics for 1
Packets: Sent = 4, a, oSt 4 (100% loss),

BCyping 172.17.20.25

Pinging 172.17.20.25 with 3Z bytes of data:

simate round trip
Minimum = Oms, Maximum = 0Oms,

pey|

o
B 10. ¥ PC1 #3235 pC2 AH[FEIM VLAN .

i;%iu PC2 ¥ (S2 Fa0/18) CL/rBCE| VLAN 20, IMiiEH:%] PCL (G (S2 Fa0/11)

a/\@aiu VLAN 10, 4 S2 Fa0/11 %t 1 B8 4> B2 VLAN 20. 25 it 1T J&@ (1 VLAN, i
3 156 ARG ) VLAN sl e s SR /0 BERT ) VLAN 25, %30 V¥ E 3 BAHT Y VLAN

EPﬂﬂlJli%o Wt K.

52 (config-if) #interface £al,/11

52 ({config-if) #awitchport access wvlan 20

52 (config-if) #end
5ig



® pC2 b = B |

Physical Config Desktop Software/Services

time=1lms TTI—
time=0ms TTII—=
2 time=0ma TTL=1
time=0ms TTII—=

(0% loss),

Approximate round trip times in

Minimum = Oms, Maximim =
BCr»ping 17 7.10_21
Pinging 17Z2.17_.10_.21 with 32 byt
3t timed out.
> timed out.

> timed out.
> timed out.

Lost = 4 (100%

SR 11, & PCL B IP HhhEFIZE .
¥ PC1 9 TP MihEsE N 172, 17. 20. 21, F WIFERS FIERIA WX 3¢ AT ALRAEANAS o 8 FH 38
YERH) TP HuhEF R ENL PC2 ping FHL PCl. tFE.
¥ pC2 EENEERT)

Physical Config Desktop Software/Services

> timed

> timed
st timed

> timed o

Ping statistic:
Packets: ! - =Y =t 4 (1l00% loss),

BCy»ping 17Z.17

Pinging 172_.17

Minimum = Oms, Maximom = lms, Awvera

E Mail PPPoE Dialer Text Editor

b — v
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