'&mmmmﬂmmm.rmmm.w

SwsaN EEXZE neve T2 B oD $0RKEK B
B iR 5[] Feen | ipare =+ 1021681102 or ip.det== 102,168,102 | T 1y e o
MNo. Time Saurce Drestination Prn-b:n:nl Lengih [nfo -
Wl S S WY S T & el e i 8o T RSl ey et e L e N o B S L) Rt By - Rt Tk 1 bl o Tl WA TR
953 97. 2500200 192.168.1.102" 106,187, 54. 210 TcP 54 fmgames > htip [ACK] Seqs1277 Ack=59%4 win=4
| 954 97.2503690 106,187, 54,210 192,168, 1.102 HTTP 247 WTTR/L.1 200 Ok  {applicationsjson)
| 955 97.4460230192.166.1.102 106,187, 54.210 TP 54 imgames > http [ACK] Seqel2?? Ack=6ld? wined.
456 108 B60504 192 168_1.102 106.47.217. 148 TcE &6 abhaccuray > hrrp [SvM] Seqe0 winef10? Lens0
957 109, 011307 190.47. 217.148 192.1468.1.102 TCP &6 htip > abbaccuray [5vM, ACK] Sﬂﬁﬂ Ack=1 wim
e F 958 109, 011448 192,168.1.102 199,47.217.148  TCP 54 abbaccuray > http [ACK] Segel Ackel winel728
+f'_.. }] -’-&- 95 L0 DLFOG) 192 . 166, 1. 102 199.47.217.148 HTTF 230 GET Ssubsoribe?host_Int=274302865%8ns_nap=125
4 Tittp > abbac "ur.1_ ;
‘ I - " - - - . - ] - 2 - '
£9 = ® Frame 963: 54 byres on wire (432 bits), 54 byres captured (432 bits) on inmterface O
3@, F 99 ||« ethernet [I, Src: Tp-LANKT_74 :bT:3a (b0:48:73:74:bF:3a), DST: Prodrive_26:12:bF (00:0F:11:26:12:0r)
1 Irt-ﬂ‘n:‘l.‘ Prntncn1 'u"l:r:'inn 4, ir'-: ‘.I.'Eii.i? E:L? 115 {:I.'H 4? H.? 1*3}. ht 191‘.53 u L :I.'Ell‘ {:I.‘-I'IL:I.E-'B 1 1030
11_%_ Jﬂu‘ ! S ) = = | 9 H 1 THN ¥ST | N L L
WO R RS E R 3 DY R
. L A 00 B ¥ R R
= *ﬂii;fg o020 Ol 66 OO S0 06 Ca 47 a2 E? a2 ED o0 00 O ED E-l épé P
QU30 ©C b3 3b %a 00 @ e A
R hE A4S ) Miosoft: \Devicel6F_{A9TT9€22-1504-... | Packets: 4396 Displayed: 4103 Marked: 0 | Profle; Defsult

WireShark %) ~iX JLAN A
T
SONFERBIR B,  FUERRER H Ak, 305

1. Display Filter(\w. 7~ id € 28),

2. Packet List Pane(3}1.51%),
tAE,

3. Packet Details Pane(EH 415 5), it 7

4. Dissector Pane(16 H#1|1%d)

5. Miscellanous (- £%, Z415)

Filters

ipsre ==192.168.1.102 or ip.dst==

192.168.1.102

¥* | Expression.. Clear ALpply Sawve

il LI 2 AR & H 2,

K15
ZJUHFKEET, DERTRMERD E OFEMEL . mfdekitm.,
it e AR 2 7 B AR A AR R & i A s Hh s R B FRATT 7R EL RS R

LA AT WA,

¥ {4 FHwireshark B,

15 %Uj(i EI/J )—[J%'fm T Y:E)_L:F%



— MR RIS, Wi E A BB, HIRAESE IR AT 3k B P AR Al K

— MR IR EAS, FSREIERIREA, DR R ZMids. fECapture -> Capture
Filters HiX &

1t Filter # &, 3HIFFilter R A R )G, AiiSave #%4l, B4, LLun"Filter 102",

e

fll Wireshark: Save Filter

-Save Filter as...

ip.sre ==192.168.1.102 or ip.dst==192.168.1.102  Filter 102 I

Help OK ][ Cancel

Filter 2 L nt22 7 N"Filter 102" 1341,

Fiter: ip.sre==192.1568.1102 or ip.dst==102.168.1.102 |;| Expression.. Clear Aoply Cave  Flter 102

A \ \)

Rk AN
1. PrsGd e
Ltk TCP, RE/RTCP WrX.

2. 1P i 3E

tban ip.src ==192.168.1.102 o xiEHibEy 192.168.1.102,
ip.dst==192.168.1.102, Hiziht Ay 192.168.1.102

3. i L)

tcp.port==80, 1y 80 )

tep.srcport ==80, R~ TCP WS i s o4 80 H.

4. Http #2Xt J&

http.request. method=="GET", = H E/~HTTP GET 4 7£/7.
5. WiRIzHAT N AND/ OR

e R

HERIE Hi

33




http REBHTTP Pl iids
ip.src ==192.168.1.102 or ip.dst==192.168.1.102 Uitk e H An ik 2 192.168.1.102

A

ESKEN

BASRM AR, 5, KA, Jiihk, Histhhkh, i KE, DAHBEER. IR
w LA BRI R BRSO 1 AR A B B

PR ] DUE X 28 Bos Bt i B, - View ->Coloring Rules.

Me. Tirme Tource Drectin atian Protocol Length Info
LI . I_F CF DuUp ACk 257 B0 r TR [ACK

¥ (Packet List Pane)

M_F 1484 [TZF PRLFansmI=s 10 [ cagnant of 2

TCR 66 [TCP Dup ack 29745 ] 8577 > http [ack]
L1228, 15¢ . ¥ TCF 530 [TCP Retransmissin SegNenT ot A
G e J1GE, 1L, 12 o E.194 TCp s P DUp ACE 257#46]1 8577 = http [AcCk] seg=-:T72
. 55?532'3 L'Lf-'l- S0.142. @0 .1'53 1.102 HT TP 264 ATTR/.0 204 not Modifiad

271 1a. 5680360 1%2 15431 . 102 1801065, 255,118 Dkl JB standard guery Ox3dee 4 www. blogjava.net
272 14.5685810 192,154, 1, 102 180,154, 255.118 DM 75 standard guery Oxodbe & weww CpEpblog. Com
273 14. 5695380 192.148. 1, 102 130.163.255.118 D= 73 standard guery Oxbana o wew. hud1ang. Com

274 1E.FSDDECICI 162 . 16a3.1. 102 114 80142 .50 TCP 54 8561 = http [ack] =eq=2084 Ack=471 win= 1EEE|D L

140, G0 1o, LaE, 1, TL0: ' Jhd [TCP Retransmission] HTTRAL, 0 304 Wot Moo
17 1A, 5 L1468, 1, 1% 14, 80,142, G0 P 68 [ToP pup AckE 274#1] 8561 = http [Ack] sog=200:
277 .DE::LSEE-:] 180,143, 255,118 . .1, EI:L Standard guery

rezponsa Oxcdbe & 61.155.16%.1
27 17 0637590 1%2 1531 . 102 180163, 2655118 Dhl= J7 standard guery 0x7272 4 wews hjsnglish. com
279 17, 066l740 180,154, 255,118 192.1%4,1,102 DM 169 Standard guery response Oxbaga CHAME www, huid
280 17. 0683610 192,148, 1, 102 150.163,255.118 D= 74 =tandard guery Oxz9ad o www. Chinaz. Com
281 17. 0690520 180,163, 255,118 1o2.163.1.102 D= G2 standard guery responsa Ox30es & G1.1535.16%.1
282 17.0F535401%2,164,1, 162 180,164, 255,116 MS 1 standard guery Oxlalé & blog. 39, net
283 17.1430580 150,148, 255.118 1%2.153.1,102 DHS 175 standard guery response OxFT2T2  CHAME www, hiler
284 17.14 55140 1%2.1658.1, 102 180,143, 255,118 Ch= 75 standard guery 0x54%3 A down.adminG.com ]

HAaEa= B (Packet Details Pane)

AR A TB B, R BB W R i — 7R
BATIE BN

Frame: e 2 (5t i
Ethernet I1: Hoafi ki 2 LA IEL 5 B



Internet Protocol Version 4: HE:WE 1P 13k 38 &

Transmission Control Protocol: £44)2 T R B3 E E, b2 TCP

Hypertext Transfer Protocol: rif 2= e, ik HTTP X

- -

] — - — o
[ w [

Fle Edit “iew Go Capture Analyze  Statistics  Telephory  Tools  Internals He

B Eogee DEHREE A T LIINEE

Filter:  http * | Expres

Ma. Tirne Source Diestination Protocaol
o, 71955600 192,165, 1. 102 239.255.255. 250 SSDF
1o 3. 72025000 1%, 168, 1. 102 239,255, 255,250 SSDP
29 6,05659500 192,168, 1.102 199,47, 217,148 HTTP
360 B.085353700 192,168, 1,102 195,47, 217,148 HTTP
49 f, 72037400 1%, 168, 1. 102 239,255, 255,250 SSDP
BH 10. 6614540192, 168.1.102 Bl.155.169.116 HTTP
By 11.3457020 601,155,169, 116 1%2.168.1.10 HTTP
121 11.67352307192.1658.1.102 114.80.142. 90 HTTP
1532 11.6839850 19,1658, 1.102 114.80.142. 90 HTTP

133 11.6884 7080 192,108, 1,104 114, 80,142, 90 HTTF

=1 T A4 -1 -1 SRS S -1 ST =1 A~ ™ =1 =-1 S~ b T B | _" - r _" 1————r—

4| i |

F Frame 29: 250 bytes on wire (2000 bits), 250 bytes captured (
+ Ethernet II., src: Prodrive 26:12:bf (00:0F:11:26:12:bF0. Dst:
+ Internet Protocol wersion 4, Src: 192.168.1.102 (192.165.1.10
+ Transmission Control Protocal, src Port: ssslog-mgr €120403, D

[+ Hypertext Transfer protocol

M BT LUE #lwireshark i3k 2] I TCP &/ RSB .



s o R o

Elo Edt View GO Capte Anave Statistes Telesh
dEded EERESS X es

| Fiter: |£rtp
e Tirme Source Destinatic
103 2. Be721500162,168.1.102 220181
= F:'-;-j.‘-. -:_"f'."-'-' 'h-'. iﬁ = = i I_ "
1 i e N ']

ol @ Frama 103: 331 bytes on wire (2648 bits),
# Eghernet II, Src: Prodrive_26:12:bf (00:=0f
0 15 16 31 # Incternet Protocol version 4, Src: 192.168.
= Transmission Control Protocol, Sre Port: ¢
=S0urce port: commling=awl (11940)
pestination port: hrep (800

[Etraam mdex: 2]

sequence number: 1 frelative saquence
[NexT sequence number: 278 (relatiwe
acknowledgnent number: 1 (relative ac
Header Tlength: 20 bytes

® Flags: Ox018 (P3H, ACK)

window s72e value: 4320

[Caleulared wimdow si2e: 17280]

[window size scaling factor: 4]
Ehecksum: 0x5dd3 [validarion disabled)
= [seqsack analysis]
[Bytes in flighw: 277]

ERX, FA EXftwireshak A 7 HI2 TE,  DAERNTE —DTCP =X TH5L41



TCP — Vi

I.I».I'H
1
T

2 i IRsSiE
& s syn ) _
W T SYN=1 Seq =X
=X —_—
B it e
svn+acklf T, FEE
SYN=1 ACK=X+13Sea=Y FI1EFSHY ER/F
. B X1
& PR Eackif T, . .
EEEEREYZ ACK=Y+1 Seq =2
AR S Y+

XEBREAELRZE T, XRJEATHwireshark SZhra 8 F =72 F R,
FTH wireshark, T K841 N\ http://www.cnblogs.com/tankxiao

7t wireshark H#i Ahttp i17€, SRGE%E T GET /tankxiao HTTP/1.1 BIAR 4k, ARG
M i"Follow TCP Stream",

AR H RSN 1A 25 3 AT s A S A B, RS R R~ 1A


http://www.cnblogs.com/tankxiao

—
ot

T S — — ::;zr----r
ﬂnng from Microsoft: hDE"l.I'IEE!\LN FF LAGS5RFZZ2-1504-AFAD-80G7 -DCO1681ASFSCT W rk 1.8.2 (SW
i a -

Fle Edt Wiew GO Capture Analyze  Stafistice  Telephony  Tools  Internals  Helo

= AN EEXZEE Qe T2/I[EE Qaan| #
Filter: | tcp.stream eq 5 v | Expression...  Clear Apply
No. Time Source Destination Frotacol Bength Info
o8 206015100152 168,18 Bl.1533.16%)116 TCFP 66 foliocorp > http [Svn]
09 20619756061 155.169 . 116 1%2.168.1. @ TCP B8 http > foliocorp [SYN,
B0 20, 61l9900]1%,, 168 1.8 Bl.1533.16%1116 54 foliocorp = http [ACHK]

Bl 20, 644780192 168 1.8 Bl.155. 09,106  HTTH S48 EET srtankxiao HTTRA1.1

B2 20, 6729570681.155.169.1168 19.. 1.5 TCH 1466 [TCR =agment of a reass
B3 20, 673765081.155.169.118 19471680, 8 TCH 1466 [TCF segment of a reass
Bd 206738607192 168.1.8 .155.169.11a TCRF 54 foliocorp > http [ACK]

e

I

Frame &1:_ N ire (F584 bits), 948 bytes captured (7584 bits) on dntert
Etherneat :ﬁﬁiﬂﬁ wa_ 25212 bt {DD:DF:ll:EE:lE:bgj, DS HuaweiDe_ BS:ho:cs |
INternget r vcoeor we =0l 4, SPc: 192 165.1.8 (102 1688.1.87, Dst: &1.155.160. 114
Transmission Control Protocol, src Port: foliocorp (22420, Dst Port: hrtp (800, ©
Hypertext Transter Protocol

K a] DU Blwireshark #8383 T =B F =830, BN A ZHTTP 1, Xt
B HTTP B2 HTCP &1 .

B EHFEE

FH R TR
F P RIE—ATCP, ArENASYN, o508 0, ARURE M umis RELERE. WA



ﬁ Capturing fram Microsoft: \Devicey\NPF_{AS95539F 22-1504-4F4D-8067-DCOL6E1IASFIC) [Wireshark 1.8.2 (SVN

File Edit Wwiew Go Capture Analyze  Statistics Telephnﬂg Tools  Internals Help

Bueee te2e AT a2 I(EE @aam @
Filter:  tcp.stream eq 3 - | Expression.. Clear Apply
Mo,  Time Source Qe stination Protocol Length Info
58 20.600151001%2.168.1.8 £l.155.169.116 TCP 66 foliocarp » http [SYN]
59 20.619736061.155.16%9. 116 192.168.1.8 TCPR 66 http = foliocorp [3YNM,
B0 20. 6199200 19%92.168.1.8 £l.155.169.116 TCF a4 foliocarp = http [ACK]
Bl 20. 6244780 192.168.1.8 £l.155.169.116 HTTP GdHE GET /Tankxiao HTTR L.1

o 11

+ Frame 58: 66 bytes on wire (528 bhits), 66 bytes capturad (528 bits) on interface

+ Ethertet II, src!: Prodrive_26:12:b0fF (00:0F:11:26:12:hf), Dst: HuaweiDe_6hihoich

+ Intertet Protocol wversion 4, Spor 192.168.1.8 (192.1658.1.8), Dst: G61.155.1659.116

- Tramnsmissdaon Control Protocol, Sre Part: foliocarp (22420, Dst Port: http (800, !
Saurce part: foldocorp (2242)

Destination port: http (80) TCPE—XIEF:

[Etream Andex: &
Sequence number : (relatiwve seguence numhber)

Header length: 3 es
o Flogs + Ox0t2
Window s1ze wvaiher olb?

[Calculated window size: B1592]
3 Checksum: Oxdbae [wvalidation disabled]
H Options: (12 bytes), Maximum segment size, No-Operation {(NOP), Window scale, M

5 R T EE

MR 55 28 & Bl i, AREAN SYN,ACK. #41A 7 5 (Acknowledgement Number)ix B N
SIS N n 1 BLED 0+1=1, W R
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-
i Capturing from Microsoft: \Device\MFF_{A2559F22-1504-4F4D-8067-DCO16E1A9F9CY [Wireshark 1.8.2 (SVN

File Edit Miew Go Capture Analyze  Statistics Telephorny  Tools  Internals Help

= @&l 2 A¢s»aTEER @Qaal| @
Filter:  tcp.stream eq 3 - | Expression..  Clear Apply
Mo.  Time Lource Diestination Protocol Length Infe
58 Z20.60151001%2.168.1.8 B1.155.16859.116 TCP 86 foliocorp » http [SvM]
£S 20.810726081.155.1680. 116 192, 1688.1. 8 66 http > foliocorp [SYN,
B0 20.6815959200152,.168.1. 8 B1.155.16859.116 TCP 4 foliocorp > http [ACK]
Bl 20.624478015.2.168.1.8 pl.155.16%9.116 HTTP G483 GET /tankxiao HTTP/L.1

I |

-

Frame 5%: 66 bytes on wire (528 bits), 66 bytes captured (328 bits) on interface
Ethernet II, Src: HuaweiDe_65:bc:c6d (54 :a5:1b:65:hc:cad), Dst: Pradrive_z6:12:bf
Internet Rrotocol wer=jon 4, src: 61.155.169.116 (A1.155.16%. 1160, Dst: 152.165.:
Transmission Control Protocol, src Port: http (80), Dst Port: Toliocorp (22420,

source port: http (800 s

Destination port: fToliocorp (22420 TCP%_LAE?:‘*

[ELream index: §

Sequence number : (relative sequence number)

Ackrnowledgment number tf 1 | (relative ack number)

Header Tengthy
4 Flags: Ox012 ) (Sv¥N, ACK)
wirdow s9ze AR,

[Calculared window size: 8102]
& Checksum: OxSebd [validation dizabled]
Options: (12 bytes), Maximum segment size, No-Operation (MOP), window scale, N
[EEQ/ACK analysis]

0B

=R R

R i R R IEHRINEL(ACK) SYN #r:Ehiy 0,ACK br&Arly 1.9F HAEARSS 28 & Sk ACK (]
B 5 B+ A 8 TR RIE A 5 S HAE SR OIS ISN #9+1, 4~ Kl:



i Capturing from Microsoft: \Dewvice\NPF_{AS339F22-1504-4F4D-8067-DCOLEE1AOFICY [Wireshark 1.8.2 (SVN

File Edit Wiew Go Capture  &halyze  Statictics Telephoty  Tools  Internals Heln

BE e BEXEE AesaTLIER QaQD @
Filter: | tcp.stream eq 3 * | Expression..  Clear Apply
Mo,  Time Lource Diestination Protocol Length Info
Ly 20.6015100192.168.1.8 Bl.155.169.11a TCP 56 foliocarp = http [SVM]
L0 20.081597s60 61.1558.1609.11a 192.165.1. & TCP 66 http > foliacarp [SYM,

a0 20.81550200158..168.1.8 0l.155.165.116 54 foliocorp > http [ACK]

Bl 20,6244 7801562, 168.1. 8 01.155.168%.11a HTTP GAR GET /tankxiao HTTRP/L.1

| I

-

Frame &0: 54 bytes on wire (432 bits), 54 bytes captured (432 hitz) on interface
Ethernet II, src: Prodrive_26:12:bft (00:0f:11:26:12:bf), DEt: HuaweiDe_6i:bC:Ch
Internet Protoco] version 4, src: 192.168.1.8 (192.168.1.8), Dst: AL.155.169.114
Transmission Control Protocol, src Port: foliocorp (2242), Dst PoOrt: http (0],

Source port: Toliocorp (2242) .

Destination port: http (80) TCP S5=xiEF

[rteam dndex: &

Seguence t'll_JI"ﬂhEt": (relative seguence number)

Ackmowleadgment number: T | f(relative ack number)

Header Tlength: 20 bytes

Flags: O0=x010 I{ACI{:‘J
window size value: 4236

[Caleulated window size: 165044 ]
[window size s<aling factor: 4]
Checksum: Oxdedd [validation disabled]

L‘H‘%5E%/ACH analysis] =
IX PR T TCP =BT, & 7%

0 HH E

http://www.cnblogs.com/TankXiao/archive/2012/10/10/2711777 .html
1. 15 B SR

[a] http: 5PN
[b) ip.addr == 192.168.1.106: 552 ip bk, 1ERIELhRE
B

[c] tcp.port == 8080, 5 iml15, TERYELIRENE .

PA_E N BELONE SR T80, A RERBR A WETFRIGEZEIE, B
https://d. book118. com/556151144223010145
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