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Abstract
Electronic medical record management system based on

verification—working double blockchain

As Blockchain technology has become a mainstream solution to the
centralization problem  because of its characteristics  of
decentralization, non—tampering, traceability, openness and
transparency. In addition to the most well-known cryptocurrency field,
blockchain is also widely used in fields such as supply chain and
identity authentication, and has received great attention from many
countries and institutions. However, in practical applications, small-
scale blockchains are not safe and reliable enough. Due to the nature
of the blockchain consensus mechanism, if a 51% attack is launched on
the blockchain, it will directly make it unable to work normally.

Although a 51% attack is almost impossible in a large-scale
blockchain due to the high attack overhead, the attack overhead of a
51% attack in a small-scale blockchain is often within the acceptable
range of the attacker. In addition to the online 51% attack, the
attacker can also bribe the node administrator offline to achieve the
same effect as the 51% attack. When the profit obtained by the attacker
from the attack is significantly higher than the attack cost, the
blockchain system has extremely high security risks. In order to solve
this problem, this paper proposes a verification—work dual—chain
architecture as a solution. The working chain is a small-scale
blockchain responsible for business in the original system, and the
verification chain is a large—scale public chain that provides a root
of trust for the system. Working—chain nodes regularly upload the
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verification information of working chain blocks to the verification
chain. When the working chain is attacked or disputes arise, normal
nodes can restore the working chain or hard fork the working chain
according to the degree of attack according to the verification
information on the verification chain.

In the medical field, the electronic medical record system (EMR)
is closely related to the life and health of patients. If the EMR has
accidents such as downtime and data tampering, it will cause
inestimable losses. In addition, many attackers also target high-value
private medical information of patients, waiting for an opportunity to
obtain high profits by leaking medical information, so EMR requires
extremely high security. In order to solve the problems of low
credibility such as data traceability and auditing caused by the
centralization of EMR, many researchers have begun to combine
blockchain technology with EMR, but currently all researchers’ research
is based on a single blockchain EMR system , ignoring the security
risk of EMR when the scale of the single chain is small, so this article
chooses to complete the verification in the field of EMR - the
realization of the work double chain, the working chain is responsible
for the EMR business related content, similar to the blockchain in the
single—chain EMR system, dealing with the end users of EMR. The
verification chain is responsible for the verification of the working
chain blocks. In addition to performing normal working chain
maintenance, the nodes of the working chain will also upload their own
block hash values to the verification chain, so that when the data of
the working chain is tampered with, nodes can restore the working chain
or hard fork as needed.

The main work of this paper is as follows:



1. Design and analyze the verification—working double—chain
architecture. In order to avoid confusion with the “double-chain” term
with different meanings in other studies, this paper makes a
standardized definition of the verification—working double—chain; for
attack detection in some scenarios, this paper designs a passive
verification process for regular self-inspection and an active
verification process to meet the needs of nodes; in order to reduce
the impact of the working chain after being attacked, this paper also
designs the hard fork strategy and its feasibility of the normal nodes
of the working chain under attack , analyzed the possible impact of
single—chain attacks on the working chain and the reason why the
double—-chain system can solve the single—chain problem.

2. Design and implement the EMR system based on the verification-—
working double chain. This paper analyzes the requirements of EMR
software and designs the overall architecture of EMR. The EMR business
of the system includes functions such as identity registration and
patient management, which can meet the needs of common EMR scenarios.
In order to fit the real scene, the EMR data type designed in this
paper simulates various medical data, and uses IPFS off-chain storage
technology to reduce the pressure on the blockchain and increase the
degree of decentralization; This article explains the functions and
functions of blockchain in the architecture of each layer of EMR; in
addition, this article also explains the selection of blockchain
technology, analyzes the advantages and disadvantages of various
blockchains, In the end, I chose to use Ethereum 2.0 and related
technologies to develop an EMR system based on the verification—work
double chain; in order to maximize the degree of decentralization of

the system, in addition to using blockchain technology, this paper also
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uses IPFS off-chain storage technology.

3. Through experiments, the progress of the EMR system based on the
verification—work double chain in terms of efficiency and security has
been verified. This paper conducts test experiments on the business
efficiency, working chain function and attack scenarios of the EMR
system based on the double chain. This paper implements a single—chain-—
based EMR system with the same EMR module and working chain as the
double—chain architecture, and performs the same tests on it. The
experimental results show that in the test environment, the EMR based
on the dual-chain architecture has an additional performance loss of
less than 10ms compared to the EMR based on the single—chain
architecture, but the normal nodes of the dual-chain architecture can
detect 51% attacks in 0.8s and carry out blockchain recovery or hard
fork, which is impossible for a single—chain architecture. This article
also analyzes and infers the possible reasons for the evaluation
results.

Through the above work, this paper shows that the EMR system based
on the verification—work double chain has better security than the
single—chain EMR system, and can effectively restore the working chain
in the face of low—centralization attacks. In the face of highly
centralized attacks, hard fork references can be provided according to
node requirements, and the efficiency loss caused by the double chain
is almost negligible.

Keywords:

blockchain, EMR, double blockchain, Ethereum
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