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Server Information

Responsive Trus
Sener banner ngin1.4.1
Sener 03 Unknown

Sener technologies

Threat level

& acunetix threot level Acunestix Threat Level 3
Lavel 3: High One ar more high-seventy type vulnerabilbies have been discovered by the scanner. A
malicious user can exploit these winerabilities and compromise the backend database andfor

— deface your website.

Alerts distribution

Total alerts found 20

O tigh o
& Medium 2 e

0 Low "

& Informational 1 l
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V Scanning prafile will enabledizable diferent besta [or group of tests| from the test database.
Scarning profle: | Default A

._f’ Scanning zettings allows you o adjuzt scanning behayiar b the curent scan =),

Scan zettngs: Dref ault - | Cusiomize

+| Fave reparting data to dalabaze

Cresving oplions

j':tl_ These oplions wil deling the bahaviour of the crawle for the curent scans. IF vou want b maodify
the general crawler behaviour, you should goa o zettings.

Define st of LRLz to be proceszed by crawler at start

: e’
acunetix
| < Back | Mext > | Cancel |
Scan Wizard @ i
Scan Type Targﬂ't
Fleaze wait until the zcanning & inshed. You can azo aduist detals zuch az operaling syctem, webszever,
. techinology or chenge the base path. By erteing thess detals vou can reduce the zcarning time.,
aigel
Ll Target inlomnation
Finizh
L 1 L

Basz path s

Server hanne nginst1 4.1

Target URL hitp: AtesihirlS svulnweb com: 807

Cperating spsiem Linkrown

Webberver hgine

Uptimize foi following technologies

acunetix Status: Done

< Back || Hewut » | Cancel
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m
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Acunetix Threat Level 3

| ™ acunetix threat level

Lewvel 3: High

Total alerts found

iJne ormore

high-sewerity type
vulnerabilities have
been discovered by the
scanner. A malicious
user can exploit these
vulnerabilities and

@ High

& Medium

@@ Low

@ Informational

| Targetinformation

http://testhtmlS vulnweb.c |(2))

Responsive

Web server banner
Crperating system

Web server
Technologies

true
ngirng/l.4.1
Unknown
nginx

L)

11135 requests

D oemiemerbas AL
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Web server
Technologies

4 [IF
[ Statistics

5Can time
Mumber of requests
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4 fIF
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nginx
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3 minutes, 45 seconds
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270.04 milliseconds

1
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o
)

Progress

A ih ReportZE B 45
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Do you want to import it now?

=i

feg

Fla | | Cancel
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Acunetix Website Audit

29 June, 2014

Ariivir Voreew

4. RAE S

#@ Cross site scripting (verified)

Clas=zification
CI/SS Base Score 4 4

-Access Vector: Netwaork

- Access Complexity: Medium
- Authentication: None

- Confidentiality Impact Mone
- Integnty Impact: Partial

- Bvallability Impact: Nona

CWE CWE-79
Affected items \ariatio
f 1

@ DOM-based crogs site scripting

Classification
CYss Base Score: 44

-Aeccezs Vector Netwaork
-Access Complexrty: Medium
-Authenticaticn: Mone

- Confidentiality Impact: Mons
- Inte gnity Impact: Partial
-Availability Impact: Hone

CWE CWE-T79
Affected tems Vanatio
/ [
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@ nginx SPDY heap buffer overflow

Classification
CVES Base Soorer 5.1

- Bccess Vector: Metwork

- Bccess Complaxity: High

- Authentication: None

- Confidentiality Impact: Partial
- Inte grity Impact: Partial

- Bvailability Impact: Partial

CWE CWeE-122
CVE CVE-2014-0133
Affected items Vanatio
Wab Server 1
@ Vulnerable Javascript library
Clasgification
CVas Ease Score: 6.4
-Access Yector. Network
- Access Complexity. Low
-authentication: Monea
- Confidentiality Impact Fanial
- Inte grity Impact: Partial
- Bvallabiity Impact: Mone
CWE CWE-16
Affected items Vanatio
fstaticapplibssessvars |5 1
@ XML external entity injection
Classificatian
CVWsS Base Scoe: 6.8
-Aecazs Vecotar Metwoaork
-Access Complexity: Medium
-Authentication: None
- Confidentiality Impact: Partial
- Inte grity Impact: Partial
-Avalabilty Impact: Partial
ClIE CWE-611
Affected items Varnatio
Hforgotow 1
¢ HTML form without CSRF protection
Classification
CWSES Base Score: 2.6
- Access Yector. Network
- Access Complaxity: High
- Authentication: Mone
- Confidentialty Impact: Mone
- Inte grity Impact: Parhial
- Avallabilty Impact: Monae
CIWE CWE-352
Affacted items Vanatio
! 1
¢ Usercredentials are sent in clear text
Classification
CWES Base Scora: 5.0
- Mpoeas Veetor Metwerk
- Access Complexity: Low|
-Authentication: None
- Confidentiality Impact Fartial
- Integrity Impact: None
- Awailabilty Impact: Mone
CWE CVVE-31D0
Affacted items Vanatio
! 1
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@ Clickjacking: X-Frame-Options header missing

e e il

Claasification
CWss Base Score: 6.5

-Access Vector: Netwaork
-Access Complexity. Medium
-Authentication: Mone

- Confdantiality Impact: Partial
- Inte gnty Impact: Partial

- Availability Impact: Partial

CWE CWE-E93

Affected items Vanatio
Web Sarver il
€ Login page password-guessing attack
Classification
CVs3 Base Score: 5.0
-8ccess Wector: Mebwor
-Access Complexity Low
-Authentication: Mone
- Confidentialty Impact: Partal
- Inte grity Impact: Mone
- Availability Impact: Nona
CWE CWE-307
Affacted ilems Yanatio
fMoain 1
@ OPTIONS method is enabled
Classification
CVSS Base Score: 3.0
- Arress Vector Matwork
- Access Complexity: Low
- Authentication: Mong
- Confidentialty Impact: Partial
- Inte grity Impact: Mone
- Awallability Impact: None
CIWE CVVE-200
Affected items Vanatio
Web Server 1
@ Possible sensitive directories
Classification
ovee Baze Score: 5.0
- Access Vector: Network
- Access Complexity: Low
- Authentication: Mone
- Confidentiality Impact. Partial
- Integrity Impact: None
- Availability Impact: None
CWE CWWE-200
Affected itemns Variatio
fadmin 1
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@ Possible virtual host found

Classification
CVsSs Basze Seore” 5.0

-Access Vector: Network

-Access Complexity: Low

- Authentication: None

- Confidentiality Impact: Partial

- Inte grity Impact: Nona

- Availability Impact: None
CWE CWE-200
Affected tems Wanatio
localhost 1

@ Session Cookie without HttpCnly flag set

Classification
CVss Basze Seore 0.0

-Access Vector: Nelwork
-Access Complexity: Low
- Authentication: None
- Confidentiality Impact: None
- Inte grity Impact: None
- Availability Impact: None
CWE CWE-16
Affected tems \anatio
[ 1
@€ Session Cookie without Secure flag set

Classification
CVES Base Score: 0.0

- Access Vector. Network

- Access Complaxity. Low

- Authentication: Mone

- Confidentialty Impact Mone

- Integrity Impact: None

- Awailability Impact: Mona
CWE CWE-16

Affected items Vanatio
/ 1

& Password type input with auto-complete enabled

Classificalion
CVES Base Score: 0.0

- Access Yector: Network

- Access Complexity. Low

- Authentication: None

- Confidentialty Impact Mone

- Integrity Impact: Mone

- Bwailability Impact: Mona
CWE CWE-200

Affected items Vanatio
.lI 1
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By >«
Scan of

Scan details

Scan information

Start time 2014/6/29 14:30:59
Finish time The scan was aborted

Scan time 8 minutes, 10 seconds
Profile Default

Responsive True

Server banner nginx/1. 4.1

Server 0OS Unknown

Server technologies

Threat level

;-ﬂ ccunetix threat level
Lewvel 3- Hi-gh

Acunetix Threat Level 3

One or more high-severitytype vulnerabilitihave been discovered by the scanner. A
malicioususer can exploitthese vulnerabilitiasd compromise the backend database
and/or deface your website.

Alerts distribution

Total alerts found 20
@ e 0
@ ediunm 2
B Low 7 R
a Information 1 B
al

Alerts summary

@ Cross site scripting (verified)

Classification
CVSS Base Score: 4.4
— Access Vector: Network
— Access Complexity: Medium
— Authentication: None
— Confidentiality Impact: None
— Integrity Impact: Partial
— Availability Impact: None
CWE CWE-79
Affected items Variatio
/ s
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@ DOM-based cross site scripting

Classification
CVSS Base Score: 4.4

— Access Vector: Network

— Access Complexity: Medium

— Authentication: None

— Confidentiality Impact: None
— Integrity Impact: Partial

— Availability Impact: None

CWE CWE-79
Affected items Variatio
/ BS
@ nginx SPDY heap buffer overflow
Classification
CVSS Base Score: 5.1
— Access Vector: Network
— Access Complexity: High
— Authentication: None
— Confidentiality Impact: Partial
— Integrity Impact: Partial
— Availability Impact: Partial
CWE CWE-122
CVE CVE-2014-0133
Affected items Variatio
Web Server s
@ Vulnerable Javascript library
Classification
CVSS Base Score: 6.4
— Access Vector: Network
— Access Complexity: Low
— Authentication: None
— Confidentiality Impact: Partial
— Integrity Impact: Partial
— Availability Impact: None
CWE CWE-16
Affected items Variatio
/static/app/libs/sessvars. js s
@ XML external entity injection
Classification
CVSS Base Score: 6.8
— Access Vector: Network
— Access Complexity: Medium
— Authentication: None
— Confidentiality Impact: Partial
— Integrity Impact: Partial
— Availability Impact: Partial
CWE CWE-611
Affected items Variatio
/forgotpw s
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@ HTML form without CSRF protection

Classification
CVSS Base Score: 2.6

— Access Vector: Network

— Access Complexity: High

— Authentication: None

— Confidentiality Impact: None
— Integrity Impact: Partial

— Availability Impact: None

CWE CWE-352
Affected items Variatio
/ s
W User credentials are sent in clear text
Classification
CVSS Base Score: 5.0
— Access Vector: Network
— Access Complexity: Low
— Authentication: None
— Confidentiality Impact: Partial
— Integrity Impact: None
— Availability Impact: None
CWE CWE-310
Affected items Variatio
/ s
@ Clickjacking: X-Frame—-Options header missing
Classification
CVSS Base Score: 6.8
— Access Vector: Network
— Access Complexity: Medium
— Authentication: None
— Confidentiality Impact: Partial
— Integrity Impact: Partial
— Availability Impact: Partial
CWE CWE-693
Affected items Variatio
Web Server s
@ lLogin page password—guessing attack
Classification
CVSS Base Score: 5.0
— Access Vector: Network
— Access Complexity: Low
— Authentication: None
— Confidentiality Impact: Partial
— Integrity Impact: None
— Availability Impact: None
CWE CWE-307
Affected items Variatio
/login B
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@ OPTIONS method is enabled

Classification
CVSS Base Score: 5.0

— Access Vector: Network

— Access Complexity: Low

— Authentication: None

— Confidentiality Impact: Partial
— Integrity Impact: None

— Availability Impact: None

CWE CWE-200

Affected items Variatio
Web Server s
@ Possible sensitive directories
Classification
CVSS Base Score: 5.0
— Access Vector: Network
— Access Complexity: Low
— Authentication: None
— Confidentiality Impact: Partial
— Integrity Impact: None
— Availability Impact: None
CWE CWE-200
Affected items Variatio
/admin s
@ Possible virtual host found
Classification
CVSS Base Score: 5.0
— Access Vector: Network
— Access Complexity: Low
— Authentication: None
— Confidentiality Impact: Partial
— Integrity Impact: None
— Availability Impact: None
CWE CWE-200
Affected items Variatio
localhost s
@ Session Cookie without HttpOnly flag set
Classification
CVSS Base Score: 0.0
— Access Vector: Network
— Access Complexity: Low
— Authentication: None
— Confidentiality Impact: None
— Integrity Impact: None
— Availability Impact: None
CWE CWE-16
Affected items Variatio
/ s
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@ Session Cookie without Secure flag set

Classification
CVSS Base Score: 0.0

— Access Vector: Network

— Access Complexity: Low

— Authentication: None

— Confidentiality Impact: None
— Integrity Impact: None

— Availability Impact: None

CWE CWE-16
Affected items Variatio
/ s

@ Password type input with auto—complete enabled

Classification
CVSS Base Score: 0.0

— Access Vector: Network

— Access Complexity: Low

— Authentication: None

— Confidentiality Impact: None
— Integrity Impact: None

— Availability Impact: None

CWE CWE-200
Affected items Variatio
/ hs
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Alert details

@ Cross site scripting (verified)

Severity High
Type Validation
Reported by module Scripting (XSS. script)

Description

This script is possibly vulnerable to Cross Site Scripting (XSS) attacks.

Cross site scripting (also referred to as XSS) is a vulnerability that allows an attacker to send malicious code
form of Javascript) to another user. Because a browser cannot know if the script should be trusted or not, it wil
script in the user context allowing the attacker to access any cookies or session tokens retained by the browser.

Impact

Malicious users may inject JavaScript, VBScript, ActiveX, HTML or Flash into a vulnerable application to fool a us
to gather data from them. An attacker can steal the session cookie and take over the account, impersonating the u
also possible to modify the content of the page presented to the user.

Recommendation

Your script should filter metacharacters from user input.

References

Acunetix Cross Site Scripting Attack

How To: Prevent Cross—Site Scripting in .ASPT
OWASP_PHP Top 5

Cross site scripting

XSS Filter Evasion Cheat Sheet

XSS Annihilation

OWASP Cross Site Scripting

VIDEO: How Cross—Site Scripting (XSS) Works
The Cross Site Scripting Faq

Affected items

/

Details

Cookie input username was set to 1<script>prompt (997178)</script>
The input is reflected inside a text element.

Request headers

GET / HTTP/1.1

Cookie: username=1<script>prompt (997178)</script>
Referer:

Host: testhtmlb. vulnweb. com

Connection: Keep—alive

Accept—Encoding: gzip, deflate

User—Agent: Mozilla/5.0 (Windows  NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/28. 0. 1500. 63 Safari/537. 36
Accept: */*
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@ DOM-based cross site scripting

Severity High
Type Validation
Reported by module DeepScan

Description

This script is possibly vulnerable to Cross Site Scripting (XSS) attacks.

Cross site scripting (also referred to as XSS) is a vulnerability that allows an attacker to send malicious code
form of Javascript) to another user. Because a browser cannot know if the script should be trusted or not, it wil.
script in the user context allowing the attacker to access any cookies or session tokens retained by the browser.

While a traditional cross—site scripting vulnerability occurs on the server—side code, document object model basec
scripting is a type of vulnerability which affects the script code in the client’ s browser.

Impact

Malicious users may inject JavaScript, VBScript, ActiveX, HIML or Flash into a vulnerable application to fool a us
to gather data from them. An attacker can steal the session cookie and take over the account, impersonating the u
also possible to modify the content of the page presented to the user.

Recommendation

Your script should filter metacharacters from user input.

References

OWASP Cross Site Scripting

How To: Prevent Cross—Site Scripting in .ASPT
OWASP PHP Top 5

Cross site scripting

XSS Annihilation

The Cross Site Scripting Faq

VIDEO: How Cross—Site Scripting (XSS) Works
Acunetix Cross Site Scripting Attack

XSS Filter Evasion Cheat Sheet

Affected items

/

Details

Source: Referrer Header
Referrer:
Execution Sink: document.write
HTML code written: {iframe name="ads ads frame”
src="
acunetix-referrer. com/javascript:domxssExecutionSink (0, “<br> () refdxss”) &url= ... (1ine
truncated)
Stack Trace: at
at

/

Details

Source: Referrer Header

Referrer:

Execution Sink: set HTML code (innerHTML/outerHTML/...)

HTML code set: unknown 1s coming from
<b> and has visitedthispage
<b>1</b> times. ... Stack Trace:
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