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B) Fl P Reeh F 1% B i 5 &,

C) YA P BRI KB, 24F 3388 RAX

IDE & &R

A %:B

FAHT: <p>The principle of least privilege refers to allowing users to have only the access they need and
not anything more. Thus, certain users may have no need to access any of the files on specific

systems. </p>

2. [BHA]E T AENFEES (RBAC) I —MNEERKEZ 42
A) TR 7 E L (MAC)
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J[EEAMUTH - TARELERFIKF EENTE?

A) T BRER T EAR IR B9 R AR AL F DA A
B) EERIRALE I EHF & AR

C) BL1Z 7 2 & & F 7 Ik P

D) AP R ZABAEHEE T £ YR IR T
A %D

REAT:

4. [BHFIEd RFTHE —TURS, ZORS T AL RZRERER, S ET ARNAZRE. R ZXAT LK
Bk T &, UHRBEZHAIRE P bt o &7 7 e

A) #b A

B) CDN (P 24 & P %)

C) T4 M %%

D)P2P CDN (& % B 4 25 4 & W %)

Z=.B

AT NBE X W% (CDN) (T RHT £, (KER, ETHECENAE S K. CONFLUHEE AN ER, Sl — K Fa#
#P2P CDN(#4n BitTorrent). TUARMR S & Fodtoh w o] AR e o] A, (B R iE R LM E K,

A Content Distribution Network (CDN) is designed to providereliable, low-latency,geographically

distributed content distribution. In this scenario, a CDN is an ideal solution. A P2P CDN like

N NG 4

o

BitTorrent isn't a typical choice for a commercial entity,whereas redundant servers or a hot site can

provide high availability but won't provide the remaining requirements

5. [P HEA T U AT WL AR R, IPsec UEMEABEEAN IP I\ HTHE, FEL
AH #n ESP xt H#4T{F47. AH (N XFHFELE, T ESP £ IPsec LA FHBFAMER, TENTHEMELHE, UTH
A B TEHE? (Wentz QOTD)

A) £ 5 #E X T AR TP 3 4T A E
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B) % # 4% X, TS BYAHRT 37 B TP & #E AT A GE

C) e T# ESP *f IP f k34T w B Ani\ik

D) % 8 45 5 T BYESP X 37 89 TP /&, 95 AT A 5 F A IE

KE.D

AT BT ESP B fRIER 1P HEEW IP AR, WZ%%? IP HEAA L, AH BIE “IP HKiEL”

ESP & fnleif “IP $i#” . IPsec WX, TWAMEF Al L& ESP, #H o€ #E— N Fm IP HiEE, lﬁh)?% P
BIEARAE “FREH” .

6. [ Al W 48t R (BCP) il An BRI X189 B AT 2
A)% BRI, EFMPAT IR T F A .

B R ERERERHBTEHAFHERE.

)

OmFAIHRKEANR,

DA EMERNRERELRM B,
A

FRAT:

7. LA ] AR P R AT 4
A RA LA 6%’”%'Jxﬁﬁ/itﬁ’7ﬁﬂ

C) A %ﬁﬁ]f’?ﬁ’]ﬁﬂ
D)ﬁ V-2 QN L
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E: HEUER202201

8. [## #] (04056) During the development of a contingency plan, which of the following processes MUST be
performed prior to the design phase?ﬁﬁﬁ;’iﬂk%ﬁ?ﬁé%iﬂéﬂﬂi, TEHAFRAR LR ERITIBEZ AT ?
MMaintenance analysis ZE#7 4

B)Maintenance analysis ##4 iﬁ

C)Maintenance analysis #3447

D)Maintenance analysis #£4F 447

A

RREAT:

9. [BH A LENRE LHEL?
T
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%:B

A

T I K202201

R @% EE c = Ei

10. [ B3 A1) T 7 9 — TA & CSMAZR % 71 77 % 6 177 1] 6 8 1 2

A) T 1F ok % 42 g M %

B) THEss A i thin, A ENBNEEZEENKEEFT

C) ' A~ B A ik %, T 1 ob 4 # 3of 1 ix — [a] A A 4

D) TIEsbfE XK E AR, CIAALERTH

A %:B

FEMT: <p>The correct answer is &quot;Workstations are not permitted to transmit until they are given

permission from the primary host&quot;. The polling transmission type uses primary and secondary hosts,
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and the secondary must wait for permission from the primary before transmitting.</p>

1. [2#A] @ T ANNEELHN" RE"" ETX", B URBREHIAAR” TEE" "W, wET UDPAF
HEMBP XL AR FATELREAR RPC) . XMRAWE KERZA T?

NE-—RFKEFERSR.

B & R KFERS.

OF=RFKERR.

D) #FWRGKERA

Z%:C

FRAT -

12. [B 1%/ ] SusantW R E —NER W — 84, R e AR B S MNERW A P B LB 636 & LR RF RS . 4
SusanZ8 B 15 A 1E K ¥ b & 6 B R &-BF, 6 B 0> & 7 4R it £ 2Susan's organization is part of a federation that
allows users from multiple organizations to access resources and services at other federated sites. When
Susan wants topartner site, which identity provider is used?

A) Susan BT 78 4 419 5 0 R i

Susan's home organization's identity provider

B) R %1% 6 BT 0y & 10 4% BE &

The service provider's identity provider

C) fu (118 & 1 4% B & Ao R 542 (BT 0y & 10 4R BE

Both their identity provider and the service provider's identity provider

D) f 412 B & QU2 31 & 1

The service provider creates a new identity

BEA

AT :

13. [ f]Z2ANWEN
MAREBRASH/ELHEE
B) MR AAT/ R H
OFREEEX

RA R 2R/ RGBT H
%#:B

RAT: B
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14. [ B 2R T IRE MR A, DU 30— J009] g6 & 7F 28 10 B 24 mi) W 4% b 0 BB 4H A2 35 4T
ANEH A

YBLA T H

C) %= BIoH

D) i3

BZE:D

FRAT -
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16. [# % A ]During the risk assessment phase of the project the CISO discovered that a college within the

University is collecting Protected Health Information (PHI) data via an application that was developed
in—house. The college collecting this data is fully aware of the regulations for Health Insurance

Portability and Accountability Act (HIPAA) and is fully compliant.What is the best approach for the

CISO?During the risk assessment phase of the project the CISO discovered that a college within the

University is collecting Protected Health Information (PHI) data via an application that was developed
in—house. The college collecting this data is fully aware of the regulations for Health Insurance

Portability and Accountability Act (HIPAA) and is fully compliant. What is the best approach for the

CIS0? ETLH a9 M 7P W B, CISORIIZAF B — it EAET NHT LA R FREXRPHEEREE
(PHD) ##E. MEXLHFEHFRTLTH (BERERTHEFTEMTEEZE) HIPAD WAE, FrEeETF. CISOH
REF ERAL? ETE RS- B, CISORIAZ A ¥ 89— Fr e A E T 9 30T L B9 5L 2 7l & 2 R P 0 3 R
£ & (PHD) ##. REXLEHKENFIR e TR (BERRITEFEMFTEEZE) HIPAD) WA, FZ2EF,

CISO®y & & 77 i B AT 4.7

A)Document the system as high risk¥ & Z&it FH & A&

B)Perform a vulnerability assessment3t{T ¥ TF

C)Perform a quantitative threat assessment# AT & & 1T &

D)Notate the information and move onit T-13 B F 4 4E

BB

AT

17. [## #] (04057) Which of the following is the MAIN security concern of the Platform-as—a-Service
(PaaS) public cloud computing model? T & M ZPaaSh £ =it EHEA £ FWH L L X FE?

A)Event monitoring ZE & i

B)Event monitoring 4 M 1%

C)Event monitoring =4 I 45

D)Event monitoring ZE 4 1%

18 [/l TEHH — N RIFHHEAR T HIREFHE 2

A) AT A AkCRT AT SE i R AR AR T B A B B HE

B) A T #RAZ T 2 A0 B [ 4 A6 I o B

ONT ERENBEARN TN EMTARIESE.

D) A T A R A% BRI 5 2 /T H SR B

B ZE:B

FEAT: <p>Bug BT HHAZF F R AD 4R

HE<br DRFREAFP ZUANERNIBHRAFR. GARE REEFHHER, <br >
W E RS Hfhdn 12 8 T AT <br />

BUFEE, wEERAKNALRF, AR EESEMBSAEHT, HRWEZRE DG S
BN T AMF L ERFFHHEIR D>

19. [## #] (04010) Why do some sites choose not to implement Trivial File Transfer Protocol (TFTP)?41t

% — M3k O 2 SE A TRTP 2
A)list restrictions %R #
B)list restrictions %% R4l
C)list restrictions % R
D)list restrictions %% R %l
B %E:C

FEAT:

20. [ ] DUT A BUA = R e 4 R 2
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21. [ 3% A ] % % MK A SDLCHY H A I B, 2
NN i

B) A fn i I X

C) 4m g Fu sL 3L

D) & X Fu 5 7h

A %:B

REAT - s

= EF1K202201

22. [ A AT HA BN AT HLLET LB Z R W REEF P %R?
A B EHE T EIE#H (LDAP)

B) ¥ W= AriC1E S (SAML)

C) BB XA E L (HTTP)

D) 5 L% #r

BE N

FRAT:

23. [###]In software development, developers should use which type of queries to prevent a Structured
Query Language (SQL) injection? HEHMMHIT & ®, FAXA RN ZERBH LKA E WG LEM M ERES
(SQL) JEN?
A) Parameterised % %
B) Dynamiczh 2%
C)StaticH A
D) Controlledis #
A
RREAT:

24, [#1%5 7] (04140) OSIHEA F, XA FFER T Z AR TEBEZNZT—E?
NWMEE

B) W Z

OMmEZ

D)W Z

K E.B

FRAT:

25. [B#AM] R B Internet R E A, B EXE PR, EBOFRKWERAE, BiF KA 2 Z P o5 UK B R
JEWE R R LB B, X RA A W%IE?

What network tool can be used to protect the identity of clients while providing Internet access by
accepting client requests, altering the source addresses of the requests, mapping requests to clients,
and sending the modified requests out to their destination?

A)A switch

B)A proxy

C)A router

D)A firewall
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26. (2 A ) EEHERA RN B0, BT URTA 2B MR Ld T SSD R & LWERMEHT SRIIHERE?
A) EH A

B) # # fn &
C) M

D) 432 44 %%
A %:B

FRAT -

27 [ M) EH# TR, EHNERAHE T REMKEF L ERKKANE, LEEZERZLSER KNSR,
R E e LT 2 (Wentz QOTD)

A) FEATH BT E 3

B) 1 3 K K AR Far

C) LK KFG

D) & H 7 % 2 F R )|

BZED

FEAT:

28. [# i # ] International bodies established a regulatory scheme that defines how weapons are exchanged
between the signatories. It also addresses cyber weapons, including malicious software, Command and
Control (C2) software, and internet surveillance software. This is a description of which of the
following? EFMMEE T —TEH itxl, AREZEHZH AR HRE. CAFTRNERE, GEEERNMH. BE
Sl (C2) MM ERFN EER . XZUTHTARHRL?

A)General Data Protection Regulation (GDPR) i #KiEF4i=#. (GDPR)

B)Palermo convention @ ¥ 444

C)Wassenaar arrangement 2 4%

D) International Traffic in Arms Regulations (ITAR) [EPFR&E &R E 4% (ITAR)

BZE.C
FEAT:
29. [RHAIETHE = ANARTFH, UTH -—TEGFELLENHRAFTE?

NREREEFAEZRNE .

B) il MEREELER, A ELL K.
OB/ R&EE I HFHRE

D) #AERFARLERNNARF .
Z.C

#r:

~—

o &

fi

-

30. [# £ 7 ]Spyware is BEST described as[ali## #& G R A
A)data mining for advertising. /&K IEIE.

B)a form of cyber—terrorism, —FfFK %2 £ X,

C)an information gathering technique, & EWEE XK,

D)a web-based attack. # TwebByX &,

4 %:B

REAT:

3L [B#AMIEREAL (IS) EHIRENIR
MAAISFHZ2HR .
BYMERZAERBEHNALZ LW AR .
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C) 1 22 o 15 | 09 A 25
AREWRE (DR) X HFHEE .

32. [#3%#1] (04014) Which of the following is not an OSI architecture—defined broad category of security
standards? T @ H B Z0ST M £ XL 2B LKA Z

A)Security techniques standards %423 AKFR¥#E

B)Security techniques standards %4 & A#FE

C)Security techniques standards %43 AKFR¥#E

D)Security techniques standards %4 % A#rE

BZED

FEAT:

B[t EZRTBAPNARFHENN, EEES TP REEZEN T REMN A
N BERFTAETLER RS

B) # 1% hi & 5%

C) & ATH 75— &M

D)¥RAZEWNERE

A %D

FEAT:

34. [ RL) Xtk Fl A2 FAEHE?
A) /N AT AR A

B) B 4t 114 BE 4% 48 1 & 7

C) B A A1 7T e AR &

D) “BTHELFE” N4

B %E:C

!

=
St
=

35. [###]A practice that permits the owner of a data object to grant other users access to that object
would usually provide & ¥F##E xR B £ & T H A 7 17 [E1Z 4 R B9 AR 09 Bk 3 % 2 42 6

A)Mandatory Access Control (MAC) . BE&#|75 [ 4=%] (MAC) .

owner—-administered control. Y & EHEH .

owner—dependent access control. {K# T Bra & 897 5354,

Discretionary Access Control (DAC) . B £ [H#EH (DAC) .

:D

Eogl SRS AR
RO

36. [ AT] X T HE8 0% T 5| — TR E#H?

NDENZHRAERENET AZA —NLRNEHA

B) dm R 1 Har B8 A2 B A B R AR OB U X A A A A A 4R R A

ORBEZAT AR TXMERNEH,

D) B % By B R i E — AN R AT AR

BB

f&#7:<p>In link encryption, each entity has keys in common with its two neighboring nodes in the
transmission chain. Thus, a node receives the encrypted message from its predecessor, decrypts it, and
then re-encrypts it with a new key, common to the successor node. Obviously, this mode does not provide

protection if anyone of the nodes along the transmission path is compromised.</p>

37. [ B3k AL LUT M BUR i B BUL A& R P R BUR R B A0 K 15 8 B S 77 %2
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Which of the following is the BEST approach for a forensic examiner to obtain the greatest amount of
relevant information form malicious software?
A)EERBLRA|E R IR,

Review the code to identify its origin.

B) 2 AT AR T BIAT A .

Analyze the behavior of the program.

) fo & XM B A AR .

Examine the file properties and permissions
D) - AT B A AR B H

Analyze the logs generated by the software
A %:B

RRATT:

38. [ @ A " 842, 7 UL bt 2 KA M B E?
INES-3 &

B) & 1 &

)
C) F B ABEH
D) & F ¥ Js

%D

AT ERAMREEN T GERE, XE—MEAFP LA HEZ BRFHEEH T X 8 58427 LA B R IRK &
o AfEEEF UG EPEASE, BEERAME LS REN, FEAEREXTUUERG LA FHRIE,

39. [ %1% AR Bl & = 1 vm AL B9 2R, EI BAE AR BX AT AR AR T AT

A) ¥ B

B) &

OE ;¢

D) 4 1 %I

BE.C

R BARAREES T UREFHURAERE AT ZECLAE, FAGCERAGREXBERE, UEEHIER A, X
EEHHNARFEESRY - Hy, EARKEESTNERN T2 BEX T RN AR RRLFWN,

The root cause analysis examines the incident to determine what allowed it to happen and provides
critical information for repairing systems so that the incident does not recur. This is a component of
the remediation step of the incident response process because the root cause analysis output is

necessary to fully remediate affected systems and processes

40. [## A JAn auditor carrying out a compliance audit requests passwords that are encrypted in the
system to verify that the passwords are compliant with policy. Which of the following is the BEST
response to the auditor? HATEMUFZWFIt AEKRER G F TN T, URIEFLELFEFE, UTHIHR
A RS B T Y R TR ?

A)Provide the encrypted passwords and analysis tools to the auditor for analysis. [ % it R 3% 0 55 55 AL Fn
AT TR AT 947

B)Analyze the encrypted passwords for the auditor and show them the results. 4T &Hit R WE XA, HH
TR % R

C)Demonstrate that non—compliant passwords cannot be created in the system. E/RTGEERLE FAELSENE
,

D)Demonstrate that non—compliant passwords cannot be encrypted in the system. JERTEERZE FIE LA
A,

BE.C

RREAT:

41. [ A AR 8 1A KR 77 FER 5T
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A
B

g

Clark-Wilson f£#
Bibat# Al
ETHER
Sutherland #£#!
#:A

@)
~

D

E

=

42. [ A]  BHMABEOEES TS AERGE. At ARB M E A AR,
A) g2

B) I3
C) F& Ah
D) X #
BZE.C

FRAT : P& AL

43. [ & Tom BRI T B LRk EARSREFTRENNAETFE KE, EEHELZMHRAEMNARTFRE
MR BB A R E, Tom 1A B 1T 52 Mk 3T 5K ok PR AT A 45472

A) Tmpact

]

B) RPO

RPO

C)MTO

MTO

D) Likelihood

] Bt

KD

RRAT: 2 R RE B TH 1R 2 1R & 8 3 RN R AR 7 0 aE AT T REME R FE R R By — A 2K, A KB T 2 MR K

o, ®EZ & B (RPO) HEAFZZFHr (MI0) MR,

= EF1K202201

44. [ ¥ 7 ]Copyright provides protection for which of the following? HRAL K DL T B4R R 47 2
A) Ideas expressed in literary works > 1E & Fihpy B A

B)A particular expression of an ideaB 78 Hy#Fok &k

C)New and non—obvious inventions##yAnA~BH & #y % ¥4

D)Discoverise of natural phenomena H #A 3 & 89 4 I,

4 %:B

RREAT:

45. [#2# A JAn internal Service Level Agreement (SLA) covering security is signed by senior managers and
is in place. When should compliance to the SLA be reviewed to ensure that a good security posture is
being delivered? WMEZA2MUMWAITREZA MW (SLA) BEAEEARLEF AN AN FESLAGAME, DLFH
REER TN L 2EH?

A)As part of the SLA renewal processfE ASLAZITE R —F 4

Prior to a planned security auditfEitX|fy&4 FitZ |l

Immediately after a security breachZ 4 J&iE & 4 /& LB

At regularly scheduled meetings7E & B ZH 2

z=.D

#r:

ZEpp 2 2=

46. [## & Ben FEIIEMARB R BL AR FOTHATRAELMEFTIANFI A Ben T EIATH 2 KB HAIK
DL fRix — 2
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A) BT

B) & & R

C) BT MK

D) Z & s

BZEC

AT BN R AREARFR R AEEREEAEH S GE. EnllRAWE &R NRZEFWE MR, WA R FEEREE
RERUM—F, a2 BalRAH#A T NRE S RARN AR FHERENDRE,

Regression testing ensures proper functionality of an application or system after it has been changed.

ﬁ

Unit testing focuses on testing each module of a program instead of against its previous functional
state. White and black box testing both describe the amount of knowledge about a system or application,

rather than a specific type or intent for testing.

47 [ E A S E ST R PATNBEFECE /LA, BAAREAFT B EF KR E
A)Damage assessment team 5% 1 H A

B)BCP team BCPHIFA

C)Salvage team K38 H A

D)Restoration team 1% & Hl A

EZE:C

R BE

FA: B 1202201

2

48. [ 3 71 X 1K 75 A & i B B AR A 42

A) H3E

IE

B

A HEIL

%:B

M EHEHHQETEREARANE. ENELREELRBIEEZERNF M. BEREE CHEIIEMEAK, ETDH 2
EIE L,

:ﬁ?u}ige@

49. [ AR A FEHRANE 2T T ERFERLAPNERERZEREEN, UTH TR FHHERT T
Bt R 1% B KB 8 # AR/ ASINZS 43607

MNYSFETHHAREAEX R GRL WAL E R

B YUFETHHAAESNRTALERLL2WEE B

C) YU F F WAL A& ML E AT R

D) 24 7 B M I BR 1 A & vk A B KT B

A %:B

FRAT:

50. [## A ]Limiting the processor, memory, and Input/output (I/0) capabilities of mobile code is known
as

RuFBAREBHLES. AR/ L (1/00 RRAKN

A)code restriction. XAFR .,

sandboxing. ¥ #H.

on—demand compile. #ZE%H#E,

compartmentalization. Xl4~

:B

Eogl SRS AR
RO

51. [## & ]Brian Ef 4 EARBRER L RIFZIHR, FFLRREEF THREENAHER. UTH—
MEOATEE KRR R AR T R
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