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1.1. BBFhR:

1. #iiR
XA A R ] BE TV 2 RSk SUEIA (XSS) B .

B A (RN XSS) B—FRFE, RAWBTEREBREME GBEAE Javascript HFHER)
SHEHMAF . B THMBLEAERSZHANIRAESE, BESEAF L TXH, fnFBEHE N
WA RARE AT Cookie BREIELHEPATHIA.

BRSO Bt K BRI R AR AT A AR, SO SRR 5 3 )URA 2 — Fh R AL B vl
SR A RISER P i K330 A5 -

2. ik

ETHHZEMXBSHAE nginxl. 3.15 KISPDY 4T 1.4.7 F1 1.5.x fRA 1.5.12 ZHIZ B fUmiEs
SR B R PITEERNRE . ZEEEMA ngx_  _spdy_module #H (BRINRBL T AR
H4E nginx B - SHARERI, K& “Wr” 848 “SPDY” WA TERE U .
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BREARKRKESERK Javascript . —MEREMRFAREG X ANMRAER) JavaScript BE. #H B 405
M Web SIFHERZHMBIE, HitRETHRE, ZRFAKESBREE.
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XML SZRFBARON “OMERSEAR” , B XML AAEFHRERMPAT WK BREHE ML A2 T4 (R
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FE QAT 5 140

PATF R IR A A (/ etc / passwd 3CHF) BIRZRIBIID XML OB
<? XML fRA&= “1.0” 4qfi%= “UTF-8” ? >
<! DOCTYPE H Acunetix[
<! 524k acunetixent RG “Xft:/// etc / passwd XfE”
1>

<XXX> &acunetixent: </ XXX>
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WER TR RN, FEHARDER.

B BORNIE, RN KAGTRHRKERDMIEEN CSRF BRFE XSRF, R—MRERBRL S
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WVS H) Acunetix #FE|—/ HIML REGLHEERAHER CSRF /7. EA&ERBFHARFERZEME
HIML REREE.
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R P SR RAR IR RAE AR INE FEE. X85 RN A& BT nEEE ( S) , DAEITHE
AEEHAPEE.
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Scan of http://testhtml5.vulnweb.com:80/

Scan details

Scan information

Start time 201406729 14:30-59
Finish time 2014/6/29 14:39:02
=Scan time 8 minutes, 10 seconds

Server information

Responsive Trus
Saner banner nginx1.4.1
Semner O35 Unknown

Sener technologies

Threat level

& acunetin threat level founstix Threat Level 3
Level 3: High One or more high-seventy type vulnerabilities have been discovered by the scanner. A
3 malicious user can axploit these wulnerabilities and compromise the backend database andfor

— deface your website.

Alerts distribution

Total alerts found 20
- Hg .
@ Medium 2 -
0 Low !
¥ Informational N |

Alerts summary

1.1 B &% ZE MR B F
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Scan Wirard

Ccan Tppe Dphﬂ ns
Dptions Adjuzst crawling’scanring oplions from this page.
Tarnget
Login
Finigh

Scarming ophions

‘y Scanning prafile will enabledizable diferent bezts [or group of bests| from the test databasze.

V| Save reparting data to dalabaze

Crawing ophons

the general crawder behaviour, you should go 1o settings.

Define izt of URL: to be processed by crawler at start

acunetix

Scaring profle: | Diefault r
.}3 Scanning 2ettings allow you o adjust zeanning behavior b the curent zcarz).
Scan setings: Cref alt - | Cuztomize

j Theze aphonz wil defing the bzhaviour af the crawler for the curent zcans. [Fwou want bo modify

¢« Hack || i [

Cancel

o )

11 / 75




Scan Wizard |:| _
Scen Type TElrgEd'

Flezaze wait until the zcanning & inished. You can oo aduist detals zuch az operaling sycter, webzerver,
technology or change the baze palh. By ertening thess detals pou can reduce the zcamming bme.

Taiget
Login Target inlomatian
Finizh o =
i
Bazz path 7
Cerver banne riginst1 4.1
Target URL Fitp: AtezihimSovulbweb, com: 807
Cperating spsiem Unknown
WebSearver rigine

Uptimize tor following technologes

acunetix Statys: Done

£ Back ” Mt | Cancel |
Scan Wizard
Scan Type Finish
Optior: After analzng e websie responses, we have compiled a izt of recommendations lar the currert scan.
T arget
Login AU Enar setup -

Fimizh

AcuSenzoriz enabled on Acunetis WS but zeem: not bo be configured on the
target server(s]. Install the sensor on wour target server(s]. If the sensor iz
already installed. set the comect password for the zervedz| bo chicking on
clstomize. You can vernify il 2 zpecific zerver rezponds by uzing the tesl butan
from the sensor settings.

Customize

Server dfferenbates betrwesn mobile ard deskbop browsers

m

select e uzer-agert dring bo uee durhg the zcan, inorder bo zcan the zechion of the webzita
showin o specific browsers

0 [t srems that the wehste responcs differently ta mobile and desktop browsers. Belos vou can

zardgent: |.-"' Currently configured uzer agart T| | Cuztomize

Addbianal hosts det=cted

0 Some addibonal hosts were detected. Select the hozts oinclude in e zcan.

Erzure that vou have permizzion o zcan the hoslz zelected.

fortz.googleapiz com
netdna.boolztapcdn com
v facebook. com
v batbsr corm

acunetix

Save cuetorrized soan zettings hi
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Acunetix Threat Level 5

One or more
high-severity type
vulnerabilities have
been discovered by the
scanmner. A malicious
user can exploit these
vulnerabilities and

| ™ acunetix threat level \I
Lewvel 3: High

Total alerts found 20

@ High

'0 Medium

@ Low

@ Informational

7| Targetinformation

http://testhtml5 vulnweb.c |2

Responsive

Web server banner
Crperating system
Web server
Technologies

true
nginxl.4.1
Unknown
nginx

1|

i | 2

E EI I_ I_

1113 requests

Cormoem diren

T ormimearkas ALC - nrmes -
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5 Targetinformation http://testhtmlS.vulnweb.c |2

Rezpansive true

Web server banner nginx1.4.1
perating system Unknown
Web server nginx

Technologigs

4 Tir 3
b2 Statistics 1113 requests &
S5¢an time 3 minutes, 45 seconds

Mumber of requests 1113

Average response time 270.04 milliseconds

Lean iteration 1

4 I k

Fesponse time history

_: Progress Sean s finished  100.00% &

ey

MRir Report RS
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4@ Cross site scripting (verified)

Classification
GYSS Dase Score. 4.4

- Access Vector: Natwork

-Access Complexity: Medium

- Authantication: None

- Confidentiality Impact: Mone

- Inte gnty Impact: Partial

- Availlability Impact: Mone
CWE CWE-79

Affocted items Vanatio
/ 1
@ DOM-baszed cross site scripting
Classification
(N Dase Score. 4.4
-Access Vector Network
-Access Complexity. Medium
- Authentication: Mone
- Confidentiality lmpact. Mone
- Inmegrity Impact. Farial
- Availability Impact. Mone
CWE CWE-79
Affocted items Variatio
/ B
@ nginx SPDY heap buffer overflow
Classification
CVsSs Baze Score: 5.1
- Bccess Vector Metwork
- Access Complaxity: High
- Buthentication: Mone
- Confidentiality Impact: Partial
- Inte grity Impact: Partial
- Bvaillability Impact: Partial
CWE CWE-122
CVE CVE-2014-0133
Affected items Yanatio
Web Server 1
@ Vulnerable :‘JEE?&EHE& library
Classification
CV35 Base Score: 6.4
- Access Yeclor. Network
- Access Complexity: Low
-Buthentication: Mone
- Confidentiality Impact: Farial
- Integrity Impact: Fartial
- Byailaiity Impact: Meone
CWE CWE-16
Yanatio

Affected items
Istaticappdlibs!sessvars |z
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@ XML external entity injection

Classifcation
CVSS Base Score: 6.8

-Acceszs Vector Metwork
-Access Complexity: Medium
-Authentication: Mone

- Confidentiality Impact: Partial
- Inte grity Impact: Partial
-Avalabilty Impact: Partial

CIAE CWE-611
Afected items Vanatio
Horgotow 1

¢ HTML form without CSRF protection

Clasgsification
CWSS Base Score: 26

- Access Vector. Nebwork

- Accaess Complaxity: High

- Authentication: Mone

- Confidentialty Impact: Mone
- Inte grity Impact: Partial

- Awailabilty Impact: Mona

CIAE CVVE-352
Affacted items Wanatio
/ 1

¢ Usercredentials are sent in clear text

Classification
CVES Base Score: 5.0

- Access Vector: Metwork

- Access Complexity: Low|

- Authentication: None

- Confidentiality Impact Farial

- Integrity Impact: Mone

- Avallabilty Impact: Mone
CWE CWE-310

Affected items YWanatio
/ 1
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@ Clickjacking: X-Frame-Options header missing

[T

Claasification
CYEs Base Scome: 6.5

-Access Vector: Metwaork
-Access Complexity. Medium
-Authentication: Mone

- Confidentiality Impact: Fartial
- Inte gnty Impact: Partial

- Availability Impact: Partial

CWE CWE-£93

Affacted items Vanatio
Web Sarvear 1
¢ Login page password-guessing attack
Classification
GWES Base Score: 5.0
-hrceess Vertor Metwork
-Access Complexity Low
- Authentication: None
- Confidentiality Impact: Partial
- Inte grity Impact None
- Availability Impact: Mone
CWE CWE-30T7
Affacted ilems Vanatio
Aaain 1
@ OPTIONS method is enabled
Classification
CVSS Base Score: 5.0
- Arross Vector Metwork
- Access Complexity: Low
= Authentication: Mona
- Confidentiality Impact: Parhial
- Inte gty Impact: Nons
- Avallability Impact: None
CWE CVVE-200
Affected items Vanatio
Web Server 1
@& Possible sensitive directories
Classification
ovLs Baze Score: 5.0
- Access Vector: Network
- Access Complexty: Low
- Authentication: None
- Confidentiglity Impact: Partial
- Integrity Impact: None
- Awailability Impact - None
CHWE CWE-200
Affected itemns fariatio
fadmin 1
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@ Possible virtual host found

Classification
CVESs Basze Score” 5.0

-Accazs Vector: Metwork

-Access Complexity: Low

- Authentication: None

- Confhdentiality Impact. Partial

- Inte grity Impact: Hona

- Availability Impact: None
CWE CWE-200
Affected tems \anatio
locahost 1

@ Sesgion Cookie without HttpCOnly flag set

Classification
CVWss Basze Score” 0.0

-Access Vector: Metwork
-Access Complaxty: Low

- Authentication: Hone

- Confidentiality Impact: Mone
- Inte gnty Impact: Hone

- Availability Impact: None

CWE CWE-16

Affected tems Varnatio
f 1

& Session Cookie without Secure flag set

Classification

CVES Base Scora: 0.0

- Access Yector: Netwaork

- Access Complexity: Low

- Authentication: None

- Confidentiality Impact Mone

- Integrity Impact: None

- Anailakbility Impact: Mone
CWE CWE-16
Affected items Vanatic
i 1

@ Password type input with auto-complete enabled

Classification
CVES Base Score: 0.0

- Access Vector Network

- Access Complexity: Low

- Authentication: Mone

- Confidentialty Impact: Mone
- Integrity Impact: Mone

- Availability Impact: Mone

CIWE CWE-200

Affected items Wanatioc
i 1
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B 3%«
Scan of ://testhtml5.vulnweb :80/

Scan details

Scan information

Start time 2023/6/29 14:30:59
Finish time The scan was aborted
Scan time 8 minutes, 10 seconds
Profile Default

Responsive True

Server banner nginx/1.4.1

Server OS Unknown

Server technologies

Threat level

M acunaetix threat lavel Acunetix Threat Level 3
Level - High One or more high-severity type vulnerabilities have been discovered by the scanner.
— A malicious user can exploit these vulnerabilities and compromise the backend

database and/or deface your website.

Alerts distribution

Total alerts found 20
@ High 10
@ Medium 2
e .. s
'@ Information 1 B
al

Alerts summary

@® Crosssite scripting (verified)

Classification
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CVSS Base Score: 4.4

- Access Vector: Network

- Access Complexity: Medium
- Authentication: None

- Confidentiality Impact: None
- Integrity Impact: Partial

- Availability Impact: None

CWE CWE-79
Affected items Variati
/ @ns

Acunetix Website Audit
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@ DOM-based cross site scripting

Classification
CVSS Base Score: 4.4

- Access Vector: Network
- Access Complexity: Medium
- Authentication: None
- Confidentiality Impact: None
- Integrity Impact: Partial

- Availability Impact: None

CWE CWE-79
Affected items Variati
/ gns
@ Nhginx SPDY heap buffer
overflow
Classification
CVSS Base Score: 5.1
- Access Vector: Network
- Access Complexity: High
- Authentication: None
- Confidentiality Impact: Partial
- Integrity Impact: Partial
- Availability Impact: Partial
CWE CWE-122
CVE CVE-2023-0133
Affected items Variati
—Web Server ¢ns——
® Vulnerable Javascript library
Classification
CVSS Base Score: 6.4
- Access Vector: Network
- Access Complexity: Low
- Authentication: None
- Confidentiality Impact: Partial
- Integrity Impact: Partial
- Availability Impact: None
CWE CWE-16
Affected items Variati
static/ libs/ i ens
@ XML external entity injection
Classification
CVSS Base Score: 6.8
- Access Vector: Network
- Access Complexity: Medium
- Authentication: None
- Confidentiality Impact: Partial
- Integrity Impact: Partial
- Availability Impact: Partial
CWE CWE-611
Affected items Variati
[forgotpw ns
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& HTML form without CSRF protection

Classification
CVSS Base Score: 2.6

- Access Vector: Network

- Access Complexity: High

- Authentication: None

- Confidentiality Impact: None
- Integrity Impact: Partial

- Availability Impact: None

CWE CWE-352
Affected items Variati
/ Qns
& User credentials are sent in clear text
Classification
CVSS Base Score: 5.0

- Access Vector: Network

- Access Complexity: Low

- Authentication: None

- Confidentiality Impact: Partial

- Integrity Impact: None

- Availability Impact: None
CWE CWE-310
Affected items Variati
/ @ns
@ Clickjacking: X-Frame-Options header missing
Classification
CVSS Base Score: 6.8

- Access Vector: Network

- Access Complexity: Medium

- Authentication: None

- Confidentiality Impact: Partial

- Integrity Impact: Partial

- Availability Impact: Partial
CWE CWE-693
Affected items Variati
Web Server ens
@ Login password-guessing attack
Classification
CVSS Base Score: 5.0

- Access Vector: Network

- Access Complexity: Low

- Authentication: None

- Confidentiality Impact: Partial

- Integrity Impact: None

- Availability Impact: None
CWE CWE-307
Affected items Variati
/login @ns
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@ OPTIONS method is enabled

Classification
CVSS Base Score: 5.0

- Access Vector: Network

- Access Complexity: Low

- Authentication: None

- Confidentiality Impact: Partial
- Integrity Impact: None

- Availability Impact: None

CWE CWE-200
Affected items Variati
Web Server ens
@ Possible sensitive directories
Classification
CVSS Base Score: 5.0

- Access Vector: Network

- Access Complexity: Low

- Authentication: None

- Confidentiality Impact: Partial

- Integrity Impact: None

- Availability Impact: None
CWE CWE-200
Affected items Variati
/admin @ns
@ Possible virtual host found
Classification
CVSS Base Score: 5.0

- Access Vector: Network

- Access Complexity: Low

- Authentication: None

- Confidentiality Impact: Partial

- Integrity Impact: None

- Availability Impact: None
CWE CWE-200
Affected items Variati
localhost ens
@ Session Cookie without Only flag set
Classification
CVSS Base Score: 0.0

- Access Vector: Network

- Access Complexity: Low

- Authentication: None

- Confidentiality Impact: None

- Integrity Impact: None

- Availability Impact: None
CWE CWE-16
Affected items Variati
/ ons
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@ Session Cookie without Secure flag set

Classification
CVSS Base Score: 0.0

- Access Vector: Network

- Access Complexity: Low

- Authentication: None

- Confidentiality Impact: None
- Integrity Impact: None

- Availability Impact: None

CWE CWE-16
Affected items Variati
/ @ns

@ Password type input with auto-complete enabled

Classification
CVSS Base Score: 0.0

- Access Vector: Network

- Access Complexity: Low

- Authentication: None

- Confidentiality Impact: None
- Integrity Impact: None

- Availability Impact: None

CWE CWE-200
Affected items Variati
/ @ns
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