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CISSP# iR % X (X A 49)
F1¥4: BMEEM, *1008, SHERA—NEHER, FHRDEHTHEL.

L[l FEEHTR BCP) MRITFREUTXEFHEEZEHNZ44°

What is the MAIN purpose for writing planned procedures in the design of Business Continuity Plans
(BCP) ?

A RERD K BH R,

Minimize the risk of failure

B) 7 & A~ 50 BE WY R R

Eliminate unnecessary decision making.
C) L%

Establish lines of responsibility.

D) mif ik B A2

Accelerate the recovery process.
A

AT

2. [i‘?LEﬁ]uT”}‘JﬁIﬁ ERfERELRITRIEEERH?

A) RAREHRD T R4 HETKEK.
B) % i%ﬂ@ﬁ@

C) R T % = IR

D) T ?’EKJJT TR

0¥
=K [YI EYI VS
o

|

3. [## & ]Which of the following is MOST critical in a contract in a contract for data disposal on a
hard drive with a third party? 58 = FEITWE ZHKELAELR T, UTHINEFAEN?

A)Authorized destruction times¥¥ A% 5k A [4]

B)Allowed unallocated disk spacefﬁﬁlﬁ/ﬁfi o~ BE w2 )

C) Amount of overwrites requiredfr%& 78 &

D)Frequency of recovered medialk & /- }ﬁé}’]%?

AF:C

RRAT:

4. [# % # IWhen performing an investigation with the potential for legal action, what should be the
analyst's FIRST consideration? 4 #4777 gt REUEABATHHEER, 24T RN & &£E R A?
A) Chain-of-custody =44 lx & &%

B)Authorization to collectdX ZK & H
C)Court admissibilityiEx % E
)Data decryption#k I ## %

A=

ﬁi%ﬁ

5. [#i# # |Between which pair of Open System Interconnection (0SI) Reference Model layers are routers
used as a communications device? B @ &AW M AL ELE (0S1) SEHEA B2 B AEEFRE?

A) Transport and Sessionft#y Efr&iE 2

B)Data-Link and Transport#x #& 45 B fu £t B
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C)Network and SessionM % EfooiE B
D)Physical and Data-Link#y3E Efn$k B4t % B
A %:B

FRAT:

6. [FEAMIRAID ELHEFR 1| WEEA—ABEHE —PHEL
m%ﬁ%ﬁ%@%*ﬁmﬁﬁﬁﬁio
B) ¥ #5152 B Kt w4 SR
C) B L HE BB 7 — A mh & s A,
D) R FUFHERA E,
EE:A
AT 3 1 B AR B B

7[$ﬁ fi]Robert IEAEH EREHFEAFELE TEAL2ITFERIER AN RS A 2AAHRERILAT A2

A)EBE T A& T el

B) € B4 % Ak T £ AR
OEBETAT EXMRIE, ®iTF R
D) B B4 IE R 5 Ak T %3+ Ak
Z%:B

AEAT:EAL2 ¥ DLRIE R S8 i 45 A A, X2 8 AT E T — B A Bl s KA A BRI
EAL2 assurance applies when the system has been structurally tested. It is the second-to—-lowest level of

assurance under the Common Criteria.

8. [Bit ] X B R BB+, R ABE = KTCPE F By 240 19 A FAK AT 492
A) SYN

B) ACK

C) FIN/ACK

D) SYN/ACK

EFE:D

FRAT: =R 4EF 4 AIESIN, SYN/ACK. ACK, R ABERE] SYN 25 M W £ HKA K ESYN/ACK,
The three-way handshake is SYN, SYN/ACK, ACK. System B should respond with

“Synchronize and Acknowledge" to System A after it receives a SYN.

9. [t Al | B HE o K] AR T — TN A BT R 2 15 2

MG%ﬁ

=

a2 OB =9
= el
(@)

10. [ A T EF T RE MBS, HHELAME BT HI?

Which of the following MUST be considered by the organization in order for the audit reports to be
acceptable?

A) BT & B A LT R AT

The audit assessment has been conducted by an independent assessor.

B FHRECHF = TEREEARLE

The audit reports have been signed by the third-party senior management

OFHRERKAANALEN

The audit reports have been issued in the last six months

D) FiHiT 5 & i B R F it A J #HATH
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The audit assessment has been conducted by an international audit firm.
BZ:A
FEAT:

11. [# 3/ ]CaptainCrunch & —f 78 % FHLEH, (£H T2 O H kAR E U R G H THEEH 2600H2 7 & o X5
W R & T AW R LA A A

AT REEFEFAER T AR E R THRRMEFN2600Hz T, BERBERFLAAREUEFHEERR, BEFER
B LEEBEEFRRKERS LaENUE R TR EFHETHTA.

A blue box was used to generate the 2600 Hz tones that trunking systems required. White boxes included a
dual-tone,multifrequency generator to controi phone systems.Black boxes were designed to steal long—
distance service by manipulating line voltages,and red boxes simulated the tones of coins being

deposited into payphones.

12. [ HEREWRETX DRP) B, UTH—FEREZHEEHE?
NRGHASEFRE

B) 12 AL & A

C) Fr e b 4 A2 Bk B SR e

D) # #| ke

Z.C

#r:

Fgy 2 C

13. [## A ]A Chief Information Security Officer (CISO) of a firm which decided to migrate to cloud has
been tasked with ensuring an optimal level of security. Which of the following would be the FIRST
consideration? —F R E LI WA TN ERELRLLE (CISO) WESFEHRRENLLEA. UTH-—TEF
—NERER?

A)Define the cloud migration roadmap and set out which applications and data repositories should be
moved into the cloud. B X =IEBELE, HH#ENGHLN AR FAEEFEELSE T,

B)Ensure that the contract between the cloud vendor and the firm clearly defines responsibilities for
operating security controls. Bk =N B fAE 2 B AEHAINE T EERTLEFRNTT,

C)Analyze the firm's applications and data repositories to determine the relevant control requirements.
oA ] B R AR R SR A B, DA R M R B IR R E K

D)Request a security risk assessment of the cloud vendor be completed by an independent third— party. i&
ML E = TR EA B R e K,

A

FRAT -

14. [#3#% & ]In a data classification scheme, the data is owned by the EHIE L L FEF, HKEH
A) system security managers R &4 E B H

business managers4 W & 3 #

Information Technology (IT) managersfs B A (IT) £

end usersim & A F

:B

Eogl SRS AR
RO

15. [## & ]What Is the FIRST step in establishing an information security program? iz BZ 41X E
—F R LY
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A

g

Establish an information security policy. #| <15 B &4 K&,

Tdentify factors affecting information security. #&E EWfs R ZAWEE,
Establish baseline security controls. Z i % %4 #H,

Tdentify critical security infrastructure. #FE <4 L4 EALEMN,

:A

Eogl SRS AR
=M

16. [2% ] EEFH A4S ERKENEARE, UTH—TE K AENEME?
N#E B

BN
Y

LS

=3

=
=

=k

Heom =

Eogl SRS AR
=

17. [ AMIANMERERELBEATENATHAEREENEPHITT AR A P RFAT?
A)Bell-LaPadula A&

B) dF T4 A

C)Clark-Wilson #£A!

D) Bibatf Al

A %:C

FEHT: <p>The Clark-Wilson model uses separation of duties, which divides an operation into different
parts and requires different users to perform each part. This prevents authorized users from making

unauthorized modifications to data, thereby protecting its integrity.</p>

18. [ 3 71 ] Fb 2 4 77 i Bk RE B KPR OE om0 B4 i B 8 R AN AR AR B (PID) K2
A BEAE L EWNE br

B) MANE B W ER R

C) % i 5 42 1 3% B 3 3 fm 5

D) F& M A E JRiE

A %:B

FRAT -

19. [B#A] THH—FURH T MAPATRHELROITA S BRI
A) TiE# %

B) B4 H

C) & HIER

D) 52 %4 1B

20. [#3% # ]Proven application security principles include which of the following? Z LN FAEFZAR
| &, 48 DA T 0 55 2

AM)Minimizing attack surface areafx/NMLI & @M

B)Hardening the network perimeteri®ft % % & 7

C)Accepting infrastructure security controlsiE % FHalZEMH L4 H

D)Developing independent modulesFF & 48 3 4% 3

BEA

e

ZFaax 2 8 FE =

21. [# 3% # JFunctional security testing is MOST critical during which phase of the system development
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life cycle (SDLC) ? 3hae &2 MIAE R G IF & £ 4 B (SDLC) BIHAM B & A X482
A) Operations / Maintenance#fE/#

B) ImplementationsE #i

C)Acquisition / Developmentis g/ FF %

D) Initiation# %

A %:B

FEAT:

22. (B EMBEHELS R T RN, EEREUTH—A2
A E®

B) A A K

C) = Al

S

:D

& C
=M

|

23. (B ] % =74 B LT IR % F & & AL e %2
A) & A K BB AR

B) ¢ M1k £ A B AR FA

C) 4 7 B A 5 % VUAE 2t 7 ik

D) A 7 3 B2 B 4 2K

%#:B

REATT - s

= EWE1K202201

Nar N2

o

24. [REA)EHNBEEENETA?
A) AR 3 R TR R R A B B A
e T8 B L AR ik A SR B BE T
T & B Y SRR Z AT X

BB EELFERNETRE

A

Eogl SRS AR
SO @ o
R

25. [ AIVOIP EiEFEREIAEL Y, FHA?
A) %A EARIAE

B) & A IR IAIE

03 BN, ZERE

D) 7 &b R E 5T B M

A %:B

REAT - o

= EF1K202201

26. [## 7 ]What type of attack sends Internet Control Message Protocol (ICMP) echo requests to the
target machine with a larger payload than the target can handle? F#¥ A K FH ¥ InternetiE & B Wil
(ICMP) [ 3 sk & & 2| AR H AL, HA R ARET EAR T BRI LG/ 2

A)Man—in—the-Middle (MITM) # & A (MITM)

B)Denial of Service (DoS) FE#4HX % (DoS)

C)Domain Name Server (DNS) poisoning¥k & iR 42 (DNS) F&

D)Buffer overflowZZ i [X & b

BB

AT
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27. [ I BB F OB E | TERK L AR F B, XA —MEAHIF?
A) B 3 b7 % =

B) B o 7 # %

C) KM &2

D) By ¥ [%

A

FEMT: <p>Fail-safe mechanisms focuses on failing with a minimum of harm to personnel while fail-secure

focuses on failing in a controlled manner to block access while the systems is in an inconsistent state

For example, data center door systems will fail safe to ensure that personnel can escape the area when

the electrical power fails. A fail-secure door would prevent personnel from using the door at all,

could put personnel in jeopardy. Fail-open and fail-closed are fail safe mechanisms.</p>

28. [ A AT — Tl et TR AEKAT LA THRR G B AMEF F 2 #HATH R 2
A) H73E B TE B 1R & s

B) A AN T R k&

C) B 24 Bk

D) AN E X

A

FRAT -

2. [REA] THBNAZ— M HARNEE, EERSISHSERS NG, TAELEKR?
A) 19 1R 3 B H RS

B) (1 T B & i & E A R

C) fuAT52 B To 4 b s I

D) fib i1 X1 55
BZE:C

FEMT: <p>Two points are important to consider when it comes to ethical hacking: integrity and
independence. </p>
<p>&nbsp; </p>

30. (2 81] (04158) TEBFEEHH LI, RERURAAANFITEIS. XFEFE:
ANBRKE

%&%&MEZ

AR A

BIER A

.\

Exp 2 2=
RO RE

31. [#3#% A ]Similarly, Kerberos depends on KDC,SAML. Depends on: 2l FKerberosfk #i FKDC, SAML. 4% #i T ;
A) TGS

R.[(FUEALNEFE - EGRARN—IMTA, ¥TEHE-—EEEH 17
A) B R 1R B

B) 1% 1 1% #l

O) R R RMBERAEE
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D) 18 X 5 # 4T 4 X
A Z:B
FEAT:

33. [## M ]Additional padding may be added to the Encapsulating security protocol (ESP) trailer to
provide which of the following? # LA # & L4 W (ESP) B#EAMAFSE R, URELUTHI?
A)Data origin authenticationZx &AL

Partial traffic flow confidentiality®} 4 it & L% &

protection ao>ainst replay attackffiao>ainstE &K &

Access control 7 7] #%

:C

ZEagp 2 2=
=M

34. [B# 7 IWhat is one feature of the Security Assertion Markup Language (SAML)?
AW EARICTE S (SAMAL) B9 — T3 #E &2

A) strategy execution® B AT

B) Redundancy check 7T 4 # &

C)Extended validationy J&ZiE

D)File allocationX 4 &

BEA

FEAT:

3b. [BRM —XFENAMERCKEANTER HR) BEKKE.
Wofs B ERFAL T ERERN. UTH TR RFNTH?
A) B U E] AR

B) EARAHEMHAEA P E M A PP .
O B EFEANE

D) KAFFHK - A B A A

Z%E:D

RRAT:

36. [ ExE, TARFPIUREHRES D2
A) BEiEZ HEI4F

B) B £ FI A% F = HAL144F

C) B #1F H #2204

D) B & F# % T Z HAL204F

BZE:C

FRAT -

3T [ #AMIRMERBIEARNBRETHR LA BAEF Eh, LERERA, ENRRBEREA, 8RR E
o WA P AEF 1oT & B, AR RS B J 2 77 ik AT A2

A) B P TP 3 Ak

B) & & A~ Fl B, & 7 0 LR

O) REIX &M FFTEH

D) 25 1E Hy Bk PRk &\ LB

BE.C

FRAT:C. R X L E TN 0T R AT AR R B R G RFTES . EALAWIPHIEEAHMNEELEREETRELHN
B

KA REBBEHFTR—ANFRANGEEE—1oTHIFAR, A ETAT, BB ¥ DUFE A, 37 il & 33t R B R BT 3
HEERMBENEHIE TR OB ESR, T2 LB BN R &N AR FHTER, FUHILESEMELS
i %59 B AE o
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W [HELEAMBHREXTLZLAERERARNURELTRERE, RN E

NMERRGFITR

B) # 45 A &

OFRAZRLALER

D) #3E tR & &

EERA

FEMT:<p>T auditors determine whether systems are in compliance with the security policies, procedures,
standards, baselines, designs, architectures, management direction and other requirements&quot; and
&quot;provide top company management with an independent view of the controls that have been designed

and their effectiveness. &quot;</p>

39. [ A AT TR AR HHA T B A BA Y B A A A7 5L 55 X 2

N EA K&

B) %

C) TEHEHX

D) B 4 BH XX

BZED

FAHT: <p>The goal to this type of attack is to find the cryptographic key that was used to encrypt the
message. Once the key has been found, the attacker would then be able to decrypt all messages that had
been encrypted using that key. </p>

40. [2# A ]In a change—controlled environment, which of the following is MOST likely to lead to
unauthorized changes to production programs? EZ E#H#IIFE Y, UTHMEA T EZNEFSRBRFHITAL
TR EE?

A)Modifying source code without approval k%4 it/ 2% JE X5
B) Promoting programs to production without approval kZft/E¥F B ¥ | A =
C)Developers checking out source code without approval 7F & A R K Z#hfE L K HIERE
D)Developers using Rapid Application Development (RAD) methodologies without approvalsk £ #tyEF F Heig b
J 74 (RAD) ke 4 AR

A

FRAT:

‘i’

A1 (R EWERAUTHEMHRE RS kRN ERT. SATEFRILE IR
N FFERE
B) i£ 7 % & &

42. [B#A]UT R B TR FE?

A) BT ER 1%

B) Overtheshoulder

C) B Xt 4w A2

D) 4 % IDE

%D

HA7: “Over—the-shoulder” HEE K BMT K £ A ERDUEFEHALEBUNRT, &TFHAEBRDTEER
MEAZEEATHTEE, EHREFEANTLAR RAREF—NMREERE, M7 —MARATREZME. “H%E

IDE” T & —fR&E%HFE, IDE &% R LT RE B

Over—the—shoulder reviews require the original. developer to explain her code to a peer while walking

CISSPH &5 >] (31 8459) 8/20



RERH: CISSPHRL: ]

through it. Email pass—around code reviews are done by sending code for review to peers. Pair

programming requires two developers, only one of whom writes code while both collaborate

43. [ 47 (04154) #TLRLMENETEEHNE:
A)RB R G B IR A 2 B R AT
B)RB R AR . IR A B B R AT
WA R G R . IR AR T B % R AT
WA R G B . IRIE A T RS AT

N

|
:C

BEx S C
=M

44 [RHF]EHF AL NI REENKEE, EH M TERARELHICIIAREMLE, BHI:

NHBEFEE

B) ®/ 1% & %l

C) &1

D) X

A %:B

AT <p>EERGE—H RAID BA, CHAARES AN —IMEEEFE 7 — oA, UAEAMIBENRSE. %
BEARE —FHELNMLESEFHTAZNEAR. ERGEREANBEELEFZNTECE. &0 EHH#T, AFHT
ERERERKEFERI RS, IHREFHET BTALENTMHESEERANEKE. p>

45. [# % # ]In Disaster Recovery (DR) and business continuity training, which BEST describes a functional
drill? EREKRE (DR Al F-EguiE)ld, BT R R ER?

A)A full-scale simulation of an emergency and the subsequent response functions % 2 &I F0 5 Szvs M T B8 B9
A R~ #

B)A specific test by response teams of individual emergency response functions 8% i B PA X B/~ 57 Zovg B T
B FEAT B 4 IR

C)A functional evacuation of personnel A R Zh 8¢ M Bl #%

D)An activation of the backup siteliE &4 35 &

BE.C

RREAT:

46. [B# AT F k2 E S AN EH I & A E S8 58 07 %2
A= MBS RIE EEN X,

B) R AT HBE N B B R &,

C) 4t B NI &5

D) B A #E By XA T B BB & L HAT S K E .

A %D

AT

47. [ 7] DU A0 — T5UAS A 7 7 4 1 W e o = ) AR 2

A) K B ak R S AN A6

B) & An ik B H B K E A B

OMFEmE=EAAEYT B

D)t HmE—LBEEEHR WA

BEA

FAHT: <p>The correct answer is &quot;One large disk created by using several disks&quot;. RAID level 0

striping is the process of creating a large disk out of several smaller disks.</p>

48. [ B34 71 ] ££62 FlOAuth (FF AR R A 2. 0% &5 = 77 H - B lE & B, DU T A AN 3 LA g 4% B A 2
Which of the following problems is not addressed by using OAuth (Open Standard to Authorization) 2.0 to
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integrate a third-party identity provider for a service?

A) T E IR R S50 AR R AR P

Resource Servers are required to use passwords to authenticate end users.

B E = 7y — LR P A= E =R P E R

Revocation of access of some users of the third party instead of all the users from the third party.
C) % = R Bk & X R % 09 B & P H1 R iF

Compromise of the third party means compromise of all the users in the service.
D) & A F (guest users) & B % =7 & R B #HAT Rk

Guest users need to authenticate with the third party identity provider.
BEA

AT

49, (BB TH MK F R8T ok BEEARNHIA LS £ EEHAR?
A) A

B) &1 X X %414

C)ARP# &

D) & 71 B fR

KZE.C

AT :

50. (R BEAMELHMERRF&ELENXHNER T EZM A
A) EAEM T %

B) 3 & &1 77 i

O ZR&M 7k

D) F & 7%

A

FRAT:

51. [#i& A |Lauren FEMMEEXNBENNARFEARGFERE. WRME—LTBEIEE, GHRNEMAKRHT
e Bt 8] A~ [/, AR 2 DA T AN AR AR A2

A)Pass around

B)Pair programming

C) Team review

D)Fagan inspection

BER:A

B rEEFE AT AR THEREATARETFERARAEZR, ATFAAARARTFERE, EXREFERIERF
R—BIE, —NMrEREG, F—ANFEAREHRE,

A& EREEE N/ NEFTHK, M Fagan BER—NEANFELRE, F LA AFREALNAEEH EXHIEFTFERDG

52. [B#%#]An Internet software application requires authentication before a user is permitted to
utilize the resource. Which testing scenario BEST validates the functionality of the application? & f.iF
B P ERFIRZE, Internet® A AR FHE & fH i, MR = & ok 10 5 F A2 7 a9 o e 2

A)Reasonable data testingA-ZE #9538 M2,

B) Input validation testing#i A\3&EM| X

C)Web session testing Web< iE M

D)Allowed data bounds and limits testing ¥ #9438 5 R Fo IR 3

4 %:B

AT

53. [# % ]Asymmetric algorithms are used for which of the following when using Secure Sockets
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