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4. [T IR R 5 T2 4 & B # (SELC) B AL 22

Which of the following are Systems Engineering Life Cycle (SELC)Technical Processes?
MBEA. RE. £, AR, &, %

Concept, Development, Production, Utilization, Support, Retirement

B) i A k& FRE N, BRI, L. ik, BF

Stakeholder Requirements Definition, Architectural Design, Implementation, Verification, Operation
OXx%. MeE, WEFE, £/, BF . XH

Acquisition, Measurement, Configuration Management, Production, Operation, Support

D) MEA., ERK. ®it. ZH. £/, £¥F. &, LE

Concept, Requirements, Design, Implementation, Production, Maintenance, Support, Disposal
4 %:B

FRATT:

5. [ A LU — TR T $AT TIE o 8 B 7 B9 s IR AR AR, JF 1 A P IR I 42 B8 T 7 A A 2
A) 2T AL B 77 1]

B) & T P fa & 677 4]

C) | A& Go o = B9 V77 A AR

CISSPH &5 >] (31 8i54) 1/21



RERH: CISSPHRL: ]

T HAE R YT 9]
2B

=% S
iww

6. [###]The quality assurance (QA) department is short-staffed and is unable to test all modules

before the anticipated release date of an application. What security control is MOST likely to be
violated? MEMRIE (QA) FMITARTRE, TEENMABRFHTHAA DI NRATAER, RATREERNLLE
w242

A)Separation of environmentsIf3E 4%
B) Program managementitX|%& #
C)Mobile code controls# zh X AL+ 4
D) Change management® ¥ & ¥

%D

FRAT:

7. [BEA]AEDRPIT R, RAEKEEMNNEE
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D) K& & 4 Z g

BZE:C
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8. [ A ESEMAR LT RBHL LA LN, ERFTRIE L2
INEY i

B) ZAUE & (AO)

OfE i

D) fR%& A R

BE.C

AT :

NN NG

9. [BEA] LTim HNHHRWEE P OB, ML TERA G FREEEN, R EBIE—H]], B5F —HITXA, A1
SMBRER M FELE AT, TR 2ZKBWHER, et 42

A) B AR B TEAR

B) & #E 45 4 SR R R AL

C) 464~ FE ;% 1w 1 18 & B

D) T 15 & 7 1= # %1s a1

%D

MR — AT A RMAN, £ — R AT — K. BITE TG E 6, RE R T2 =6k 230,

A mantrap uses two sets of doors, only one of which can open at a time. A mantrap is a type of
preventive access control, although its implementation is a

Physical control.

10 [#AM] Y EFRET 1 EFE, Bentk 2l — M, A EMA B G TR E P N ERE, B 2%
B, X2 AT B 2

NEEEMEAP £ FENERES XK E

B)REAFERmEFZETAD

C) Al P {EFIARPHKIR Y B &%, EFT A MBS HE AR F

D) FFH W% KM EFNEREREGWRE
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RRAT: A B B TT A P 45 DL SO ) #B &, X R R A ] B9 R PR A A 4 3R B R A B B9 P 3k 238, FireSheep
STEALITATHERABE WS S1E, BRiF S M HBRINERATLS (Z2EHENRIDD B — LRk MA B R LR P W
SERR, MAHTHEAE, EFTFELEPBIRFENRE,ARP G0 IR 5 T &M% L X, F EAD By Rk k&
AUEHERERF, CHWEEFERATER B E.

Unencrypted open networks broadcast traffic in the clear. This means that unencrypted sessions to
websites can be easily captured with a packet sniffer. Some tools like FireSheep have been specifically

designed to capture sessions from popular websites.

1L [2AFEUTERRFF A6 T2 BEENREEIREEN?
NZFEFFFE
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C) Mk % S i I,

D) 4 B %23
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12. [BAMIH 2 RBNERATH A ER A TR KIRHERM?
A) — AP A Bt E

B) Rk HZMAKERWE AN, RIE T FHEI AT

C) iR EH ey — R 5| “wn R/ AN
D)EMAKRE LRI RN IR LA

BE.C

AT :

13. [#2# A IDigital certificates used in Transport Layer Security (TLS) support which of the following?
i EZ4A (TLS) FHEANKFIES X FUTHI?

A) Information input validationfz B Hr NJiE

Non-repudiation controls and data encryptionA~ T & A M 35 | Fn 5 45 ho 25

Multi-Factor Authentication (MFA) % H & &4 BiE (MFA)

Server identity and data confidentiallyfR % 8 4xiR Fn 3 3 17 55

:D

Eogl SRS AR
RO

4. [2#F]MT 2BHERAZ TR G RFERMARFI R, BRI E (Pl AN FREBEEATHENE) T FE 2

A) F HiRFEAF A

B e T

O) B FAL

D) SQL7E A

B

AT REBRFLEBM APT) T F AR LR EFHNET—F, EdTRAARGECIIEFNHRTRARE LN, €
MEFHRFHRETHER. FETRRANKEHFEFTZRE TR, BFEAFAD (FMEAMEERMH) 1 SQAL EAK T

15 [##M]CA EHEENE _NNER?

A) £

B) 4+ &

C) A
)

EA . P E 202201
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16. [# 3% & ]Which algorithm gets its security from the difficulty of calculating discrete logarithms in a
finite field and is used to distribute keys, but cannot be used to encrypt or decrypt messages? ¢ H ik
HWReMRETERRBF A BRSSO EE, HAToREH, EFRATHESIMEHL?
A)Diffie-Hellman% 4 5 #

B)Digital Signature Algorithm (DSA) # F & 4 & % (DSA)
C)Rivest-Shamir-Adleman (RSA)

D)Kerberothil

Z%:C

FRAT:

17. [ 3 A ] DU ok T 3 MR 77 ik 9 A A R IR H B 2

A) B R [ | 7k AR ] DU R ke BB O

B 077 v DLAR 3t A 0 B % A kP i 4 1R

MR X Fo 2 R RLAE A R FW A A —H 0B RE T %
B SN ARE 747 o A e & 7 A

e

%=.C

Eogl SRS AR
=%

18. [ 46 B ] VP £ Wk 7 & 22 55 B B AL 4m AT 7= AF B R

A) fe TR % B AR

B) Kk 7 Rz % A 3T 2180 P9 4% B IE

C) Fib ¥ R i AL 24T

D) Fh W9 B & TR, BLIZ F O BT R K P

Z%:C

REAT: W FE R REAL AT, UBRA N RZE., ETBHHMA TR BRI L FAAINFTRYMEEZNTN. WRF—AIK
PR VAT L IE B M AL S0 B, A 23 B A3 B M AR R B (R, 8B4 IF 3078 2 Fl P #F K. Sampling should be done

randomly to avoid human bias. Choosing a timeframe may miss historic issues or only account for the

current administrator' s processes.Sampling is an effective process if it is done on a truly random
sample of sufficient size to provide

Effective coverage of the userbase.

19. [## A The three PRIMARY requirements for a penetration test areBZNRAW=NEEERE

A)A defined goal, limited time period, and approval of managementEH#H B AR, 7 FR Ay HE (8] B Fn & 3 B B9 L
B)A general objective, unlimited time, and approval of the network administrator—#% B #r. 7GFR (8] Fo K %
TE R HE

C)An objective statement, disclosed methodology, and fixed costZMLIA# . WHEW FEFE E R A

D)A stated objective, liability waiver, and disclosed methodology = BH#I B #x. &M% Fdk Eo 7
A

FRAT -

20. [###7] (04038) Which of the following describes the relationship between tolerance to interruption
of a business process and the expression of value or cost in risk analysis? TR T W 508 F v
RAFF R AT RANMERARZ R R?

A)A high tolerance is directly related to the high cost of the hardware and software. X F R EHELE 5
MR RAR LM X

B)A high tolerance is directly related to the high cost of the hardware and software. * FHHE AL E 5
MR RAR LM X

C)A high tolerance is directly related to the high cost of the hardware and software. * FHiHE AL E 5
MR RAR LM X

D)A high tolerance is directly related to the high cost of the hardware and software. X FHiHE AL E 5
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21. [## M Jwhich of the following is a benefit of audit trails? T &A=& & it L7 o 315 402
A) Accountability ™ [a] &M

B) Confidentiality#l %

C) Non—repudiationdi #f & 1£

D) Integrity 7=

A

FEAT:

22. [BHAIM LT UR XA —AMBFREEFOEEEY, ERHZ st KATH T8I mCARAT # I ?
A AZEIEH T %

B) ML i g 5 &

C) iE# A 2 At

D)iE# 85 &

A %:B

AT

23. [ AL & Z B2 7 E R 7 R £
A) & fm 2

B) 7 K %

C) IPS

D

E R S s)

oM =

oz
=

24. [ Greg®m L= H M ENHR F FEHE LRI iPadi i Bl iz Z A UL T HAF 77 ik 2 iF i £ ZHEF
B A AT 2 AR 1 E 4R A2

Greg wants to control access to iPads used throughout his organization as point-of-sale terminals. Which
of the following methods should he use to allow logical access control for the devices in a shared
environment?

MDAFAHE R & mBEAEXFPINUERLE Z THA

Use a shared PIN for all point-of-sale terminals to make them easier to use

B) & FlOAuth £, ¥F & A P # AT = B X

Use OAuth to allow cloud logins for each user.

C) 7 & P 4 EL i iPadft & — 4N — #PIN

Issue a unique PIN to each user for the iPad they are issued

D) Al Active Directory, [ &t A P fk & 1£ A ADF| 7 IDFn %5 5 & 3 iPad.

Use Active Directory and user accounts for logins to the iPads using the AD userID and password

BZED

MRAT fE I K MActive DirectoryWi W HMIIE R R E RN AERA L REEF, XHFETUEHI A #Z#EER
I ER Gt Gregth B E MMM IR L L R Tdk A€W P EHEZFPIN TREEFTFTE, A EN LT iPadByEANA P
A BE—PINSLE SR AE EMAK LEER. OluthA ST R ECregFBENRS - E—FENRS, ML 2—
5 Bl R 5.

25. [# 3% # ]The BEST method to mitigate the risk of a dictionary attack on a system is toB# A% F MK+
e B 5 77 R &

A)Use a hardware token. & f 54 #2,

B)Use complex passphrases. & 20X AEE,
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C) Implement password history. SZIL AL F &40 5%,

D)Encrypt the access control list (ACL) fmZ¥if 5|45 #| %% (ACL)
A

RRAT:

26. [ 7 Susan B & iy W 35, LA A P B Fl Google % WISE K 7 o # 11Z K AT 28 A2

A)Kerberos

B) LDAP

C) OpenlD

D) SESAME

A %:C

RREAT: OpenlD 2 —/N"Z L RHIATE, AP P E R B NIKF B R LA M35, Google KPP A% 5 OpenlD— 1 o
OpenlID is a widely supported standard that allows a user to use a single account to log into multiple

sites, and Google accounts are frequently used with OpenlD.

27. [## 7 ]In a High Availability (HA) environment, what is the PRIMARY goal of working with a virtual
router address as the gateway to a network? Z & A (HA) IFEF, FENE GBI FAERNLE W W EEH
R EAT 42

A)The second of two routers can periodically check in to make sure that the first router is operational.
ANBEBHFHE AT UREEN, UHARE — B d R LLEAT,

B) The second of two routers can better absorb a Denial of Service (DoS) attack knowing the first router
is present. EAEFZ - MBEHBEFEWELT, A MBHEFTHE - ANTUEFHTRKELRS (DoS) HiE.
C)The first of two routers fails and is reinstalled, while the second handles the traffic flawlessly. W
ERBHEFNE-—HIARBHENTE, MEF_ U TZHAERE.

D)The first of two routers can better handle specific traffic, while the second handles the rest of the
traffic seamlessly. WANBEEHEFWE - NTUEHHLERZRE, MF _NTULEHLELRRE.

Z%:C

FRAT -

28. [ %36 AL ] — T ZDSLEY A7 A K AL 2
A)HDSL
B) FDSL
C) ADSL
D) VDSL
A %:B

FRHT: <p>The correct answer is FDSL FDSL does not exist.</p>

29. [#1%5#] (04170) B&EMRAF, REATFLEL, TEAMERFGEN, BT:
A) %t 3¢ M IR

B) 4 ¢ 14 93
C) %t ¢ e )ik,
D) 4 2 1 3K
A %:B

FRAT -

30. [ 3k ] 2 1 S0 A0 e 4 8 0 1] R4 TR S HE TR AL
A) AR E BT — R ERL TR E

B) RAEFAERRMINENA FEMRE
OWFETRMEEEERTRANEX

D) #n R B A= A WY, s ERE

BZE:C
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31 [ RANY EWESZEFHEHBWTEENE WAP) o H P — 2 W IR E R AR P B 7 2
AN BATLENE LM Wi-Fi Z&EFFE 2 (WPA2) Anik

2R R4 EAT IR (SSID) L AREY #

B4 AT R (SSID) M 2 R E & 5 AR T KM REALE

TR E R4 (MAC) Ho ik € 25 Al 4= %] 5] & (ACL)

z=.D

#r:

Eogl SRS AR

2. [BEAMIGNMABETREAET L. TS KB FOF X K = & HIPAAR A 2 KA W BB
A)PCI

B) M AT 5 43

C) PHI

D) I~ A & i 15 & (P1I)

A %:C

AT N A R B (PHL) BHIPAA =X, @ NMABETIKERE K. PCIREIXM FAT L Z e/, BERER TEHF.
PIT 2MATRAMERB XARE, AMATREZESR ZEANET L AE,

Personal Health Information (PHI) is specifically defined by HIPAA to include information about an
individual's medical bills. PCI could refer to the payment card industry's security standard but would
only apply in relation to credit cards. PII is a broadly defined term for personally identifiable

information, and personal billing data isn't a broadly used industry term.

33. [## A ]An advantage of link encryption in a communications network is that it
A) improves the efficiency of the transmission.

B) encrypts all information, including headers and routing information.

C)makes key management and distribution easier.

D)protects data from start to finish through the entire network.

BB

AT :

34. [ A1) LU 0 550 s U 6 Sean®y B PA & 5 % T 19 K 45 BC B [a) sl oy 4 14 2

A)EEAN, BN

B) F& % A M, T BR A1

C) JLBR AN, & = A

D) FRFALI, & = AL

BE.C

fRAT:Co TEHHRAT AR KA KEAN: TERANFCFE “RRL"REERFC. T EEEIE G R, B
NT BIAERT AN AV REZ R G H 07 KER . RN E & e — & AN, o Big R EM
THEMAANBRE. TEANAXRRE ZAFH"EAAN" o &= A 2 R G ae A% 17 12 F fn 37 3], %
AR B

35. [ & #f IMike IE 7RG 545 MR 5 5 0 & 2L ERAIDL, L b 7 R FE 5 D MR #°
M1

2

3
5
Z=.B

MEAT:RAID 1| MAMEREG, FER M EME, ¥ - WEHE R 75— HE K,

RAID 1,disk mirroring,requires two physical disks that will contain copies of the same data
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36. [ A THERELAWE FIMWNESRRIENAR, UTH —THLL?
A) BB e R An AL 4R

B)#FiEH A B—FF (SS0)

C) A Wfn G

D) ST 3 + Fu A& it

BZE:D

FRAT -

37. [## 7 IWhy is authentication by ownership stronger than authentication by knowledge? X1t FrA& ALk
I b IR AIE 5 A ?

A) It is easler to change. EXZ KX,

B)It can be kept on the user’ s person. TEHURFEAFHMAE L,

C)It is more difficult to duplicate. X ¥ # & 4|,

~—

D)It is simpler to control. BE F T4l
BB
AT

38. [## # IWhat process facilitates the balance of operational and economic costs of protective measures
with gains in mission capability? T AFMEB A T FHRIFERNZEREFRAEGESEINRE?
A)Risk assessment X[

B) Performance testing/f 88k

C)Security audit% 4 & it

D)Risk management X [& & &

Z%E:D

FRAT -

39. [ AT — TR A T IR & B T B A 4 2 £ 4K 7] I o 5096 Bl 19 = B AL 2
Which of the following is the PRIMARY mechanism used to limit the range of objects availableto a given
subject within different execution domains?

NERE#®, EMEARFREED (AP

Use of discrete layering and Application Programming Interfaces (API)

B) £ 48 % A 1 R

Data hiding and abstraction

C) #REMEH

Process isolation

D) W& I ® (VPN)

Virtual Private Network (VPN) .

A

FRAT -

40. [ 52 2% 77 ] 26 23 R 20w R 48 7 R 48 DA T AN 2 Ak B 42

A) B — R # W & RN 7

B) & #4342 1 X

C) AR A 3hE B IE N1 T

D) TG 1% & BI Bk % 12 R

A

FEAT: N AvE R AR R N A — AN ER N R RF N KRBl SR, X aE N, RAEHFRANAR
L A R EEATHIRAR. MATAIEE A EERKEREE, FlodE L FE SR ITHRERBERERE
3

The emergency response guidelines should include the immediate steps an organization should follow in
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response to an emergency situation. These include immediate response procedures, a list of individuals

Who should be notified of the emergency, and secondary response procedures for first responders

41. [# &AM Valerie & B 4= 4| xf 41 & ZEBYODI 37 F W95 3% & Lo f2 A2 7 B9 17 (9] o A b 2K 2L B A Wk 77 5% 3 RE 1L 35
RARF, FARCNT2ERERA P ERANRE LY TRKKE?
Valerie needs to control access to applications that are deployed to mobile devices in a BYOD
environment. What type of solution will best allow her to exercise control over the applications while
ensuring that they do not leave remnant data on the devices used by her end users?
A) H¢ B 72 J7 30 & ZIBYODIR &, 7F B K B A & L #F *E — WPIN

Deploy the applications to the BYOD devices and require unique PINs on every device
ByRRARFHELNRZE AL, FERA P ERATREZEE LA &0 RAE#AT 7

Deploy the application to desktop systems and require users to use remote desktop to access them using
enterprise authentication.

C) £ 7| iz A 72 /7 25 2344 57 B 2 7 37 & BIBYOD % &, 7 E Rk &Mk & L 41 # " — BPIN
Deploy the applications to the BYOD devices using application containers and require unique PINs on
every device.
D) A % B A A N AR YR AT & I B R LA E R R AR R IR
Use a virtual hosted application environment that requires authentication using enterprise credentials.
%D

RN YFEFE SRR NES SR R R &R, A AR R E RS SRR E T AIE T UREE LR
Ak,

42. [ 338 AU AR R TF & A 4 B ER B30 — I BB 1 R 2 e v B 45 ) 2
A) 4w A5 - B

B) 7= & % it B

C) B # A BRI B

D) ¥ X1t I B

AZE:D

RRAT:

PR IRAA]I T EATHREEFRURKRELEL2?

A) 4 &

B) % £

OF Z:FS

DK

K E.B

BAT:<p L PR T — M5, ARTERGERFHE

B EEFH—ANMLEL T —MLE. XAFEF S E<Dr />
EERBRNLLAER, 2SN FARARMEEFEENTES
o W RBA A BT K E B <Dr />
E%%ﬁﬁ%%wﬂﬁ%m%' T & RAE & W </p>

44 [## A ]A global organization wants to implement hardware tokens as part of a multifactor
authentication solution for remote access. The PRIMARY advantage of this implementation is—-4-Ek 4 4
FELNEHAR, FEHNRRFFESEEHRRIEBATEN—#Hor. WEZHAWEEMR AR

A)the scalability of token enrollment. A EEMA T I B K.

B) increased accountability of end users. Jmi&& % P jE 5=,

C)it protects against unauthorized access. B VARG IE KR Z XA A,

D)it simplifies user access administration. EEHT AFHIEEE,

BE.C

e
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45. [# % 7 What is a common mistake in records retention? TR & F % N4 ZET A
A)Having the organization legal department create a retention policyitfH 2R E4ZEF A Z F Y K
B)Adopting a retention policy based on applicable organization requirementsiRiEE H A HE KK FHARYE &R

)

C
D

~—

Having the Human Resource (HR) department create a retention policyibt A7 &KIE (HR) #1442 HF Y H R
Adopting a retention policy with the longest requirement period¥ Fl Z K EIIR & K B9 fF & &K B
£.C

#r:

o &

=

46. [ 77 ] 4 LI A R0y EFF A, JimiE £ 8 2 H R0 i An v, LT SO B AT A 1Z 65 B9 IT AR oE?

Jim is helping his organization decide on audit standards for use throughout their international
organization. Which of the following is not an IT standard that Jim&apos;s organization is likely to use
as part of its audits?

A)COBIT

COBIT

B) SSAE-18

SSAE-18

C) ITIL

ITIL

D) 15027001

IS0 27001

Z%:C

AT ITILRAM R K T ITEM R E, E—FRA TITRGEE WA %, % AT #it. COBIT(f5 & R L fuk A& B 47
). IS0 27001747SSAE-18 (41 W -7 M 4 % 185 ) # F T & it .

47. [# & M ]Kathleen TN A S ERAZH AT HEBITRIE, FFLHRGNATIEST. UHAFET RN
I L BRI EFERLAN. UTHLEZLARTEREERER Kk, FEEAEGRMEEINETLMNE?
A)Require software—based VPN to the corporate network for all use of the

Collaboration platform.

FEATHMHW VPN EEFS VY NE, UEMETFENEEEA.

B)Require the use of SIPS and SRTP for all communications

Eok X prA A A SIPS A1 SRTP,

C)Use TLS for all traffic for the collaboration platform.

XY & B BT R U E A TLS.

D)Deploy secure VPN endpoints to each remote location and use a point—to—point

VPN for communications

¥achd VPN s R HER G TEME, FEAEANE VPN #THEE.

B C

RRATT - uE

F . HEF 1202201

48. [## A ]Which one of the following activities would present a significant security risk to
organizations when emp10y1ng a Virtual Private Network (VPN) solution? 7E{# A B & F M4 (VPN) fk 7 %
B, THIHTES S AAREREANT 2N

A) VPN bandwidth VPN# 3%

B)Simultaneous connection to other networks [F] i % 3 5l F f K 2%

C)Users with Internet Protocol (IP) addressing conflictsE A InternetPhil (IP) FitwEHH F
)Remote users with administrative rightsEH & E R TEFH 7

A=

ﬁiﬁﬁ
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