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Trojan horse attack technologys Thorough
analysis

Abstract

Today isthe era of big data, effectivenformationcan bring huge
benefits, it is a kind of universality, sharing, value—added, processing
multi utility of resources, which is of special significance for human. -
essenceof informationsecurityisto protectthe informationsystems or
information transmissionnetwork information resourcesfrom various
types of threats,interferencend destructionwhich isto ensure the
safetyof information. Information securityis an important national
securitystrategyany country, government, departments, industriesre
inevitableproblems. Therefore, in the fieldof computer information
security, research on computer Trojan technology has become a key and
hot. This paper carriedout a systematicanalysisand Research on
computer technologyof the Trojan horse attack,the main work isas
follows:

1. analyze the attack mechanism of basic concepts of Trojan horse.

2. by the analysis of examples to illustrate the “ice age”.

3. According to the static characteristics of the Trojan based on the



weaknesses and Trojan hidden methods, put forward the basic
framework of the Trojan detection system of the static characteristics o
Trojan detection and dynamic behavior of Trojan detection combined, as

much as possible to prevent the Trojan horse attack.

EK@Y’VWJFdS] Trojan attacks,computer informationsecurity.lrojan

detection, Trojan guard
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DLL (BhaSHEREEE)

AABERPE (Dynamic Link Library), fij#% DLL, Windows R&iH
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T I BRI BT T R A R AR . B BG4
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VI 35 HKEY CURRENT USER {45 5 482 : HKCU

V2 55 HKEY LOCAL MACHINE ff)45 ‘540 : HKLM
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%G Windows REUABNIMIZAT MR PAL FVEMR A ShIh . AR St
e M FHVE MR B )3 s IR PEAT BGeUR 3l A3 s a0
[HKLM\Software—>Microsoft—>Windows—>CurrentVersion—>Run]
[HKLM\Software—>Microsoft->Windows—>CurrentVersion—>RunOnce ]
[HKLM\Software—>Microsoft—->Windows—>CurrentVersion—>RunService
s]
[HKLM\Software—>Microsoft—->Windows—>CurrentVersion—>RunService
sOnce]
[HKCU\Software—>Microsoft—>Windows—>CurrentVersion—>Run]
[HKCU\Software—>Microsoft->Windows—>CurrentVersion—>RunOnce]
[HKCU\Software—>Microsoft—>Windows—>CurrentVersion—>RunService
s ]
[HKCU\Software—>Microsoft->Windows—>CurrentVersion—>RunService
sOnce]

 F DL X B o oK 5, & s % M H
[HKLM\SYSTEM—>ControlSet001->Control->SessionManager—>KnownDLL
s]MIE MR I KnownDLLs - BKIEAT A 8. L2 d11 SCHHRIERIA
HENHARAF A KnownDLLs ¥8# &, DLL A EERG s ol 1 5 2fa bt
Jo s AT DAAN Y B A E BERE N & O A E % DLL (I Atk DLL A
TN B N kR 20 0
1. 2 SCAF IR BRI e e 3

FEVEM R HKEY CLASSES ROOT #1 HKLM\Software\CLASSES Hzx
BWZ TR, B AT IR SR SRR A N, 1SR
R 2% TR T 38 N S 2R RRT . RS e R S 1B o ARG SO B S A
B B SR BRI 2 e AR . TR e 5 SO SR B Sl e A Hy it 2 A



X8 H 5% N B SO B SR IR T H R Bl o T8 AR SRR S BUT
TN, 5RO SR TR By JR B B I A BN
[HKCR\exefile—>shell->open—>command]@="%1" %%
[HKCR\comfile—>shell->open—>command]@="%1" %%”
[HKCR\batfile—>shell->open—>command]@="%1" %%
[HKCR\htafile—>Shell->0pen—>Command]@="%1" %%
[HKCR\piffile—>shell->open—>command]@="%1" %%
[HKCR\cmdfile—>shell->open—>command]@="%1" %%

[HKCR\ JSEFile—>Shell->Edit—>Command]@="%1" %%
[HKCR\JSEFile—>Shell->0pen—>Command]@="%1" %%
[HKCR\JSEFile—>Shell->0pen2->Command]@="%1" %%

[HKCR\ JSFile—>Shell->Edit—>Command]@="%1" %%

[HKCR\ JSFile—>Shell->0pen—>Command]@="%1" %%

[HKCR\ JSFile—>Shell->0pen2->Command]@="%1" %%
[HKCR\VBEFile—>Shell->Edit—>Command]@="%1" %%
[HKCR\VBEF1ile—>Shel1->0pen—>Command]@="%1" %%
[HKCR\VBEF1ile—>Shell->0pen2—>Command]@="%1" %%
[HKCR\VBSFile—>Shell->Edit—>Command]@="%1" %%
[HKCR\VBSFile—>Shel1->0pen—>Command]@="%1" %%
[HKCR\VBSFile—>Shell->0pen2—>Command]@="%1" %%
[HKLM\Software—>CLASSES—>batfile—>shell->open—>command]@="%1"
%
[HKLM\Software—>CLASSES—>comfile—>shell—->open—>command]@="%1"
%*

[HKLM\Software—>CLASSES—>exefile—>shell->open—>command]@="%1"



%
[HKLM\Software—>CLASSES—>htafile—>Shell->0Open—>Command]@="%1"
%*
[HKLM\Software—>CLASSES—>piffile—>shell->open—>command]@="%1"
%

XKLL %01 9o g AL, A HORF LSO "R exe %l %", AL exe
FE Hbr WL EH P REIRFTIT exe/pif/com/bat/hta SCAFBTHEHAT

Blan: XTI SCRI
[HKCR\textfile—>shell—>open—>command]@="%SystemRoot%\system32\

7

notepad. exe %1
[HKLM\Software—>CLASSES—>textfile—>shell—->open—>command]@="%Sy
stemRoot%\system32\notepad. exe %1”

IR HBON "notepad. exe AR Hy. exe %1 7, ARLFEFFRAEBHRITIT
SCARSCAF I ] notepad. exe SCAFJE AT

T ARARSEFIFAMEURG T OF SR, mEadE —
BRI, B AT ORI R Bl QIVKTIR By o fE 22 48 H > R 39 4
A0y 259k KNI DK ik 55 s B2 e (R RIAS . 1fp. d11. 1fp. exe
system32. d11 Al tel. 1fp, RJREUSHEME, BT
[HKLM\Software—>Microsoft—>Windows—>CurrentVersion—>Run]
C: \WINDOWS\SYSTEM\system32. d11
[HKLM\Software—>Microsoft->Windows—>CurrentVersion—>RunService
s ]
C: \WINDOWS\SYSTEM\system32. d11

RN INEI, i HE N MEA RS, R A
-



[HKCR\d11file—>shell->Open—>Command]@="%1"" %%

[HKCR\. 1fpJ@="1fpfile”

[HKCR\1fpfilel@=""
[HKCR\1fpfile—>Defaultlcon]@="C:\\WINDOWS\\SYSTEM\\shel132. d11
, 154"

[HKCR\1fpfile—>shell->Open—>Command]@="\"%1\"%*"

'©¥ DLL SCPERT LFP SCHRIFT T 5 A HiedhAT, ARG B CE
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