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CISSPH R4 X (X A 45)
FLHA: RTEEM, KI00H, FMRA—AIAEE, S5RDBHTHL

1. [¥ 3% 7 Jone purpose of a security awareness program is to modify ?
ZARRITXIMENZ —RERFA?

A)Corporate attitudes about safeguarding data.

AP PR3P B AR B S

B)The attitude and behavior of employees towards enterprise security posture.
RISV ZASHNSEETHA

C)Employees' attitudes to sensitive data.

RIS SR BERSE

D) The management method of enterprise security situation.

A b 22 A5 B E TR T ik

A %:B

FRAT -

2. [BHA] M T O ROKE, THH—TERENFEFHEL KRA?

FRAT: P HE BT T, LE ZEFRE L) R RS, FIDE A E" "BE " EF " WIE SN ER, WAL
B EFIRPHBE"UT.

3. [ B3 AL ] 20 40 NT 4 T A 7 A2 9E AT IR ORIE £ 5 H AN T B B9 8 e = T2
NERETZ® 877,

B) A ET AR 87 %,

OFFAETHANE WFE.

D) &R & T B 87 %

A %:B

FRATT:

NN NG

4. [# 3%/ IDarren IEEX A H L E F B Kerberized S FE)FHI & ik B B TS EHR, MK EALET 2E
FHWAE K. MMz E KA EM 4 Kerberos k42
A)KDC

AT TGS BREER TR S GEH S KDC L TH —MR4& L) NEFmER T6T. ERIE TGT F1 7 17 15 R 4 B AR IR A
MERER. AR5 TGS WEFHAHEIEFLELS ., ASENNEREE KA F 4% L5KDC, BETEHNE, &
P AHEL KDC #Hfz, MR, EHE5 T6T f2 AS #ifz, XBE% & KDC EXELREAEWEE

5. [## M Rence FAGHMNEF 2 WTRMNIFEMNEZLERNTE. HLANERGREEARNGERELEFESH
AEANAFTE?

Renee is speaking to her board of directors about their responsibilities to review cybersecurity
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controls. What rule requires that senior executives take personal responsibility for information
security matters?
MR E\lﬂﬁ:ﬁumu

Due diligence rule

B) A~ A 5t AL
Personal liability rule
C) #EAE
Prudent man rule
D) IE 4 72 F #L
Due process rule
A %:C
RRATT:
6. [ 36/ ] LT il 25 B B 35 4 % #12 mantrap?
A)};fkr%
B) #i %
0) #Mz
D) #1#2
A %:C
RRATT:

7. [B3EF]At a MINIMUM, audits of permissions to individual or group accounts should be scheduled® 7> i
ZHATA A B E P AR B9 A

A) annual ly— £ — Kk H1

B) to correspond with staff promotions& R T Ft48xf M

C)to correspond with terminations-5 % 3 A8 %t iz
D)
7

contlnually?rﬁﬁf@
KxE

=
%

. [REMIUTHIHERAT — M EREF MBS L o Kok fo 2 ppg T H?
ZAENK

Z AR

2

T
%:D

FAHT: <p>A security domain is a domain of trust that shares a single security policy and single

zZz
TOME
t

c
=

=
A
M

o
e

management. The term security domain just builds upon the definition of domain by adding the fact that
resources within this logical structure (domain) are working under the same security policy and managed

by the same group. </p>

9. [#&AM ] Jeff RRAMTUFEFERFEEALHAREENRRAE. Wi RBEAEE FE S BB EH?
Jeff would like to adopt an industry-standard approach for assessing the processes his organization uses
to manage risk. What maturity model would be most appropriate for his use?
A) CMM
SW-CMM
Risk Maturity Model
COBIT
:C

Egp 2 =
RO
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10. [ 3% R ] % $AE AT 2 KB, 8% T 8 T 203 — TUFAE?

MM E

B) A Hy A /N

C) = Al 19 4 4 Bl #A

D) * B R & 4 B %V

A %:B

MR AN RBILBE S RN, X ERSHAT R, NiZE BNE. 24 AL s,

1L [$#8](04138) EFRAKEER, FHHLALGEEARALLNENEN, HTHERGH LY, FZ
a7 B BUCA AT 5 2

DRI GRNEE R AR AT

B) 2 BB EE RAFHREHTHE

O ZMELRWEE RN FERAHTIF

D) A BB MR R B R e AT

B %:B

A

12. [# %7 |Adam IE7E AL E X R4 P o FE K. R T 7 AR Z 8, A8 B2 30 4 0 77 T2
A) 7B Fu T
B) ¥F F] An A BT
C) ¥F 7] Au % 0
D) % — A & A e[
Z%:C
AT ERTEMA P EERZA Adam MRIEA FREEFELYHZ 2T, AP ZEEFETHMHEXER.
Before granting any user access to information,Adam should verify that the user has an appropriate

security dearance as well as a business need to know the information in question.

13. [# /] (04120) —MABEARERAE—WHBATIR, AERUNEFRR L2 EN T B EH. LARFTAE
ETIEBRFTHL R, ZHARAZHA TR EFRMERARTRINFZ, ZHAERA T AREARLENE, URTETE,
ZARARERT B IR 2B, URMAMELEFNEEMRELHT 2N &M K E R, HEER HER
T B FRRS TR LA E?

A)Time of the access 77 |7 # it 4]

B)Time of the access 7[5 By B [d]

C)Time of the access 7|5 8y B[4

D)Time of the access 7[5 8y B [d]

A

REAT:

14, [ 53 B ] DU — TR FL R i HALERY A 3.2

A) ALE=AV*EF*ARO

B) ALE=ARO*EF

C) ALE=AV*ARO

D) ALE=EF*ARO

A

RRAT: KL (ALE) 2 % = M8 (AV) kUL FEH 7 (BF) 5 B LLF E K & % (ARO) B9, ALE=AV*EF*ARO

15. [REA] R TZEABRIPREH A TRAIET EHH?

N ZEABE—NFERRS, ERmBELTT X

B) % & WAL ik ALK B T TCB, A THAT i &l 5| A AL S84

O RENEXFAARERBEATSE BASMONTAE, MOILAEFTERE
D) % & W Ao R A /N AR AT LLDA 52 26 An 4 T B 77 A 24T A 1) A i B
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A

FEHT: <p>The reference monitor, not the security kernel is an access control concept. The security kernel
is made up of software, and firmware components that fall within the TCB and implements and enforces the
reference monitor concept. The security kernel mediates all access and functions between subjects and
objects. The security kernel is the core of the TCB and is the most commonly used approach to building
trusted computing systems. </p>

16. [## 7] x TVPNRE#, T — A ZETEHN?

A)EF LB EZI A A SR RIER SR EE,

v R b T LI IPSec ik & R AU

¢ LA S L A A B Rk R R A

o] DA I AR B s B W 4 b R R S R R

Z=.B

FEMT: <p>IPSec—compatible and non—-IPSec compatible devices are used to create VPNs. The other three

B S o=

answers are all ways in which VPNs can be created. </p>

17. (23 fR] v % %ma 441 (BIA) 84 B AT 2 # 2 DL T3 — A2
A) b F-1% B R A 3

B) % R M A & 5 HME T B R AR 3

C) ¥k & Fu gz A B[ 2 ZLAZ AL 8] (MTD) Y FF IR AL 22 &

D) iz $AT R Lk 22 2 g

Z.C

#r:

Fgy 2 C

18. [ /] T FI A o] L2 ¥ 86 7= A B9 B An RS b 1 U0 2

A) BN R E A E g2

B) A 2 e A MR e K K BT R R 1R &7 2

O)HRARERNBMATE. B, BRIARE R &R BT REREHD?
D) A 1= M 1 |9 AR 2 Ak B 2

BE.C

AT :

19. [#EAVRE R % HEAAA RE KBS T L7557 g RA N E?
ADREREMmY % HEH

B) ZEMEMS R

C) & fnig A EHE

D) 4y 32 Fu 3% #7545

4 %:B

AT

20. [ 3£ 7] CHAP i 16 98 F & 0 I E X B9 s i 2 2 2

A) 55 B LUBA XU R & 1%

B) H A A 2 LA X R A &%

CO)BH T, REKFEL

D) € & 4A T & A IE T X PAPHY

BB

FRAHT: <p>Passwords are not sent in clear text. The server performing the authentication sends a challenge
value and the user types in the password. The password is used to encrypt the challenge value then is

sent back to the authentication server.</p>

21. [###]If a content management system (CSM) is implemented, which one of the following would occur?
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WRILHT ABEEERSE (CSM) , 2 HAUTHHIERL?

A)The test and production systems would be riming the same softwareillif#Fn 4 &= 2 %5 J A6 [ B9 % 1F
B) The applications placed into production would be securef®& A\ 4 7= o5 F A& JF B & 24 H
C)Developers would no longer have access to production systemsFF & A Gl ToiEF 5 5 £ 7 2 4%
D)Patching the systems would be completed mere quicklyfs#}ix ¥ 2 4 ¥ 1R bk 72 A

BEA

FEAT:

22. (R AIMBRELZE, EEFHEFLEE = FHEHFEUTH -
A) 345 R R o R A2 R

B) & Bl f i B #AT BAb

OB m&EHF EARF I

D) 48 & # Bl A

BEA

A

ZFgy 2 C

23. [#i#&AM]Sally EERMERTHER IPSecWESPA ., iz T M IL X THRERNEE(FL?

AN FFREXREENPRECH T ME

B) i XA — AN FT R R I 5 4Rk, U3 IE @ B A H B wy

C) & #4855 30 38 L iy Sk

D) 1% 4 A X 3R B A B, HUR IR A SR A A 5

BE.C

MEATESP MW 1P A HE, EX T HEELT, BREE T EANMEG, B — DR LU H
1 i [ .

ESP's Transport mode encrypts IP packet data but leaves the packet header unencrypted. Tunnel mode

encrypts the entire packet and adds a new header to support transmission through the tunnel.

24. [ ] T AR 5O 4 R0 5 H B B E 7 RER B T eryptanalyst #1472

A) B XX H

B) B Kk,

C) SE A,

D) B AL

BZE.C

FRAT:

25. [ 36 ) AT 0 2E 38 | e e v B S #e17 [F1 35 o B AR 307 AL 2
A) TR /4 22k T et

B) A6 U /AT BR B 2R 1 T AT
C) Tl M /AT BB B M o X
D) T b7 M / BA e BT A
BZE.C

FEHT:<p>In this pairing, emphasis is placed on &quot;soft&quot; mechanisms that support the access
control objectives. Soft Control is another way of referring to Administrative control. Technical and

Physical controls are NOT soft control, so any choice listing them was not the best answer.</p>

26. [#EAISSLE—ANFZ LW, AREAELTEHMNE L2afEm,. TEBIRFHH#HL
T AESSL #EAIRE LR EIFR?

A)The server creates a session key and encrypts it with a public key
W52 QU 2 & B4, IF R N EAT I 5

B)The server creates a session key and encrypts it with a private key.

FR %25 61 HE 218 5 4R, 56 B AR #EAT A 5
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C)The client creates a session key and encrypts it with a private key
BPR AR SEER AR
DESETEYS T Y P E Yo

%D

FRATT - ¥

FH: EAUAE 202201

27 [ @] —MARC R ESET RS REFT ST AR, UA AR S~ S 0 &0 ATk & 7 i
(OAuth) 2.0 % HiF AME0A P XTHER S 890GE .

£ A authenfh B I B A —# 4, A P LR EUTH—A2

A) T E A pE

B) Fl P & fn 554G

ORF 4%

D) % 74

B

FRAT -

28. [# 3% # ]What type of firewall architecture employs two network cards and a single screening router?/f
LR KRR T B W A B3 K B b A2

A)A dual-homed host firewall W X EAMEF K I

B)An application—level proxy server—-/MjirJH % KI5 &

C)Ascreened-subnet firewall —A™ & ¥k F I B K i&

D)A screened-host firewall—~> & £ AL K i

A %D

AT EREEEN M, XBHENGTKEERAFNWFEZR TGN RNE, EEENALTERNEZBHRT

N FEBEHE, AN EENFTHANF, EL—EF —AFEE & &, *screen —subnetf7 K& A HAMN -, EFH
AME kBB &S EHExhibit: FEARERSBEEZECHNE, —MitB b EEFAMNENRE, ME - M EEMAE

i A W Internetin &, M AR FRANRE, FXANEAL K,

29. [## A JRefer to the information below to answer the question.A large, multinational organization has
decided to outsource a portion of their Information Technology (IT) organization to a third-party
provider's facility. This provider will be responsible for the design, development, testing, and support
of several critical, customer—based applications used by the organization. The organization should ensure
that the third party's physical security controls are in place so that theyiE & [H L TE A UELAHM, —
RARBEEHARERELGFEREHEAR (D) ARH—H2 ML F A REFTN R . ZREFE AT EIT. FL. Mk
M FHRERAN LN REN, ETEFOERARF. HRANBRE=ZTHNEL 2 EHERE L, UE

A)are more rigorous than the original controls. /B FEIEHE TR,

are able to limit access to sensitive information. &E& R |t &Rz B 8937 17 .

allow access by the organization staff at any time. MiFAZL R T K17 A .

cannot be accessed by subcontractors of the third party. ®=F 488 LET .

Z=.B

#r:

Eogl SRS AR

30. [ TEAKNEE, THH —TERKNEEZRELKRH?
A) R
B) L5
O%H
D) fh A
A Z%:B

AT AL, BE, £F
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31. [ /] (04161) &A% (lattice) HE A WY F EAFE

A) /N E R AT R
B) &N EF AT R
O &/NEFATHR
D) &/N EFA TR
£:C
A

T 2O

32. [BEAIELMZ LW EHFICES (SAML) B, £ AR M IR 5 A S0 E & 0 42 BL T AR & 2 1) SE 3L & 10 B Ak i, 8 L B9 3 Bk

AT 42

AN FEBE P AWEE 2 service F,
SAML A A & R BER 2 1,
BAFPFEARS FRHE .
SAMLA- W a4 L P 15 B

2:A

Eogl SRS AR
=%

33. [B# A MNP RS AE REHTHRA P F U R E 22 R %?

A) B METE E EH (MAC)
B) ¥ 5 ¥ %1% % (ACL)
C) B diFE#EF (DAC)
D) A P A=

BZEA

FRAT -

34, [BE ] &R A &
MNRAFSRERBEETHEH,
B) Al P X & 4% B AR &
ORF 4% ZRRETH,

D) Al 7 i R G &I E .

A %:B

FRAT -

35. [ A ITCPAE M F 7 5 &t 48 ?
A) 55T

B) # & A

€)DOS

D) # T

% =:B

REAT - o

EA . A K202201

36. [ A Jwhat is the main purpose of Corporate Security Policy?f i\ ZAK AW T E B EM 42

A)To provide a common framework for all development activities.

A AT R B R —AEAER

B)To provide detailed steps for performing specific actions. AT BN EH S B

C)To communicate management's intentions in regards to information security. FXEEEX*TREEALLANEE

A%

D)To transfer the responsibility for the information security to all users of the organization. ¥z B %

AR AR A HLWETA R P
BZE.C
FEAT:

CISSPHRZR X (2] /4:5)
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I [HEFAE 2 BRI (L2TP) B = Bl it 2 Rk 4K 4E
A) # 1T Session B Hy By K &

Through a firewall at the Session layer
B) i 1L 1% 4 2 By 7 K 4

Through a firewall at the Transport layer
C) £ Bt B 7L (PPP)

In the Point-to—Point Protocol (PPP)

D) 7 B # AT £ 45 L (PCP)

In the Payload Compression Protocol (PCP)
A %:C

RRATT:

38. [# # 7 IMost operating systems and applications allow for administrators to configure the data that
will be captured in audit logs for security purposes.Which of the following is the least important item
to be captured in audit logs? KZ#HBERGMUHEFAFEERMEANL A2 G EF T HIFHROHK
B TR —TREEFTHEFRBERNR L EEZNTE?

A) System performance output dataZ 4t gb i 3 3E

B)Last user who accessed the devicel5 [81Z &K & W& a8 A F

C)Number of unsuccessful access attempts kI 37 7] Ik 4%

D)Number of successful access attempts ki &K 3

BEA

MR R AT IR B AL e, TEMAT A A, MET a6 R TR e mE AP, R K REHE
BT R HKERGR B0, 2 FXTEE P nFoREHEATRE KGR, 2EFHON T ER S0 A AR T 54
K&,

39. [ A AlyssaWBIA KA EH ] — M RR, ZRAENEMTEWEHSRERECL, oM X LR, AKX BT
A LR A AT ARTE AR R X T A?

Alyssa&apos;s team recently implemented a new system that gathers information from a variety of
different log sources, analyzes that information, and then triggers automated playbooks in response to
security events. What term best describes this technology?

A) STEM

SIEM

B) H % 7 % &

Log repositories

C) IPS

IPS

D) SOAR

SOAR

BZED

AT R e RAnE 4 2 (SIEM) R a2 H k B £ R IR BB & R BRR K I PAT 247, (B e 11 R kR 6 8 3 AR L
ERAL 2. B AnE AL (SOAR) F & AT . NEHHFEmEEEAR, L FREIPSEK G HATH AT LR E
o BEFEMERREHZEL, A HATH .

40. [#2# A The ability to send malicious code, generally in the form of a client side script, to a
different end user is categorized as which type of vulnerability? MAEMHKZLFAFPF AELZERL GEFLUK
Fom AR R B 8E A 4 V3 2K 4 WA Kk A iR R 2

A)Session hijacking& &3

B)Cross—site request forgery (CSRF) ¥k & iFkKfyi& (CSRF)

C)Cross—Site Scripting (XSS) #3h g A (XSS)

D) Command injection#4-7E

CISSPH &5 >] (3] 8i%5:5) 8/21
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41. [ %A ]A new Chief Information Officer (CIO) created a group to write a data retention policy based

on applicable laws. Which of the following is the PRIMARY motivation for the policy? #H EHHEEEEE
(CI0) a7 —AMANH, AFREEAEEREHERE K. UTHIHZZH RN T EN?

A)To back up data that is used on a daily basis# @& K& 095 &

To dispose of data in order to limit liability#4k & #k38 DLIR 45 £

To reduce costs by reducing the amount of retained dataif Ty /> 1% & B3 IE & B (K R A

To classify data according to what it containsAR#EIKIE &4 W W B AT HIE AT 4%

:B

Eogl SRS AR
=M

42. [RE A BANFANME A EART A TAEGREA/ RN EELWHFIHEN AR R L?
NEEERZER

B) £EEHARE R

O) xEERRESEART R
D) = El4F T4

A %:C

FRAT: % BB R AT 8 5 B AHB LR NIST

43. [BHAINFRETRABER, ER K BTN EER?
A) B oK 3 28 bR 4R

B) W &1 A s L& B R

C) W 41l & 4. %

D) & 7 & A & A A4

% =:B

REAT - s

EA . EPE 202201

44, [B % Ben FrEMELEE — MRV ActiveDirectory¥h i, ZAEF3504 R L, EHin— 4 R THEFEZHT
FHEE ., BaE A RAFEA, 14k S R 6 R B R 5 52 F A2 7 ok B 4k 5 30T R WA A

Ben WEHFRRU—NMNERERRAR, ZRAAAT LA EAZRS AN ZIXFATN AL, EALHNTEE, BHE
X T LU R

LY Ben WA REMAIHIE T HH = 6 1EKHFRERIEARE, T 2% L BLEA?

A)ActiveDirectory

B) SAML

C)RADIUS

D) SPML

BB

fRAT: ZAF HFILIES (SAML) &% Al T & k= 5, I AR AT S RIEFRANE B, Active DirectoryHy % B2 7 &
o, EZREFERZFRDREZTURS, HFE RADIUS(ZBAF (T HHRIERR) LT TRHENER. RFILE
FILEE (SPML) A TR ERA P . FERRS, AR T &0 RIEARA

Security Assertion Markup Language (SAML) is frequently used to integrate cloud services and provides
the ability to make authentication and authorization assertions. Active Directory integrations are
possible but are less common for cloud service providers, and RADIUS is not typically used for

integrations like this.

45. [ 3 ] K B BB BB & AT B2
N FRERN(E—RATH-FEHT)
B) % = EXFEH T

CISSPH &5 >] (3] 8i%5:5) 9/21



RERH: CISSPHRL: ]

O E— AL/ EEET
D) ¥ — AR AXE £ A%
aY)

FRAT -

46. [# % A IDiffie-Hellman H £ H T2

A) e %

B) #7454

C) & 45

D) 4% 7 FT 4K #i i

BZE:C

AT <p>Diffie Hellman 2 —FEARLHA &, HEEAETIHHHENEE<Dr />
HAEHERNARB T B RN, ZARSAF<Dr />

Diffie HellmanfE# % ®E it FAEML, EE(IHEZI T XA Ldr />
TE. ZERCENNKZA

CRATEHAR BN <Dr /> RSA BEHEFESERTE., <Dr />
</p>

47, [ B8 F ) A2 jL R T 2 22 F 34 R ( software assurance) A T2
A) W5 1k 7= 4 5 % BB et

B) 3% o FT & FF IR

C)H Bh T £ &P 51T H 4 (ICB) A 4

D) & BY T 4 pk & ¥ Rl R

BEA

AT - s

FH: WA 202201

48. [# %A ISDN LI MW — EEAEFHE T APT REXXNHIFENFK?
A B FE

B) & #|F &
C) ALFF@E
D) & F@

BZE:C

AT R X% (SDN) MM AEFFaRE AR FETmty, ey ARFEANAETRESED (API) & SDN
BRATFRBEHTEGE, BHFEEREAABELAENE, K NMAETFERREAR S,

49. [ A A DL E3AT BB B B R R SE A AT A -

A) 2 Hy

B) # 4 &

C) M 4 7 4%

D) ZAER

BEA

FAHT:<p>In computer science, hierarchical protection domains, often called protection rings, are a<br />
Mechanism to protect data and functionality from faults (fault tolerance) and malicious<br />
Behavior (computer security). This approach is diametrically opposite to that of capability<br />
Based security. <br />

&nbsp; </p>

50. [ Al ] £ A K& B0 i, e R /NI R A
A) 3 AT £ g DX,
B) B £ H X A0 & A=
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