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Overview

DatalLogger is an application that logs data from an OPC server to any ODBC-compliant database.
DataLogger's tight integration with the OPC server provides substantial, unique benefits such as simple
installation, high-efficiency performance, and easy tag browsing in the OPC browse space.

Feature Highlights

Supports any ODBC-compliant database management system.
Supports adding OPC data items through drag and drop.

Has a user-friendly installation and configuration. If a Database Source is defined before DataLogger
is launched, users can have an active logging configuration in less than ten steps.

Has flexible triggering. Data logging can be enabled at the following times: always, at absolute times,
or when an expression is true (such as when a tag's quality is bad). When enabled, logging can occur
based on static / time interval, on log group item data change, on monitor item data change, and / or
on start/ stop condition transitions.

Has improved, reliable information logging through the local store and forward file, which is used to
bridge network and database outages or delays.

Includes an OPC server Simulator Driver.

Includes two hours for evaluation while in Time Limited mode.

Runtime Performance Features

Runs as a System Service.

Can be easily scaled through its support of multiple concurrent logging processes (threads).
Logs data directly from the local item list without reliance on external OPC servers.

Supports both automatic table creation and the ability to append data to an existing table.
Supports error recovery and can automatically reconnect if a DSN connection is lost.

Supports an optional automatic configuration backup (in which the most recent copy of the
configuration file is saved).

Supports _System Tags that allow optional Runtime control from OPC client applications (such as
enabling / disabling logging and monitoring logging status).

Initial Setup Considerations

The following topics should be reviewed before the first DataLogger Configuration is created.

System Requirements

External Dependencies

Supported Data Types

SQL Authentication

Windows Authentication

CSV Import / Export
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System Requirements

Software Requirements
The following Microsoft Windows operating systems are supported:

« Windows 8

« Windows 7 Professional, Enterprise, and Ultimate
« Windows Server 2012

« Windows Server 2008 R2

« Windows Server 2008

« Windows Vista Business, Enterprise, and Ultimate
« Windows Server 2003 (Service Pack 2)

« Windows XP Professional (Service Pack 2)

Note: When installed on a 64-bit operating system, the application runs in a subsystem of Windows called
WOW®64 (Windows-on-Windows 64-bit). WOW64 is included on all 64-bit versions of Windows and is designed
to make differences between the operating systems transparent to the user.

Hardware Requirements
The minimum required hardware is as follows:

e 2.0 GHz processor

« 1GBinstalled RAM

« 180 MB available disk space
« Ethernetcard

# See Also:

External Dependencies

This application has external dependencies. It requires that the ODBC driver for the Database Management
System being used be installed on the PC that is running the OPC server. DataLogger supports the following
ODBC drivers:

« SQL Native Client (necessary for SQL Server 2005)

« SQL Server ODBC Driver (compatible with pre-SQL Server 2005)

« MyODBC Driver 3.51 (for MySQL)

« Microsoft Access 4.0 ODBC Driver

« Linked Excel table support provided through the Microsoft Access 4.0 ODBC Driver

Notes:

1. Although Datalogger supplies TimeStamp values with a resolution to one thousandth of a second,
certain databases are not capable of displaying a Date Format to the resolution of below one second.

2. Some databases do not support millisecond resolution. For more information on a specific database,
refer to the product's vendor.

Recordsets
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@ Tip: MSSQL uses Dynamic-type recordsets; MS Access uses Dynaset-type recordsets; all others use
Snapshot.

Dynaset-type Recordset — the result of a query that can have updatable records. A dynaset-type recordset
object is a dynamic set of records that can add, change, or delete records from an underlying database table
or tables. A dynaset-type recordset object can contain fields from one or more tables in a database. This
type corresponds to an ODBC keyset cursor.

Snapshot-type Recordset — a static copy of a set of records that can find data or generate reports. A
snapshot-type recordset object can contain fields from one or more tables in a database, but can't be
updated. This type corresponds to an ODBC static cursor.

Dynamic-type Recordset — a query result set from one or more base tables to add, change, or delete
records from a row-returning query. Further, records other users add, delete, or edit in the base tables also
appear in the recordset. This type corresponds to an ODBC dynamic cursor (ODBCDirect workspaces only).

Supported Data Types

The Data Logger Plug-In supports the following data types.

Data Type Description

Boolean Single bit

Byte Unsigned 8-bit value

Char Signed 8-bit value

Word Unsigned 16-bit integer

Short Signed 16-bit integer

BCD Two-byte packed binary coded decimal
LBCD Four-byte packed binary coded decimal
DWord Unsigned 32-bit integer

Long Signed 32-bit integer

Float 32-bit floating point value

Double 64-bit floating point value

String ASCII text string

Date Floating-point OLE automation date

Note: 64-bit integer types, LLong and QWord, are not supported.

SQL Authentication

Select one of the links below to jump to that section of SQL Authentication setup.

Setting up SQL Authentication
Running as a System Service

Connecting Remotely as a System Service

Setting up SQL Authentication

The following instructions contain information on setting up an SQL authentication. This process usually only
has to be done when the application is running as a System Service and is attempting to connect remotely to
SQL server.
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1. Inthe SQL manager, right-click on the SQL server icon and then open the SQL Server properties.

B Microsoft SQL Server Management Studio

LY

File Edit Miew Todls  Window  Commonity  Help
S New Query | [y | fofy 4y P | [ | 5 QY 0% H &

[ -
| - | ¢ Execute

L Change Tvpe el | =
Object Explorer
Connect * | 4 2]

[ Security Disconneck

[ server Objecks Register. ..

[ Replication

| Management Mew Query

[ Matification Services

._% S0L Server Agent Skop
Pause
Restart
Refresh
Properties

2. Select the Security page and choose the mixed authentication mode (SQL Server and Windows
Authentication mode radio button).
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E Server Properties - DBASE !IEI E

Selectapa 't_s Script - u Help

= | o

=7 Memory Server authentication

% Processors

15 Security O Windows Suthentication mode

1 Cornections

% Database Settings
15 Advanced Lagin auditing
% Permizsions

¥ SOL Server and Windows Authertication mode

i Mone
¥ Failed logine only
i~ Successiul loging only

™ Both failed and successiul loging

Server prosy account

[~ Enable zerver proxy account

apver Pro=y account: I ) |
DBASE Password: I

Connection: _

DBASE \Administrator Optionz

[ Enable Common Criteria compliance

[~ Enable C2 audit racing

3¢ View connection properties

[T Cross databasze ownership chaining

] I Cancel |

A

3. Within the tree menu, right-click on the security folder. Select Logins | New user.

4. Create and define a user's privileges.
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x Microsoft SOL Server Management Studio

Eile Edit Mew Tools ‘Window  Community

| T|

say | | Change Type =

Connect * | 2 T [2]

=] l_d DBASE (S0L Server 9,0,3077 - DBASELAMIn
[ Datsbases

= [ Security
S
[ Serve [ [dew Login. .. |
[ Crede Filter T
[ Server Ob
[ Replication Feports »
[ Managemsg
[ Matificatio Refresh

I_% S5L Server Agenk

Ready

Help
Dewouery | [y | CH 0 MG @ et Hd  BE BT,

} Execute g | g | 3 -

B

@

i

Object Explorer Details | -

2 E 2 T EE

.| Logins

DEASEYSecurity'Logins 11 Itemis)
[ame | Created |
o8 BUILTINY Adrinistrakors 3M12/2008

o8| DEASEYSOLServer Z005SMSFTEUser $DBASESMSS. 3/12/2008

o DBASEYSOLServer2005MS50LUser§DBASESMSS 3/12/2008
P

&4 Jason 31282008
A KEPDOMAIN|ben gjzz}z008
S NT AUTHORITYISYSTEM 3f12/z008
A test 3l1z}z008

5. Under the General page, a user name and password must be defined.
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E Login Properties - john

1 General
15 Server Roles
_’g Jzer Mapping
15 Securables
|5 Status

Connechon

Server:
DBASE

Connechon:
DBASE YAdminiztrator

2¥ Miew connection properties

Ready

5 Script - Lﬁ Help

S[=I E3

Login narne:
1 windows authentication
% SO Server authentication

Pazaword:

Confirm paszword:

[" Enforce password policy

™| Enforce password expiration

™| Uszer must change password &t nest logit

 MWappedto certificate

Certific:ate name:
£ Wapped to asymmetric key

F.2u name:

Default databaze:

Default language:

Iiohn Search... |
I...............
I"""""""'

| Engiish =l

]

Cancel |

Y

6. Next, select the User Mapping tab, then the database to connect. Select a role for the selected
database. In this example, Public is used.
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E Login Properties - john

5 Script - u Help

M= E3

1% Server Roles
15 Lser Mapping
1% Securables
25 Status

Server
DBASE

Cornection:
DEASE WA dminiztratar

2% View connection properties

Ready

Izers mapped ta thiz login:

b ap |Datal:uase Uszer Default Schema |;|
r
r
r
r
.......... O
W i pubs iohm _I
F
-
-
B =

[T Guest account enabled for: pubs

D atabaze rale membership far: pubs

[ db_acceszadmin
[] db_backupoperatar
[] db_datareader

[ db_datawriter

[[] db_ddladmin

[] db_denydatareader
[ db_derwdatawriter
[] db_owrer

[ db_gecuritpadmmin
[w] public

o |

Cancel |

4

7. Next, right-click the KEPServerEX Administration menu located in the System Tray. Then, select

Settings... | Runtime Process.
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8. InSelected Mode, select System Service, and click OK.

setings x|

Runtime Ophions I Ewvent Log I Hozt Rezolution |

ddministration I Configuration Runtime Process

— Process Mode

The zerver runtime can operate az a spstem service of win interactively in a specific uzer
geszion. Changing thiz setting will cause the server to restart,

Selected mode: | System service j
— Process Priority — Processar Affinity
Check the following box ta min the If thiz PC haz mare than one CPL you may limit
servel process with the high priority execution to ane or mare specific CPU s from the
clazzificatian. lizt belon.
Single CPLI
™" High pricrity

k. I Cancel Amply Help

9. Whenthe DSNis configured, a series of DSN setup dialogs appear. In Create a New Data Source to
SQL Server, enable With SQL Server authentication using... and Connect to SQL Server to
obtain.... Then enter the user's Login ID and password (that were defined in the SQL Server).

Create a New Dakta Source to S0L Server 5'

How should SOL Server verfy the authenticity of the login (D77

= with Windows NT authentication using the network login 10

= With SOL Server authentication uzing a lagin |D and pazsward
entered by the uzer,

To change the netwaork, library uzed to communicate with SOL Server,
chick Client Configuration.

Client Configuration. ..

Connect to SOL Server to obtain default zettings for the
v - . ; -
additional configuration options.

Login D Iiu:uhn

HEHRREHRRHHK

Pazzword: I

< Back I Hewt > I Cancel Help
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Running as a System Service

Normally, an OPC server that only supports stand alone program operation is forced to shut down when its
host machine experiences a user login or logout. However, this server can continue to supply OPC data
across user login sessions by running as a System Service. The ability to run as a System Service is crucial
for many applications where the server must provide data to OPC clients via DCOM. For these applications,
the loss of a DCOM connection cannot be tolerated.

Note: For more information on running as a System Service, refer to the server's help documentation.
Connecting Remotely as a System Service

This ODBC communications application supports running as a service under supported Microsoft Windows
operating systems. For operating system (OS) requirements, refer to the server's help documentation.

Windows Authentication

Windows Authentication allows the application to authenticate with the SQL server using Windows
credentials. It requires that both the application and the SQL server be located on the same domain.

When the application is running in Interactive Mode, the Windows credentials of the user that launched the
application are used during authentication. In most cases, this is the current logged-in user. As long as the
user is part of the domain, and the SQL server is configured for Windows Authentication, it passes
authentication.

When the application is running in System Service Mode, the NT AUTHORITY\SYSTEM account is used during
authentication. This is a local account that fails Windows authentication. Users that require Windows
Authentication in System Service Mode should refer to the instructions below.

1. Tostart, open the Windows Service Configuration Manager, and locate the Runtime service.

2. Right-click on the service and select Properties. Access the Log On tab.

Runtime Properties (Local Computer) [i—hj

General | Log On | Recovery I Dependenc:ies|

Log on as:

(7 Local System account

Allow service to interact with desktop

i@ This accourt: DOMAIN' My User Domain Browse...

EESSWDFI:I: SERRERRERRRRERR

QDI‘IfII‘I‘I‘I pElSSWDI‘dZ SERRBERRRDRREEN

Help me corfigure user accournt log on options.

OK || Cancel || soply |
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