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Abstract

This article mainly studies the function of the information collection
platform, analyzes the relevant technologies adopted by the existing
platforms, tools, and means at home and abroad, summarizes the knowledge
learned by the university, and designs and implements a simple and practical
information collection platform. For penetration testers and network security
learners. In the development process of the information collection platform,
Django, Python and JS technologies are mainly used to achieve data
separation between the front and back ends. The main modules include Web
basic information query, port scanning, side station query and information
leakage query module. It can achieve the purpose of quickly collecting the
target site information, while accurately collecting the target information, it
also improves the efficiency of information collection.

Key words: Django;Python;JS;Information Collection
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Date: Thu, @1 Jan 1%7@ @7:36:29 GMT
Transfer-Encoding: chunked
|x-Powered-By: PHP/5.3.18-1~Lucid+2uwsgi2|
v Request Headers view source
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9, image/webp, image/apng,+/+;q=0.8,applica
tion/signed-exchange;v=b3;g=0.9
Accept-Encoding: gzip, deflate
Accept-Language: zh—(N,zh;q=0.9,en;q=0.8
Cache-Control: max-age=8@
Connection: keep-alive
|Host: testphp.vulnweb.com)
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 18_15_3) AppleWebKit/537.36 (KHTML, like Gecko) Chr
7 requests | 6.8 KB transferred ome/80.0.3987.149 Safari/537.36

B 3-1-2-1 [ HizREIFER
(D) iEREZ
BT ECHEESR F R ob, SRR — B 1, 16t g bR R S TP 4
SLAR R whois 58 MAEE. CDNERIER WAF (58, (i 3. 1.2.2 )
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%, BTy
WM i i E
:param domain:

treturn:

api_url =

url = "".join(re.findall( (.%) domain))

-]

{'StateCode': 1, 'Reason': 'A{Ifi', 'Result': {'BaidupcBr': 9, 'BaidupcKwcount': 2969797, 'BaidupcUvcount': 64

B 3-1-2-2 RO ERMNSE
(1) F2EERH
PR DT PR R A S I 3 o (A SO MIDS =2 B R EECH LK Web fi
SURATT R X EIEAEH T Wappalyzer (IR FIHELE (40 3. 1. 2. 3 FiR)
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L+] pyth
python-Wappalyzer-master

@ Wappalyzer.py

detected_apps = .analyze(webpage)

categorised_apps = {}

- app_name detected_apps:
@ _init_.py .
» Wappalyzer.py cat_n tegories(app_name)

categorised_apps[app_name] = { : cat_names}

categorised_apps

LICENSE
README.md
requirements. txt
% setup.py
> External Lik
Scratches and Consok 284 ! webpage) )

¥ 2: Favorites

Wappalyzer

{'SyntaxHighlighter", 'jQuery', 'WordPress', 'Nginx', 'PHP'}

2. 7: Structure

& Python Conscle F 4:Run i= 6: TODO

64 LF UTF-B 4spaces Python 3.7 (python-Wappalyze

& 3-1-2-3 Wapplyzer HEZRFELCIRAI

3.2 Web AR 525 um O AWM ARHAR
3.2.1 FARMEA

Socket (E47) L MREIE RGP —MH DR, BMHIEZELN TH
e H BTTHE AL A (385 B O ANGE F 0 . a4 T Socket #2111, 1ML
Z 1A v AR Socket #22 VAT 14452 . B LA, 352 1 SR BRAT T U8 21 (1) 1 8k 2 Socket
B,

TCP/IP P AE~FH B F i +4) 732, Ll Telnet. SMTP. HTTP i&F SSL %%
ST TCP Vs, o R AR B2 T TCP Phistidk AT TAE e, B—FpH
HEH AR AL S ARG, 110 H a7 B 200 u DR £ 24 TCP
Connect () A SYN $945%5F . 7ESLPRpSE MBI TR, AR 52 Fr i 175 450 7
SE AR R X BEIRFEZESE T TCP Connect () FHH AN v 2R 3
ITHHIE, FERET 7B RAETRI A
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3.2.2 imOfAmBF AR

TCP Connect ( ) F## 2 5 W —F# 7, AR REh FEAHE T
TCP/IP Hhis i = AR FiEHp L . BARRIRIN, FATEEFI A Connect ( ) KitgiE
PRk, iR Hbs ENE RN H RIS =R R, MRS & R s
R, W™ Z o8 .

Ot FE T LLR IR N, &P i A A Connect( ) [A] AR S5 %8 B &i% SYN k30, 2
JE SRS 48 B I MR [E] SYN A ACK #3C. 7EWEIR BRI SCE, & b A 2
sz RS o% B Ki% ACK RSCHE @ iER: . fsRILE 2 A [ B Ki% “fReEn”
MEE, BB Z Gt ERN, “RER” , AWBIZ EeIE O @ S rEE,
X RELN “ZWIET K 3.2.2.1 Fiws) o 8 HFR DR A RPIRE,
M E AR FEHL2 IR B RST Y0 Y.

TCPEIFEIIEAR

TCPIP=RIEF

EFihA fR553B
FEMETH WENFTFF
Closed Closed
LISTEN
SYN-SENT
SYN_RCVD
ESTAB-LISHED ESTAB-LISHED

& 3-1-2-3 TCP/IP =IkEF
5 TCP Connect( ) tHHLE 2T, TCP SYN HINIZE/ER Fin A S5ik% 48 B &7
=R FZAT, RSB T TMKIET, A @R w B ER. AT B s
TR R S E RS R A, a0 5 B AR LR R ) EE A5 RST i
N, U5 BRI — i 2 5% PTG 40 SR H s EALR [FER M EEE a5 SYN Al ACK
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el , WU — b ST IT I, e 2 7 i o AR 2 S 3T 0] A 75 Jr H
T O ESCH, SRR IR TR LR . ROV IXR A1 SRR ), R5Ee T
R IR IR TOIRES, IR L8 B A IERE, PrLX A TCPSYN i E R thfr
TP

BARRERE Y, B0 A RS54 B RIEDFIE AT SYN F2A 45 3L, AR bt Y 2]
AR 8] R AR SC O RST 3, W AR ST 4% B 1% OIS APIRAS A 2RiIR B¢ SYN
A ACK 3¢, BEHIARST 4% B i Lo IFBCIRES . BEJA % i A = RI&—> RST #)
3, HVRMRSS A B I O OcH], SRR RS 4 B v H B2 AR g A B (6],
PrCATGIR ST = R TR . XSS 48 B 58 R IA 2858, UM AT RS
B AL

SYN i I s A2 T XA 7 A FEE RSB = KB T, SR
B (HR SRR HEIXRE SYN SRR, EE R EBYM . Frildkit
#  TCP Connect ( ) FF AT TR, X A0 VE ML 2 T 5 ZEMUBUREAR, S
xffar e, T H AT DME ] 2 2R TR . BRGSO B LR A ER N =K B TR AMRE
Wk, HEAEMZS Bis BN A RKEIEZCKHFIL Y, X il 2AHxER b
ANFHHEPEHT o

3.3 Web JRFHRZ A MWBEARMAR
3.3.1 FARH#A

I THI AT S22 55 0 AR OGBE S, b Bt F s iRk 55 & B AT — AWk, ZiRos 4%
SAFAE AR DR 328 (RIS, A 03X WAt AR X T 58— AN X i 1 5 3l T AR A 55 3
IRAEBE NS RE S, R T H brul fioiE = SRR AR A, A W] DL AR 55
I SF AT IR o BERRAE A LA S5l A AE TG B0, AT AT DUR P 22 4= B0k v g
BGIIS5eh AT R, NG RS S IR .

A Nl A TN R S A U AR TS O, B B R SS A
FREZ AW Hx, BHERXEN T TARA. HHMA LRSS MR AL 5,
HoE SN AR — GRS &, KRR LI 2R 2 M4, (B 2 4 0 i LS A 2 R
LRI O TR H AR, R E R RS S Ak
BAER— GRS L.

XFERIIERARAZ 2, AAAEFEIR KR, BRI B iR %4,
AN RIETRIR, (H2 55wl R v U EIIR 22 4
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3.3.2 B AT ARM

PL_E A DONA SO EIR T 8A, AFRERER—ENE. W
ETRREAREL, HH:
https://d. book118. com/818042136035006051
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