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Wireshark 分析信令音频视频的方法

【摘要】 当我们在网络中获取流媒体的数据包时，如何判断数据和解析数据成流媒体工作的首要任务，我们可以利用Wireshark这款软件进行分析网络数据包，同时可以分析丢包率、时延、抖动，对编码也可做出相应的解析。
【关键字】Wireshark、信令、音频、视频
1、 [bookmark: _Toc21940278]概述
[bookmark: _Toc21940279]1、Wireshark分析信令流程
以VoLTE基本呼叫为例
1、使用SIP过滤出来SIP信令
[image: ]
 根据筛选出来的消息，可以点开消息查看任一SIP消息的内容：
[image: ]

2、查看流程图
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点击Telephony->VoIP Calls
[image: ]
 弹出来的也面 ，选择这一路呼叫，点击Flow
[image: ]
流程图清晰的显示了呼叫的流程和收发的端口号以及时间戳。根据时间戳可以分析呼叫时延，接续时延。以及终端收到后发送RTP的时间间隔等。
[image: ]

可以选择Save AS 进行保存
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[image: ]
保存的文件可以使用记事本打开：（一线和客户处理问题的时候，可以采用这种方法）。
[image: ]
3、计算SIP收发消息的个数
选择Telephopny->SIP

[image: ]
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下面清晰的统计到这次呼叫中，每个消息的个数。以及是否有重传的包。（定位重传问题）
[image: ]
1、 [bookmark: _Toc21940280]背景介绍
[bookmark: _Toc21940281]1、如何使用使用Wireshark抓包
1、抓包
（1）点击Capture->Interface 选择网卡 

[image: ]
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（2） 点击Options可以对抓包做一些设置，比如抓到包后保存的路径。抓包条件的设置等。
设置完成后，启动抓包。如果设置了停止条件，满足条件后，抓包停止。
[image: ]
[image: ]
2、过滤表达式
  抓到包以后，可以根据需求，把自己想要分析的包过滤出来。比如想分析信令
可以在Filter输入sip ，点击Apply,sip消息就全过滤出来了。就可以很方便的分析想要的消息。
  过滤规则：
（1） 可以根据IP地址过滤

源地址过滤：ip.src ==50.4.17.35 or ip.src  eq 50.4.17.48 表示源地址为.35或者.48 的数据包。
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目的地址过滤：ip.dst ==50.4.17.35 or ip.dst  eq 50.4.17.48 
e.g： ip.src ==50.4.17.35 or ip.src  eq 50.4.17.48

[image: ]
（2）端口过滤
tcp.dstport eq 80 /目的端口为80的TCP消息
tcp.srcport eq 80/源端口为80的TCP消息
tcp.port eq 80 or udp.port eq 80 /端口为80的TCP和UDP消息
tcp.port >= 1 and tcp.port <= 80 根据端口范围进行过滤
e.g  tcp.port=80 
[image: ]
1） 协议过滤
比如 sip /tcp/udp/dns/ftp/http/arp/smtp/ip/ssl 等。

e.g sip
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[image: ]
[image: ]
（3）根据包长度进行过滤
udp.length == 28 这个长度是指udp本身固定长度8加上udp下面那块数据包之和。
tcp.len >= 7  指的是ip数据包(tcp下面那块数据),不包括tcp本身
ip.len == 94 除了以太网头固定长度14,其它都算是ip.len,即从ip本身到最后。
frame.len == 119 整个数据包长度,从eth开始到最后 
e.g udp.length == 28
[image: ]

frame.len == 1414
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（4）http模式过滤 /定位业务发放的时候可以使用
http.request.method == GET
http.request.method == POST
http.request.uri == logo-edu.gif
http contains GET
http contains HTTP1.0
GET 包
http.request.method == GET && http contains Host:
http.request.method == GET && http contains User-Agent:
POST包
http.request.method == POST && http contains Host:
http.request.method == POST && http contains User-Agent:
响应包
http contains HTTP1.1 && http contains 200ok &&  http contains Content-Type:
http contains HTTP1.0 && http contains 200ok &&  http contains Content-Type:
（5）表达式
采用连接符 and / or （&&/or）、！ 等等

!(ip.src==192.168.1.1) and !(ip.dst==192.168.1.243)
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可以根据不同的条件进行组合过滤，过滤出来的数据包。可以选择
File->export Specifed Packets 对过滤出来的包根据自己得需求进行保存。有些版本没有这个选项，那么选择Save AS 。
[image: ]
[image: ]
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1、 [bookmark: _Toc21940282]实施方案
[bookmark: _Toc21940283][bookmark: _Toc12342355]1、Wireshark分析音频RTP报文
对于一些RTP包（例如语音编解码为G.729的RTP包），Wireshark默认不会将其解析出来，这时可以通过手工操作进行解析：选定一个UDP包，点击鼠标右键，在弹出的快捷菜单中选择“Decode As…”项，弹出如下对话框。
[image: ]
[image: ]
1、 丢包率、时延、抖动分析
（1） 丢包率,抖动分析

选择Telephony->RTP-Show ALL Streams 可以看到RTP的统计，丢包率，抖动。
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[image: ]
说明：SSRC是在RTP协议层面选择的，它用来表示编码后的流，也可以指示一定的RTP打包方式.
SSRC是一个RTP层面的标识，它用来标识一个独立的RTP stream，同一个RTP会话内，多个不同的RTP stream不能共用相同的SSRC。
选择一条流，点击Analysie 可以进行流分析。
[image: ]
（2） 时延分析


以上内容仅为本文档的试下载部分，为可阅读页数的一半内容。如要下载或阅读全文，请访问：https://d.book118.com/846201120142010042
（3） 
                                                第13页, 共13页
image1.png
Fle Edt View Go Capture Analyze Statistics Telephony Tools Intemals Help
P A CIETEE = T

Bpression . Clear  holy  Swe  Filter

0.230000 3 Status: 100 Trying |
8 2.867000 3:2:95TP/SDF 658 Status: 183 Session Progress | , with session description

9 2.909000 sIP 762 Request: PRACK 5ip:[2001::4:25:1]:5060; Hpt=8e42_16; CxtId=3; TRC=15e4-15e3 |

11 3.253000 :3:2:951P 499 status: 200 oK |

14 3.383000 SIP/SDF 588 Request: UPDATE sip:[2001::4:25:1]:5060; Hpt=8e42_16; CxtId=: , with session descr
17 3.893000 3:2:95TP/SDF 303 Status: 200 OK | , with session description

18 3.894000 :3:2:951P 1060 status: 180 Ringing |

22 5.385000  2001:1:1:1137:3:2:92001::4:25:1 s1P 188 Request: REGISTER sip:ims.mnc008.mccd60. 3gppnetvork. org |

26 5.615000 1 2001:1:1:1137:3:2:95Tp 848 status: 200 ok (1 bindings) |

31 7.248000 189 status: 200 oK |

34 7.284000 687 Request: ACK sip:[2001

2012 32.119000
2041 32.439000

790 Request: BYE sip:[2001::4:25:1]:5060; Hpt=8e42_16;CXTId=:
574 Status: 200 OK |

—_—




image2.png
| Boression . Clear  hsly  Swe Filter

Filter: [sip

¥ [Tine [Source [Destinstion [Protocol [Length [Info
3 0.183000 E 501 SIP/SOF 871 Request: INVITE 51p:+8613907558893G ms. mCO0B. mCCA60. 3gppnetvork. o
4.0.230000 2001:: 2001:1:1:1137:3:2:95Tp 453 status: 100 Trying |
82.867000 2001 2:95Ip/SDF 658 Status: 183 Session Progress | , with session description
92.909000 2001 25:1 sIP 762 Request: PRACK 5ip:[2001::4:25:1]:5060; Hpt=8e42_16; CxTId:
11 3.253000  2001:: 2001:1:1:1137:3:2:95Tp 499 status: 200 oK |

TRC-15e

Transmission Control Protocol, src Port: sip (5060), Dst Port: sip (5060), Seq: 1021, Ack: 1, Len: 797
[2 Reassembled TCP Segments (1817 bytes): #1(1020), #3(797)]
= session Initiation Protocol (INVITE)
B Request-Line: INVITE sip:+8613907558893@ims. mnc008. mcc460. gppnetwork. org; user
Method: INVITE
RequeST-URT: 51p:+8613907558893@ims. mC008. mcc460. 3gppnetviork. org; user=phone
[Resent packet: False]
[ message Header
From: <sip:+8613907552108@ims. MNCO08. mCc460. 3gppnetviork. org>; tag=bbecbmh
To: "+8613907558893"<5p:+8613907558893@1ms. mCO08. mCC460. 3gppnetwiork. org; user=phone>
p-preferred-Tdentity: <sip:+8613907552108@ims. mnCO08. mCc460. 3gppnetvork. org>
ip:+86139075521082[2001:1:1: :5060>;+9. 3gpp. 1Cs1-ref="urn%3Aurn-7%3a3gpp-service. ims. icsi.mtel"; vid
ACCepT-CONTACT: *;+9. 3gpp. icsi-ref—"Urm43aurn-7%3a3gpp-service. ins. icsi. mmcel”
P-Access-Network-Info: 3GPP-E-UTRAN-FDD; utran-cell-1d-3gpp=41902403300C1822
p-preferred-service: urn:urn-7:3gpp-service. ims.icsi.mmtel
p-garly-Media: supported
supported: 100rel,histinfo,join,norefersub,precondition,replaces, timer
ATlow: INVITE,ACK,BYE,CANCEL ,UPDATE , INFO, PRACK, SUBSCRIBE ,NOTIFY, REFER
Accept: application/sdp,application/3gpp-ims+xml
session-expires: 1800

hone STP/2.0

Min-se: 90
Route: <sip:[2001::4:25:1]:5060; Ir>
call-1p: aaechmhvo@[2001 137:3:2:9F1c:6fae]

Cseq: 1 INVITE
Max-Forwards: 70
User-Agent: IM-Client/OMAL.0 HW-RTo/V1.0

via: sIp/2.0/TCP [200: :5060; branch=zohG4bKccecbmhvoahvohhaaaaa; rport





image3.png
Ele Edt Vew Go Gipture Anabze Statitict | Telephony Jools Intemals Heb

| B8

Filter: [sip ression.. Clear Apsly  Swe  Filter

B [Tine ocel [Length [Tnfo
3 0.183000 /SOF 871 Request: INVITE 51p:+8613907558893@1ms. MNCO0B. MCCA6C
40.230000 453 status: 100 Trying |
8 2.867000 /SDF 658 Status: 183 Session Progress | , with session descri
9 2.909000 762 Request: PRACK 5ip:[2001::4:25:1]:5060; HpT=8e42_16;C
11 3.253000 499 status: 200 oK |
14 3.383000 /SDF 588 Request: UPDATE sip:[2001::4:25:1]:5060; Hpt=8e42_16;
17 3.893000 /SOF 303 Status: 200 OK | , with session description
18 3.894000 1060 status: 180 Ringing |
22 5.385000 188 Request: REGISTER sip:ims.mnc008.mccds0. Igppnetwork.
26 5.615000 200 ok (1 bindings) |
31 7.248000 T 189 status: 200 oK |
34 7.284000  2001:1:1:1137:3:2:92001::4:25:1 sIP 687 Request: ACK sip:[2001::4:25:1]:5060; Hpt=8e42_16;CX

2012 32.119000
2041 32.439000

25:1 sIP 790 Request: BYE sip:[2001
1137:3:2:951P 574 status: 200 OK |

25:1]:5060; Hpt=Be42_16; Cxt




image4.png
L0G_00002_20170322141526_0000312997907_Sor ting Chicago ¥100BOD1C208302_ips_ccore. csp ~ VoIP € -0/ x|

Detected 1 VoIP Cal. Selected 1 Call
.

.

Start packets: 0 Completed cals: 1 Rejected cals: 0

Prepare Filter Flo Player Select AL Close





image5.png
orting Chicags FAGURNIEES S

Tine

0. 183000
0.230000
2.867000
2303000
3253000
3.383000
3893000
3894000
(248000 ]
7. 253000
7. 284000
385000 |
a2 19000
a2, 438000

2001: 4:25:1
TNVITE SIP_(VSKTPType-ifD telephons-even{RIPT.

100 Trying
183 Sessign Frogress SIP (EVSKIPIype-110 telap.

PRACK

200 0%

EDATE SUP_(RYSRIFType-iD telephone-eventRTPT.
200 0K SIf_(BVSKTPType-110 telephons-eventRIPT.

180 Ringing

200 0%

KIP (VS

ACK

KIP_EVS

BIE

200 0%

0110101197320 2001::4:25:3

Connent.

SI7 Fecm: Coip:SEISSOTISEIO8Rine et

517 Status

517 Status

517 Status
517 Status

517 Status

45120 Duration:25. 178

428 Dursticni2t E55s

517 Status

Close





image6.png
Tine

183000
230000
esTon0
aos0m0
253000
83000
ss3000
as4000
248000
253000
284000
38000
a2 119000
a2, 438000

o
o
2
2
3
3
3
3
2
2
2
2

2001

4:25:3 Connent.

17 st
17 st
E3S
17 st
E3S
17 st
17 st
17 st
Ep
E3S
Ep
E3S
17 st

FILABEES.
@

=. AR

Tireshark: Save graph to plain text file

Save in folder:

Creats Folder

|- 1582300 V300RO0ZC30 PEEILHPYE (Sessionlnsicht SATET. .. 1.8 1B

o

races = “Fie Joufiea<] ]
|\ Search [ 2015ERE 2016/7/5
|© Recently Used | 20tepImRE 2017/3/15
) VLTE T0 VoLTE | 2otTEIRE 2017/3/15
[ woo260314 | s 2017/3/15
[ Desktop | Email 12:03
lo g co I Headonatond anis/11/2¢
Dastenter @) [ verEAUES a0is/4/28
- mizem =
oo e o) comon [ RECHEIRE: aois/11/18
- msn a0is/11/
| s e
|- wtesstem Fr e
- =it 08/t
e wussje
e ujzfia —
BESE anis/asot
@ a0is/11/8
|- semisan a0is/21
e/

Cancel





image7.png
Tine 2001:1:1:1137:3:2:9FLc:6Fae 2001::4:25:3 I
| 2001::4:25:1
0. 183000 INVITE SDP (EVSRTPType-110 telephone-eventRTET. .. -101) | |SIP From: <sip:+86139075521080ins. mc008. mecd60. 3gppnetwork. arg To:"+8613907558893 <sip:
4861390755889391 ms. me008. mecd60. Sgppnetwork. ore; user=phone
(5060) —> (5060)
0. 230000 100 Trying| SIP Status
(5060)  <-— —  (5060)
2. 867000 183 Session Progress SDP (EVSRIPType-110 telep. .. e-eventRIPType-101) [SIP Status
(5060)  <-— — (5060)
2.909000 FRACK | SIP Request
(5060) —>  (5060)
3. 253000 2008 | SIP Status
(5060) <~ —  (5060)
3. 383000 UPDATE SDP (EVSRTPType-L10 telephone-eventRIPT. .. -101) | |SIP Request
(5060) > (5060) |
3.893000 200 0K S0P (EVSRTPType-110, telephone-eventRIPT. . 101) | [SIP Status
(5060) < — " (5060)
3.894000 180 Ringing SIP Status
(5060) (5060)
7. 248000 SIP Status
(5060) (5060)
7. 253000 RIP (EVS) | RTP Num packets:1260 Duration:25.178s SSRC:0x79437418
(31024) <~ - (10290)
7. 284000 ACK | SIP Request
(5060)  — (5060)
7. 368000 RTP Num packets:723 Duration:24.653s SSRC:0x390F3944
(31024) - (10290)
32.119000 SIP Request
(5060)
32. 439000 SIP Status
(5060)





image8.png
1Pps_ccore.

Fle Edt Vew Go Copture Analyze Statistcs [ Telephony | Tooks Intemals Help

BEWeew DExEO| A e acan@wmyx| 8
Filr H225... resion.. Clew  Aply  Sws  Filter
o ,

o [Tine [Source D oy ocel [Length [Tnfo
30.183000  2001:171:1137:3:2:92( 1SUP Messages /SOF 871 Request: INVITE 51p:+86139075588931ms. mCO0S. mcca60.
4 0.230000 2001::4:25:1 2c LTE 4 453 100 Trying |
82.867000 2001::4:25:1 2 M3 > b/sor 658 183 session Progress | , with session descrif
92.909000 2001:1:1:1137:3:2:92( RTP 3 762 : PRACK sip:[2001::4:25:1]:5060; HpT=8e42_16;C>
11 3.253000 2001::4:25:1 2 RTSP » 499 200 oK |
14 3.383000 2001:1:1:1137:3:2:92C gcpp » p/SOF 588 UPDATE 51p:[2001::4:25:1]:5060; Hpt=8e42_16;
17 3.893000 2001::4:25:1 20 /SDF 303 : 200 0K | , with session description
18 3.894000 2001::4:25:1 2 . 180 Ringing |
22 5.385000  2001:1:1:1137:3:2:92C EEE 188 : REGISTER s1p:ims.mnc008. mcc460. 3gppnetwork.

UCP Messages

26 5.615000 2001::4:25:1 2¢ & VoP cals 200 0k (1 bindings) |

317.248000 2001 : 200 0K |

34 7.284000 2001 sIP 687 ACK 5ip:[2001: :4:25:1] : 5060; Hpt=8e42_16; CXTT
2012 32.119000 2001 sIP 790 BYE 5ip:[2001::4:25:1]:5060; Hpt=8e42_16;CxTT
2041 32.439000 2001:: 574 : 200 oK |





image9.png
DF 588 Request: UPDATE 5ip:[2001::4:25:11:5060; Hpt-8es2 JETIE

or 303 5 ETREVERETTRAESNE  loix[ion emak s

ps_ccore. cap

1080 51 T
ssr e poeren [[B[E| @ Q Q B | @ |

848 51 [j&ute;ut coen | s Ger by see R

189 - ocol [Length [Tnto

= i = =0 _ P/SOF 871 Request: INVITE sip:+86
0 G S O P T R 453 Status: 100 Trying |
4 U-250000 TZbuL e T O A0S P





image10.png
o [Tine [Source [bestinstion [Protocol [Length [Info
30.183000  2C = SIP/SOF 871 Request: INVITE 51p:+8613907558893
40230000 20 MIERREOEROEEE =l0IXIf137 300520 453 status: 100 Trying |
82.867000 20 P stats (16 packets) 137:3:2:95IP/SDF 658 Status: 183 session Progress | , w
92.909000 20 1 sIP 762 Request: PRACK sip:[2001::4:25:1]:
11 3.253000 2C (0 resent packets) 137:3:2:95TP 499 status: 200 oK |
14 3.383000 2C E :25:11

E SIP/SDF 588 Request: UPDATE sip:[2001
17 3.893000 2¢ 137:3:2:951P/SDF 303 St

SIP 180 Ringing 1
18 3.894000 20 |op g3 cocson progress 1 9sTP 1060 st

22 5.385000 20 SIP 100 Trying 1 b stP 188 R(  Filter:
~ 255.615000 20

26 5.615000 20 (Success  SIP 2ux
SIP 200 0K 6

317.248000 20 :3:2:951p
Redirection _ SIP 3xx

Informational SIP 1xx

34 7.284000 20 s 687 Request
2012 32.119000 2C Giant errors SIP 4 8 sTP 790 Request: BYE sip:[2001
2041 32.439000 20 137:3:2:051p 574 Status: 200 OK |
Server ermors PP Sxx
Global failures SIP 6xx-
‘List of request methods-
INVITE @ 1 packets
PRACK : 1 packets
BYE : 1 packets
REGISTER : 1 packets
Frame 3: 871 byte: bytes captured (6968 bits)
Ethernet II, src: ROt e 00:00:00), DST: 00:00:00_00:00:00 (00:00:00:00:00:00)
Internet Protocol UPDATE  : 1 packets 137:3:2:9f1c:6Fae (2001:1:1: :2:9f1c:6fae), Ds
Transmission contt (5060), Dst Port: sip (5060), Seq: 1021, Ack: 1, Len: 79
[2 Reassembled Tci | ACK__: 1padeets 1020), #3(797)1
Session ImTiation ool oo
Min 0 ms
Max 0 ms

wmTm o

10 00 00 03 31 O¢





image11.png
Fle Edt View Go| Capture hnalyze Statistics Telenhnn! Tools Internals Help

auaau

@l Options...

Filter w st caee

AR SN

| Bepression . Clew kv Swe  Filter

_f(_
W|RESH @ Capture Fiters...




image12.png
P | &) xesouce 1014646190 772 20

wae | s Stom Options Close

\Users\w00260314\





image13.png
=loix
Capture
[apturd Interface [LinkLayer headerlPron. ModelSnaplen [BIBuffer MBJCaptur: - |
[ Kemsource: \DevicelWF_{BSBASI™" gipppmgr ensbled  default 1
< |
1B ot o G st e T,
7 Copture a11 in pronizeuons mode {1 f0 3% P U7 M2
Capture Fie(s) = Display Options:
s [ Erorse || B gyt 1ist of pakets in resd i
™ Use multiple files [V Use pespone format
7 tiext. £ile every ,‘—ﬁﬂm ¥ utonatic serolling in live capture
Itk file arery [1 AP 7] || 7 e eoptare iafo dicteg
I ming bngter wit [ 2| fes
= Name Resoluton
B2z et [ ={ ote)
7 Endble AT nane reselution
T —.
- HifrooM s
P seter ool Hpacket(s) T e Y
R rewm
Mo e :ﬂﬁ 7

i

Start Close





image14.png
Filder

0.4.17.35 or ip.src eq 50.4.17.48 | Boression . Clear  hsly  Swe Filter

33618 16.780583 50.4.17.35 195.4.24. GTP <IF 1326 Fragmented 1P protocol (proto-Ube 17, off=0, 1b
23619 16.783347 50.4.17.35 192.4.24. GTP <IF 1326 Fragmented Ip protocol (proto-Ube 17, of y
23620 16.783348 50.4.17.35 192.4.24. GTP <IF 1326 Fragmented Ip protocol (proto-Ube 17, of 3
23621 16.784231 50.4.17.35 192.4.24. GTP <51 293 Request: INVITE sip:+8613907551988@ims. mnc00S. m
23622 16.784232 50.4.17.35 192.4.24. GTP <IF 293 Fragmented IP protocol (proto-Ube 17, of

23623 16.785640 50.4.17.35 192.4.24. IPv4 1290 Fragnented Ip protocol (proto=uoe 17, off=0, ID:
23624 16.785693 50.4.17.35 192.4.24. Ipv4 1290 Fragmented TP protocol (proto=uoe 17, off=0, Ip
23625 16.7856%6 50.4.17.35 192.4.24. SIP/SDF 1290 Request: INVITE 5ip:+8613907551988@ims. mnc008. m

23626 16.785660 50.4.17.35 192.4.24. IPv4 1200 Fragmented TP protocol (proto=Ube 17, ofi 3

23627 16.785644 50.4.17.35 192.4.24. PV4 257 Fragmented Ip protocol (proto-Ub 17, off=2512,
.17.35 192.4.24. PV4 257 Fragmented Ip protocol (proto-Ubp 17, of s

26690 18.675301 50.4.17.48 192.4.24. GTP <s1 461 Status: 100 Trying |

26601 18.675301 50.4.17.48 192.4.24. GTP <s1 461 Status: 100 Trying |

26602 18.675522 50.4.17.48 192.4.24. sIP 425 status: 100 Trying |

26603 18.675522 50.4.17.48 192.4.24. sIP 425 status: 100 Trying |

26786 18.750279 50.4.17.48 192.4.24. GTP <51 461 Status: 100 Trying |

26787 18.750280 50.4.17.48 192.4.24. GTP <s1 461 Status: 100 Trying |

26788 18.750506 50.4.17.48 192.4.24. sIP 425 status: 100 Trying |

26789 18.750507 50.4.17.48 192.4.24. sIP 425 status: 100 Trying |

27948 19.550247 50.4.17.48 192.4.26. GTP <R1 90 PT-Unassigned, SSRC=0x0, Seq=0, Time=0

27949 19, 55024 .17.48 102,

27950 19. 55024 .17.48 102,

.26.
.26.

GTP <R1 90 PT-Unassigned, SSRC=0X0, Seq=0, Time=0
GTP <R1 90 PT-Unassigned, SSRC=0X0, Seq=0, Time=0

£
7
8
L
2
o
3
6
0
h
23628 16.785668 50.
1
1
2
2
o
0
6
7
7
8
8

NS S SSSSS S S S SS U S SUN .

SRR ARAARRRARARRBRARRADD





image15.png
Filter: [ tep.po | Bpression .. Clear Swve  Filter

[Destination [Protocol [Length |Info

Io [Tine

6. 152.2:100.2 TCP

952487
952488

.170957

655468 63015 > http
[TCP Dup AC

HTTP/1.1 200

655556




image16.png
Fle Edt View Go Capture Analyze Statistics Telephony Took Internals Help

BHeed BEIXZEC

¢soFsEEacan #¥n %@

iLter

sisl

B

Clear| Apply [Sawe Filter

8

[Tine

[source

[Destination

[Protocel [Length [Tnto

T 0.000000 92001 TcP 1004 [TCP segment of a reassembled PDU]

20.183000 200 2001 :97cP 74 51p > 5ip [ACK] Seq=1 Ack=1021 Win=64000 Len=0

3 0.183000 :92001:: SIP/SDF 871 Request: INVITE 5ip:+8613907558893@ims. mCOO08. mCca6l
40.230000 2001 sIP 453 status: 100 Trying |

5 0.232000 :92001 Tcp 74 5ip > s5ip [ACK] Seq=1818 Ack=380 Win=8192 Len-0

6 2.794000 2001+ :3:2:97cP 1098 [TCP segment of a reassembled PDU]

7 2.832000 92001 Tcp 74 5ip > 5ip [ACK] Seq=1818 Ack=1404 Win=8192 Len=0

8 2.867000 2001 :9SIP/SDF 658 Status: 183 Session Progress | , with session descr
9 2.909000 :92001:: sIP 762 Request: PRACK sip:[2001::4:25:1]:5060; Hpt=8e42_16;¢
10 2.980000 2001 Tce 74 5ip > sip [ACK] S 506 Win=64000 Len=0
11 3.253000 2001 sIP 499 status: 200 oK |
12 3.291000 :92001:: Tcp 1011 [TCP segment of a reassembled PDU]
13 3.382000 2001 Tcp 74 5ip > sip [ACK] S
14 3.383000 :92001 SIP/SDF 588 Request: UPDATE sip:[2001::4:25:1]:5060; Hpt=8e42_16





image17.png
Filter: [sip | Boression . Clear  hsly  Swe Filter

3001 STP

453

2001::4:25:1 2001 SIP/SDF 658 Status: 183 Session Progress | , with session description
2001:1:1:1137:3:2:92001:: sIP 762 Request: PRACK 5ip:[2001::4:25:1]:5060; Hpt=8e42_16; CxtId=3; TRC=15e4-15e3 |
11 3.253000 2001::4:25:1 2001 :95TP 499 200 oK |
14 3.383000 2001:1:1:1137:3:2:92001 SIP/SDF 588 UPDATE 51p:[2001::4:25:1]:5060; Hpt=8e42_16;CxtId=3; TRC=15e4-15e3 | , with session description
17 3.893000 2001::4:25:1 2001 :3:2:951p/5DF 303 : 200 0K | , with session description
18 3.894000 2001::4:25:1 2001 sIP 1060 status: 180 Ringing |
22 5.385000  2001:1:1:1137:3:2:92001 s1P 188 Request: REGISTER sip:ims.mnc008.mccd60. 3gppnetvork. org |
26 5.615000 2001::4:25:1 2001:1 848 status: 200 ok (1 bindings) |
317.248000 2001::4:25:1 2001:1:1:1137:3:2:95TP 189 status: 200 oK |
34 7.284000  2001:1:1:1137:3:2:92001 sIP ACK i Sea-15e3 |
2012 32.119000 2001:1:1:1137:3:2:92001 sIP BYE i sea-15e3 |

2041 32.439000 2001::4:25:1 2001:1:1:1137:3:2:95TP 574 status: 200 OK |




image18.png
Mo. [Tine [Source [Destinstion [Protocal [Length [Tnfo

Frame 317665: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)

Ethernet II, Src: HuaweiTe_91:ba:4e (00:e0:fc:91:ba:de), Dst: 7c:a2:3e:e2:9F:5d (7c:a2:3e:e2:9F:5d)
Internet Protocol version 4, src: 50.4.17.35 (50.4.17.35), Dst: 192.4.26.4 (192.4.26.4)

= user patagram Protocol, Src Port: 37050 (37050), DSt Port: 12156 (12156)

source port: 37050 (37050)

Destination port: 12156 (12156)
TEHEGKE P EEs

FU identifier
FU Header

7C a2 3¢ €2 OF 50 00 ¢0 fc 01 ba 4 08 00 45 68 [.>..1.. ...N..ER
10 00 30 €0 ha 40 00 fe 1105 6h 3 co

20 1a 04 90 ba 2f 7c 00 1c
30

KEH20





image19.png
] moression . clear Swe  Filter

3 [Destimation, [Protocol [Length [Info

310456 68.842999 102.3.31.2 192.100.254.15 TcP 1414 [1CP out-of-order] 11101 > 55004 [
310565 68. 860681 192.4.20.2 192.100. 254. 63 Tcp 1414 bacula-dir > 52369 [ACK] Seq=42811:
310566 68. 860682 102.4.20.2 [7CP Retransimission] bacula-ir > ¢
310567 68.860683 192.4.20.2 192.100. 254. 63 TP 1414 bacula-dir > 52369 [ACK] Se

310568 68. 860685 102.4.20.2

310569 68. 860887 4.20.2

310570 68. 860888 102.4.20.2

310571 68. 860889 4.20.2

310572 68. 860890 102.4.20.2

310573 68. 860891 4.20.2

310574 68.860802 102.4.20.2

310575 68.860892 192.4.20.2 192.100. 254. 63 TP 1414 bacula-dir > 52369 [ACK] Se

310576 68. 860893 102.4.20.2 [7CP Retransmission] bacula-Gir

5 Frame 310456: 1414 bytes on wire (11312 bits), 1414 bytes captured (11312 bits)
e
Arrival Time: Mar 14, 2017 19:09:11.567020000
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1489489751. 567020000 seconds
[Time delta from previous captured frame: 0.000584000 seconds]
[Time delta from previous displayed frame: 0.000585000 seconds]
[Time since reference or first frame: 68.842999000 seconds]
—"Frane tength: ad bytes G by
Capture Lengthr 1414 bytes (11312 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ip:tcp:datal
[coloring Rule Name: Bad TCP]





image20.png
VOLTE to VoLTE. pcap  [Wireshark 1.8.5 (SVN Rev 47350 from /trunk1.8)]
[Fle] Edt View Go Capture Analze Statistics Telephony Tooks Intemnals Help

Open Recent

Merg Clear  foply  Swe Filter
Import. ot
% Cose cw 504 Server Time-out |

504 Server Time-out |

& save 5 Request: OPTIONS sip:192.3.20.13:5060 |
@ Save ... ShiftsCiss [2.3.20.13 s 386 Request: OPTIONS sip:192.3,20.13:5060 |
116.2.10 s 475 Request: OPTIONS 5ip:192.16.2.10:5060 |
File Set. *2.16.2.10 stP 475 Request: OPTIONS sip:192.16.2.10:5060 |
art spcte pacets e e
s Roaoza :
Expor Packet Dssections s TR 71 o= SRR
Erpurt Saictad vckst s Cakil| T s 477 Request: OPTIONS sip:
Export SSL Session Keys. 14.36.103 s 200 ok |
Export Objects > pra.36.103 s 200 ok |
13,2013 s 405 Request: OPTIONS sip: 1
S prit... o b3i20.13 stp 405 Request: OPTIONS sip 1
15.90.248 s 426 Status: 200 OK |
uie cii+Q
a9 15190248 ste 426 status: 200 oK |
832 0.611160 192.4.36.103 192.1.10.10 s 479 Request: OPTIONS 51p:192.1.10.10:5060 |

833 0.611167 197.4.36.102 102.1.10.10 ste 479 ReauesT: OPTTONS Sin:192.1.10.10:5060 |





image21.png
BIFED m VoLTE T0 VoLTE Q7 E

|-| EzEen -] 2em L=l (]
2017/3/22 paied
?wbﬁ%ﬂa'\ﬁ 2017/3/15 pai
[ VOLTE to VeLTE. pesp 20UT/3/14 . Wireshark .. 2712

=&

St Juss

Packet Range:

 Captured | & Displayed
& Alpackets A58
 Selected packet i

€ iaked packels
€ Fist st marked]

0
0
€ Range:| [1} o
0

T Femove Iarored packels:

P

I ETS)

ARIFZE M) [Wireshark/tcpdunp/. .. - libpeap (. pc ¥ A

Fih 0




image22.png
9996540 10
90 14.9996780 10

7756630 169.254. 236. 0
94 15.7757990 169. 254. 236.0
95 15. 8123890 10. 80.181. 30
96 16.174297010.80.181.1

97 16.190188010.10.23.2

98 16.213137010.10.
99 16. 3489620 10. 80.
3650040 10. 10.

5360530 16!
103 16. 5951010 10. 80.
104 16. 6150160 10. 80.
634928010, 80.
654960010, 80.
664040010, 80.
675002010, 80.
6950330 10. 80.

105 16.
106 16.
107 16.
108 16.
109 16

Eroadcast
Eroadcast

169.254.255. 255
169.254.255.255

60 Announcement (v2)

60 who has 10.80.181.257
60 who has 10.80.181.257
60 Announcement (v

60 Announcement (v2)

92 Name query NB NKGSEP06-DR<00>
92 Name query NB NKGSEPO6-DR<00>

Tell 10.80.181.22
Tell 10.80.181.22

1.0.0.19 80 standard query O0xa2fb A ping3.teamviewer. com
10.10.23.2 1054 ESP (SPI=0X0cT81478)

10.80.181.1 78 ESP (SPI=Oxd2ae2d50)

10.80.181.1 1110 sp

10.10.23.2 P
10.10.23.2 uop
10.10.23.2 uop
10.10.23.2 uop
10.10.23.2 uop
10.10.23.2 uop
10.10.23.2 uoP.

Frame 101: 92 bytes on wire (736 bits), 92 bytes captured (736

Ethernet II, src: 34:
Internet Protocol Version 4, Sr
User Datagram Protocol, Src Por
NetBIOS Name Service

00 37 e6

713 60 12 08 00 45 00
10 00 4e 01 ec 00 00 80 11 8 b5 a9 fe ec 00 ad fe
50 ff ff 00 89 00 89 00 3a 40 40 9¢ ae 01 10 00 O1

2 (34:e6:d7:13:6d:12), Dst: B
169.254.236.0 (169.254.236.0)
netbios-ns (137), Dst Port: n

382 EsP

Mark Packet (toggke)
Ignore Packet (togge) tion port: 49120
O Set Time Reference (togge) CTONIRONE L0
tion port: 49120
Time Shift.. tion port: 49120
Edit or Add Packet Comment... tion port: 49121
tion port: 49120
Manualy Resolve Address tion port: 49120

Roply s Fter »
Prepare a Fiter >
Conversation Fiter >
Colorize Conversation »
.255.255)
[ FolowUbPSteam ]
Copy. >

38 Decode As.
£ print..





image23.png
16. 6349280 10. 80.181.2 10.10.23.2 uoP 86 source por-

11014 Dpestination port

49120
16. 6549600 10. 80.181. 2 10.10.23.2 uop 86 Source port: 11014 Destination port: 49120
16.6640400 10, 80.161. 2 [ Trpwyere e 1 x|fp port: 40121
16. 6750020 10. 80.181.2 @ e B W ﬂﬁn port: 49120
16.6950330 10. 80.181.2 b port: 40120
Link| Network Transport | =
sTE &
16. 7148180 10. 80. 181, Decode - n port: 49120 |
16.7350180 10. 80.181. 2| In port: 49120 |
16.7549390 10. 80.181.2 Bsve n port: 49120 22
16.774953010,80.181.2 nrce I port: 49120 22
16.7949270 10,80, 181.2 | OSSR || vort: o120
16. 8149680 10. 80.181.2 uop [Bot G10MEEE1Z) <] port(s) as [mune In port: 49120 |
16.834883010.80.181.2 (Do not decode - In port: 49120
16. 8412540 10. 80. 181. 3( lent-channel. goog
16. 8549100 10. 80.181.2 By | |n port: 49120 we
16. 8748800 10. 80.181.2 sip In port: 49120
16. 8948360 10. 80.181.2 Show Current SATGP (o RTP) In port: 49120
16.911321010.80.181. 1 e smis =
16.9149780 10, 80.181.2 I port: 40120
E—— o [ TN | S——
103: 86 bytes on wire.





image24.png
Ele Edt Vew Go Gipture Anabze statitics|| Telephony | Tooks Intemals Hep

BuHoeN BEXSL| M [eElacaan WEm«| B

Filter: |rtp H225, ression, Clesr  juply  Save  Filter

,

o [Ting [ TG ocol [Length [Info B :
90 8.033000 2001 20 e > 136 PT=EVS, SSRC=0x79437418, Seq=34412, Time=127551119¢
91 8.046000 2001 920 yrpa > 136 PT-EVS, SSRC=0x390F3044, S5eq=46269, Time=171676
92 8.053000 2001 z(i ~0x79437418, Seq=34413, Time=127551151¢
53 5.066000 2001 o “0:390F3944 Seq-46270, Tine-17199
94 8.073000 2001 TS > Stream Analysi. =0x79437418, Seq=34414, Time=127551183¢
95 8.086000 2001 192 SCTP 3 136 SSRC-0x390F3944, Seq-46271, Ti
96 8.093000 2001 20 SP. 136 SSRC=0x79437418, Seq=34415, Time=127551215¢
97 8.106000 2001 920  SMPPOperations 136 SSRC=0x390F3944, Seq=46272, Ti
98 8.113000 2001 20 UCP Messages 136 SSRC=0x79437418, Seq=34416, Time=127551247¢
99 8.126000  2001: 92 ¢ yop cals 136 SSRC=0x390F3944, Seq=46273, Time=172956
100 8.133000 2001 20 " 136 SSRC=0x79437418, Seq=34417, Time=127551279¢
101 8.146000 2001 192 WARWSE 136 SSRC=0x300F3944, Seq=46274,
102 5.153000 2001 136 SSRC-0x79437415, Seq-34418





image25.png
R R RS ===

Detected 2 RTP streams. Choose one for forward and reverse diection for analysis

Sre TP adir _afsre port  4[Dst TP adde _«[Dst port < [s5E lratosd _d[packets ¢ fost oo Detta )«
201 aiesa 0z 2001 1311137 024 OaTeGTiIE  BS w060 zm
2001:1:1:115T: 331024 o0iaiosia oz owsorss BS T2 0oy eLm

‘Select a forward stream with left mouse button, and then
‘Sellct 3 reverse stream with Ctr + left mouse button

tiacs | Bt tose | sonte | Wk Fodets | Fronwe Kt | oy e |[ g





image26.png
Forward Directon | Reversed Drecton |

Analysing stream from 2001::
Packet «[Sequence ¢ [Beltatas) &[Filtered Titter 4 Skentns)

:25:3 port 10290 to 2001

1113733 port 31024 SSRC = (x79437418
[P B Ops ¢ parker_¢[status

2
s40
£
E
Ed
st
sa0
sas
sa1
EN

)
£
e
EE
S
e
e
E)
E
Eran

0.0 0.0 000 082 ES 3
18.00 .08 1.00 4918 Lok
18.00 .08 100 4918 Lokl
18.00 018 100 4918 Lokl
18.00 0.z 100 4918 Lokl
18.00 0.3 100 4918 Lokl
18.00 04 100 4918 Lokl
18.00 045 100 4918 Lokl
18.00 052 100 4918 Lokl
L.oo 4978 )
Max defa = 21.00 ms 3t packet no. 541
Maxjitter = 0.73 ms. Mean jiter = 0.09 ms.

Max skew = 2.00 ms.
Total RTP packets = 1260 (expected 1260) Lost RTP packets = 0 (0.00%) Sequence errors = 0.
Duration 25.18 5 (53 ms clock drift, comesponding to 15967 Hz (-0.21%)

Save payload

Save s CSV.

Refresh

T to

Graph

Player

Next non-0k

Close





