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Abstract

With the continuous improvement of people's safety awareness and the
development of safety technology, traditional mechanical locks will be
gradually replaced by intelligent door locks. Use fingerprints, passwords or
other ways to replace the key, users no longer need to worry about forgetting
to bring the key when they go out or accidentally losing the key, and standing
outside the door, or standing outside the door when they go home shopping
with a big bag for example, finding a key, this provides a lot of convenience
for daily life.

This design is composed of the core circuit board of STM32F103C8T6
single chip microcomputer, biological fingerprint identification circuit, film
matrix keyboard circuit, RFID-RC522 radio frequency induction circuit,
LCD12864 liquid crystal display circuit and buzzer module circuit. Support
fingerprint, NFC, password and proximity card to unlock. The system
operation interface is displayed through the LCD12864 liquid crystal display,
which respectively has a running interface, a password management interface,
a fingerprint management interface, and an IC card management interface.
This system has hierarchical management authority, and administrators can
add or delete information, such as changing passwords, adding or deleting
fingerprint information and IC card information, etc. It supports virtual
passwords, you can enter numbers before and after the correct password to
protect the real password; multiple passwords or if the fingerprint unlocking
fails, the unlocking is hijacked, and the administrator password can be used to
unlock and return to normal.

Keywords: smart door lock; STM32 single chip microcomputer; fingerprint
identification; radio frequency identification module; virtual password
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