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CONSTRUCTION OF DDOS DEFENSE
SYSTEM
AND PROTECTION STRATEGY

ABSTRACT

The increase in the number of attacks on DDOS is due to the increasing
frequency of modern social networks and the constant updating of various DDOS
hackers, who are increasingly using DDOS attacks. Data in reports on Internet
security threats to Asia and the Pacific and Japan show that most of the attacks against
DDOS came from the United States, with China being the main target, accounting for
63 percent. As in February 2000, Yahoo, Amazon, CNN and other attacks were
engraved in the history of major events. Due to business competition, retaliation and
network fraud, IDC hosts, business hosts, game servers, chat rooms, website servers
In, DNS servers are known as "virtual" servers. It is a common target of attack, so
Internet providers suffer long-term DDOS attacks, and then customer complaints,
contacts with virtual machine users, legal litigation, business losses, The issue of
DDOS attacks is one of the pre-considerations of Internet service providers.

DDOS is mainly manifested in two forms. One is traffic attack, which is mainly
aimed at network bandwidth attack. The other is the resource depletion attack, mainly
aimed at the server host attack, through a large number of attack packages lead to the
host memory is exhausted or the CPU is occupied by the kernel and applications can

not provide network services.
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